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Disclaimer

This Training Manual may be utilized for personal educational purposes by individuals such
as datasstewards, datelerks, students, and other noommercial entities. Users are permitted

to reference, study, and apply the materials contained herein for their own learning and
professional development purposes.

Commercial reuse, redistribution, or any form of public dissemination of this Training Manual
or any part thereof is strictly prohibited without prior written permission fR@DAN.
Unauthorized commercial use includes but is not limited to:

A Selling copies of the Training Manual.
A Incorporating the content into training programs being sold or offered for a fee.
A Using the content for promotional purposes or within any commercial enterprise.

Individuals or organizations seeking to obtain permission for any form of commercial reuse or
redistribution of this Training Manual must submit a written request to VODAN. Such requests
can be sent via email to VODAN@VODANFRICA.eu. Please include the lifmwing
information in your request:

o] Your name and contact information.
o] The nature of your intended use.
o] Any relevant details regarding the scope and duration of the proposed use.

VODAN reserves the right to grant or deny permission for the requested use at its sole
discretion.

This Training Manual is provided "as is," and VODAN makes no representations or warranties
regarding the accuracy or completeness of the information contained herein. Users accept
responsibility for their use of the materials and any associated risks.

By utilizing this Training Manual, you acknowledge that you have read, understood, and agree
to comply with the termeutlinedabove.
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Preamble

Manual This is the introduction to the Practical Guide to FAI&a

Stewardship course. This course will introduce learners to
FAIR (Findable, Accessible, Interoperable and Reusable)
Data Stewardship. The course is designed for people who

Introduction to the Training

A Course outline
A What are the learning

. goals? already have some prior knowledge in computer science
A What are the cours and proarammin
objectives? prog 9-

In this introduction, you will gain an understanding about
the learning goals, course objectives and structure of the
This Study Unit requires Ccourse.

around 1 hour of formal

study time.

Study unit duration

Rue Stevin 115 E admin@eepa.be www.eepa.be

1000 Brussels admin@vodasafrica.be www.vodantotafrica.info



http://www.eepa.be/

£

CS4: Computer Science level 4
Study unity O: Introduction tothe Training Manual

1.1 Obijective of the course

The FAIR guiding principles for scientific data management and stewardship were introduced
in 2016. They were introduced as guiding principles to make scientific data Findable,
Accessible, Interoperable and Reusable. The principles aim to improve the reusability of
research data, while also helping us to find data and to seamlessly connect diffeemnbpiec
data together. The potential value of these principles for all types of data and the internet itself
has since become clear.

FAIR data has since been picked up by institutions, including funders of projects and the
European Union. The term Internet of FAIR data and services has been coined to apply the
principles to data, tools and services to form a decentralised ecosystatafexchange.

This course will guide you from understanding the need for the FAIR data principles; towards
explaining the Semantic web concepts used in FAIR data, especially:

Ontologies

Triple stores

Knowledge graphs
Federated data structures

© O 0O

)

Access control and security

v

FAIR principles and FAIRification process

'

.— Ontology

Raw data

Figure 0.1 The internet of FAIR data and services.

Rue Stevin 115 E admin@eepa.be www.eepa.be

1000 Brussels admin@vodasafrica.be www.vodantotafrica.info



http://www.eepa.be/

4

CS4: Computer Science level 4
Study unity O: Introduction tothe Training Manual

This course is aimed at data stewards, data clerks and researchers who already have some
experience in computer science and data management, but has been desigaeddssiige
to all levels within this category.

By the end of the course, the students will have attained the level of certified FAIR data
stewardAfter certification the participant will be able to use in their work and explain to others
the FAIR principles, FAIRbased data management and federated data methods.

1.2 Structure of the course

The course is structured into seven study units. Each study unit is accompanied by videos
and/or live explanations and demonstrations by a teacher. Following each unit, you will be
asked to take a short quiz to test how well you have understood the mBsafeunit indicates

the approximate study time necessary to complete and revise the materials.

The course is structured as follows:

(o] )
C O

VODAN MVP

Introduction
AFRICA Federated Data Space

New model for use
O Use-case of VODAN

O
IFDS

Infroduction

Hourglass model of FAIR
FAIR data points

FIT

Manopublication

Interoperability

RDF

Triplestores

Query - SPARGL
O Federated Anaysis

Federated Leaming

Access Control (AC)

Access Control

Accass Control in Semantic Tech.
i “
Federated data sccess control O

Ensuring WVODAN AC C

Ontologies

Terminology
Taxonomy
Control Vocabularies

O

EKOS
Ontology

O“

FAIR Data

FAIR Principles.

FAIR Metrics

FAIR Data Station
FAIRifyiing Sensitive Data

Figure 0.2. Structure of the course.
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In the first units, you will learn about data in general, including the current challenges.

Then, you will learn about FAIR data and the FAIR data principles. Following this, you will
learn aboutmportant aspects of FAIR data: ontologies, federated data and data visiting. In the
final modules, you will be introduced to the Internet of FAIR Data and Services, and the
implementation of FAIR data through the demonstration of a case study: the VODAN
minimum viable product.

1.3 Learning goals

In this course, you will learn how to use the tools and principles to make data FAIR. By the
end of this course, you will be able to:

Assess what data and metadata are in relation to semantic web.

Use the FAIR governing principles in practice and create FAIR data.

Create vocabularies and use them in system interoperation and integration.

Explore and identify access, control, and security mechanisms.

Understand what data visiting and federated querying are, and utilise the tools available
to do this.

Explain IFDS, FIPand nanopublications.

O O O0OO0Oo

o

1.4 Course contacts

If you have any questions or comments about this course, please contact:

Getu Tadel@aye getu.tadele@gmail.com

Kai Smits:kai.d.smits@amail.com

Prof. Dr. Mirjam van Reisenn.e.h.van_reisen@Iumc.nl
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Introduction to Semantic Dat Pream b|e

Outline

This module is all about FAIR data stewardship. FAIR data

A Data and Metadata g
stewardship involves the overall data management process

2 fiir;:;gc;t[;ata THEEEL of modelling, creating and archiving data in accordance to
) L the FAIR data principles. Thus, FAIR data stewards are
A Resource Definition

Framework (RDF) experts responsible for miaky data Findaple, Acgessible,
Interoperable, and Reusable (FAIR). This Unit introduces
Study unit duration the challenges with the current internet, and how FAIR data
can play a role in overcoming these challenges. It covers
regulatory frameworks for data governance and séma
data models (SDM). It then dives into data semantics,
where we explore the foundations of the Semantic Web.

This study unit requrires
minimum of 3 hours of forma
study time.

You may spend an addition
2-3 hours on revision.

Learning outcomes of stud

unit 1

Upon completion of this study unit, you
should be able to:

1.1 Discuss the current challenges with‘\
the Internet

1.2 Explain the use of regulatory
frameworks

1.3Discuss data and metadata.

1.2 Explain the semantic data model and linked data.

Rue Stevin 115 @ admin@eepa.be www.eepa.be

1000 Brussels admin@vodarafrica.be www.vodantotafrica.info



http://www.eepa.be/

CS4: Computer Science level 4
Study unity 1: Introduction toSemantic data

Acronyms

Al Artificial Intelligence

DIKW Data Information Knowledge and Wisdom
DRMP DataManagemen®lan

ETL Extract Transform Load

FAIR Findable, Accessible, Interoperable, and Reusable
FOAF Friend of a Friend

GDPR General Data Protections Regulation
HTML Hypertext Markug_anguage

JSON-LD JavaScript Object Notation for Linked Data
LOD Linked Open Data

MMP Metadata management plan

R&D research and development

RDF Resource Description Framework

SKOS Simple Knowledge Organization Scheme
SPARQL SPARQL Protocol and RDF Query Language
Turtle Turtle Terse RDF Triple Language

UML Unified Modeling Language

URI Uniform Resource Identifier

W3C World Wide Web Consortium

XML Extensible Markup Language

XSD XML Schema Definition

£
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2.1 Challenges with the currentinternet

The internet has revolutionised the way we access information, handle data, communicate with
others, and conduct business. It presents opportunities for individuals and organisations to
connect and collaborate on a global scale. However, thghvast amount of data being
generated and shared online, challenges related to privacy, security, reliability, data volume
and data quality have become increasingly prevalent. In addition, it has led to the emergence
and dominance of powerful platformisat monopolise data handling,-salled data giants,

which are hard to regulatéhis is leading to more data inequalityot everyone has the same
access, rights and protections when it comes to data. Therefore, before we dive into FAIR data
management, we will look at some of the challenges with the current Internet.

2.1.1 Volume of data

The exchange of information at a global scale is leading tciewerasing data volumes,
sometimes referred to as Big DAf&his includes, for example, personal data we post on data
networks, which is processed by data giants such as Google, Facebook and X. Increasing
amounts of useful data are also available, and are processed by, for example, companies
creating solutions usg Artificial Intelligence. However, there are problems with large
volumes of data. It requires a large amount of storage space and processing power, which
means that it requires the scale of resources operated only by a handful of large organisations,
increasing reliability on data giants. Managing and organising large volumes of data can be
challenging, leading to issues such as data duplication, inconsistency, and difficulties in
retrieving or analysing the data. In addition, as the volume of datasesrghe quality of data

can go down by potentially introducing biases and being more error prone. Finally, large
volumes of data can pose security risks, as more data means more potential entry points for
cyber attacks or data breaches; it is also moifecult to make sure that your data is in
compliance with regulatory requirements and protects the privacy of personal data.

2.1.2 Data storage

Scientists have warned about a global data storage ¥Tisigitional data storage systems may

not be able to handle the huge volume of data generated by big data applications. That is why
storage mainly relies on enormous data centres, which consume a lot of space and électricity.
In addition, big data is typically stored in different formats and across multiple platforms and
locations. This can result in data fragmentation, making it difficult to consolidate and analyse
the data effectively. Big data often involves data from mpldtsources and organisations, with
sometimes unclear provenance, which can create challenges in terms of data governance and
compliance with regulations suchthe General Data Protections RegulatiGbPR).

2.1.3 Proposals for alternatives: Open Data, SOLID

To resolve the problems with big volumes of data, proposals have been made for alternatives
to data handling. These solutions propose principles and systems to move away frem large
scale centralised storage and ownership of data.

1 https://link.springer.com/chapter/10.1007/93830-116118 13
2 https://www.annualreviews.org/content/journals/10.1146/anrpodigci-090216023229
3 https://www.aston.ac.uk/lateeews/toemuchinformationastoruniversityresearcheesackleglobatdata

storagecrisis
4 hitps://www.datacenterdynamics.com/en/news/glalaah centerelectricity-useto-doubleby-2026 report/
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The term Open Data describes a process to define how scientific can be published and/or reused
with as little barriers as possibl®©pen science encourages collaboration among researchers,
allowing for greater sharing and exchange of data and resources. This can help to improve the
quality of the data by allowing for verification and validation by multiple researchers. Open
science psmotes the sharing of data, making it more widely available to the research
community. This can help to facilitate interdisciplinary research and encourage reuse of data
for new studies and analyses.

Other decentralised solutions to data have popped up, such a8 BudidSolid framework

uses decentralised data stores called Pods for people or organisations to securely store their
information. Using interoperable data protocols, users can control with whom they share their
data. Adhering to the standards of Linked Dataiatives such as Solid ensure that data is not

just aggregated in bulk in a centralised location, but can be easily accessed, shared and reused
across platforms all over the internet.

2.1.4 The science problem of data

Data management is a critical part of science. It starts with the collection, storage, analysis, and
interpretation of large amounts of information. Managing and processing data effectively can
be complex and timeonsuming, requiring advanced tools anadhteques to extract
meaningful insights. Other issues related to data in science include data privacy and security
concerns, as well as the ethical considerations surrounding the use of data in research.

Often, funding and resources are put into research; yet, the infrastructure to reuse data and
information from research is still very limitéd.

With the growing amount of big data, advanced algorithms and machine learning are
increasingly used to make sense of the large amounts of data. However, this carries a risk, as
data might not be equally available in relation to all topics and peoplel€Hus us to the
problem of bias and black holes.

2.1.5 The problem of bias and black holes

Data bias is an issue that arises when datasets used for analysis or-tiegisigpare skewed

or unrepresentative of the population they are supposed to represent. Data bias can have serious
consequences, as it can lead to inaccurate or skewed resufisfupte inequalities, and
reinforce stereotypes. Humans are susceptible to such biases, but so are Al and machine
learning algorithms if they are built on data that does not effectively reflect a balanced view of
reality® As big data andhrtifical Intelligence @Al) systems are increasingly complex and the

way they are constructed is not transparent, such biases can get baked into the solutions created
through the use of these tools.

Biases can be caused by underrepresentation in the data. Some populations are more easily
accessible to researchers, or have their data more readily available to them. This causes an
overrepresentation of those populations, as opposed to populations that are understudied and
whose data is not readily available. This impacts decisiaking processes, such as which
diseases to prioritise, or which the symptoms of diseases exist itas pepulation. These

biases also impact Al, as Al relies on large amounts of data scraped from the Internet. For

5 https://www.nature.com/articles/npre.2008.1526.1

6 https://solidproject.org/about

7 https://www.nature.com/articles/sdata201618

8 hitps://hbr.org/2019/10/whato-we-do-aboutthe-biasesin-ai
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example, a study showed that an Al image generator overwhelmingly depicted surgeons as
white and male; whereas this does not match the réality.

Part of the problem is that data is not available about large parts of the population on earth.
Many people are livinginsoal | ed o6bl ack holesd in the digif
deliberately or due to infrastructure issues, they have abalffe) access to digital
communications® This is not just a problem for individuals, but for example also for
healthcare clinics and crucial institutions from whom data can be of enormous benefit. For
example, during th€ovid-19 pandemic, researchers noted that the lack of data from the
Africanlfontinent was a global concern, as new virus genomes could not be adequately
studied:

2.1.6 Climate related challenges

Another issue related to the internet and data is its climate impactpatssing globally

has a significant impact on carbon emissions due to the emtemgive nature of data centers

and other infrastructure required for processing and storing vast amounts &t Ghea.
electricity used to power servers, cooling systems, and other equipment accounts for a large
portion of carbon emissions associated with data processing. This is especially the case for
machine learning and Al, which require vast amounts of datato?f&

2.1.7 Towards an Internet of FAIR Data and Services

The concept of an Internet of FAIR data and services represents a shift towards a more open,
transparent, and interoperable digital environment through standardised practices and machine
actionable protocol¥ FAIR principles, which stand for Findable, Accessible, Interoperable,
and Reusable, are proposing a transformation of data and services on the web. The principles
can provide a framework to develop federated data ecosystems, which shift away frem large
sale centralised datasystems which take a decentralised approach to managing and sharing
data across multiple sources or organisations. Instead of centralising all data in a single
repository, a federated system allows each source to retain contrdsawen data while still
enabling seamless metadata and knowledge exchange with other authorised users or systems.
Knowledge is a computational product of data, examples of this are aggregations such as
conditional counts and the mean value or standariii@v of a target variable. The presence

of rich metadata ensures that data is readable by both humans and machines.

By relying on standards to make the data FAIR, the Internet of FAIR data and services presents
a shift away from the centralised ownership model of data giants and big data, towards a system
of decentralised information exchange where more people artoadadicipate, solving some

of the problems caused by data on the Internet in its current form.

9 https://jamanetwork.com/journals/jamasurgery/artaibstract/2811920

10

https://www.researchgate.net/publication/337242998 Black Holes_in_the Global_Digital_Landscape The Fu
elling_of Human_Trafficking_on_the_ African_Continent

1 hitps://www.ncbi.nIm.nih.gov/pmc/articles/PMC8420285/

12 https://greenly.earth/egb/blog/ecologynews/whaiis-the-environmentaimpactof-ai

13 https://www.nature.com/articles/s422680-02199

14 hitps://www.nature.com/articles/sdata201618
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2.2 Regulatory Frameworksfor data

Before you learn about the-aepth theory of data, we will first introduce you to the regulatory
frameworks that govern data. These are national and international structures that represent the
laws, guidelines and best practices around data.

In recent years, the development of digital transformations across numerous sectors has led to
an unprecedented growth of data generation. This trend underscores the needs for robust data
management strategies that not only enhance the efficiency andivefiess of data
processing, but also safeguard human rights such as privacy. Consequently, various data
principles have been formulated to tackle the challenges associated with data management.

Data management principles, such as FAIR and Open Data, have gained global recognition and
been developed for specific purposes. The FAIR Data Principles, for instance, were created
with the aim of maximising the use and reuse of data. On the other han@pen Data
principle emphasises the notion of making data freely available for public access, utilisation,
and redistribution especially for the data that is produced in the public sector.

Concurrently, GDPR has emerged as a comprehensive and influential legal framework
governing data protection and privacy. Implemented by the European Union in 2018, the
GDPR aims to safeguard the personal data of individuals by imposing stringent reqtsremen
on organisations handling such information. The GDPR's influence has beeadhaing, with
numerous countries adopting and aligning their data protection frameworks with its provisions.

As countries around the world incorporate data management principles and data privacy and
protection measures into their government regulations, a delicate balance emerges between the
need for innovation and the adherence to regulatory frameworks. Thabgeent presents

both challenges and opportunities for digital health innovation. While regulations impose
limitations on data collection and processing, they simultaneously stimulate the development
of innovative methods and technologies that align Wiéhpolicies and regulations applicable

within specific countries.

2.2.1 Open Data

In a wellfunctioning democratic society, the public needs knowledge and access to
government policies and development informafioin order to solve this and meet the
requirements of accountability and transparency in governments, the idea of open data was
created. Being able to access "all stored data of the public sector which could be made
accessible by the government in the pulliterest without any restrictions on usage and
distribution" is what Geiger and von Lucke define as open’datmre broadly, open data is

any nonprivate, norconfidential information that is made freely available for use or
distribution by the public. Private, confidential, and classified data are excluded, because it is
not appropriate to publish such datahe Open Data Handbook also states that open data is
"any information that can be freely used, reused, and redistributed by any person, subject to
attribution requirements at most, and must be redistributed in the same manner in which it

15Open Data Barometer: ODB global report (Third edition). World Wide Web Foundation, p. 48 (2016). Available
at: http://opendatabarometer.org/doc/3rdEdition/GBr8EditionGlobalReport.pd{Accessed 1 June 20R1

16 Barry, E., Bannister, f2014).Barriers to open data release: A view from the bofarmation Polity19(1i 2),

129 152 doi: 10.3233/IP14032

17 Janssen, M., Charalabidis, Y., Zuiderwijk, A.: Benefits, adoption barriers and myths of open data and open
government. Information Systems Management 29(4); 268 (2012), doi: 10.1080/10580530.2012.716740
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appears™® While there is not a single, agreagon definition of open data, the main objective
of the idea is to maximise interoperability while simultaneously making data freely accessible
for anyone to use, reuse, and redistridfite.

2.2.2 FAIR Data

The origins of FAIR (Findable, Accessible, Interoperable and Reusable) data principles can be
traced back to theesearch setting, where cost of data collection is high and most prior research
data are rarely reused in new studies. FAIR ultimately seeks to improve data reuse, by focussing
on making data more findable, accessible and interoperable.

There are four main principles of FAIR :

1. Findable: the data should be easy to find by machines and humans. Indexing and
metadata are essential for the automatic discovery of datasets and services.

2. Accessible: there are well defined steps and rules for data access after the user finds the
data, possibly through authentication and authorization processes.

3. Interoperable: the data structure is designed such that it is machine actionable and
semantically enriched, providing structural and logical interoperability for analysis,
storage, and processing applications or workflows across different data sources.

4. Reusable: metadata and data should be specified for reuse and can be replicated and/or
mixed in various environments, combined with other data sources and potentially be
reused in further applications. A special case is continuous reuse, where datads reus
on a routine basis for ongoing services.
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Figure 1.1.FAIR foundational principle$’

/\

8 Open Knowledge Foundation: What is open data? [Online]. Open Data Handbook (n.d.). Available at:
https://opendatahandbook.org/guide/en/wikaipendata/(Accessed 1 June 20R1

19 Kalendralis, Petros & Sloep, Matthijs & Soest, Johan & Dekker, André & Fijten, Rianne. (2021). Making
radiotherapy more efficient with FAIR data. Physica Medica. 82-1638 10.1016/j.ejmp.2021.01.083.
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Although there is overlap between the FAIR principles and open data principles, there are also
key differences. The table below summarises these.

No FAIR

Open data Similarity

Difference

1 Findable: Data can be Data must be available in its Findability and

easily found by
machines and
humans.

2 Accessible:
Authentication and
verification is possible
after the user accesses
the data.

3 Interoperable: Data
can be integrated
with other data and
systems or workflows
for analysis, storage
and processing are
interoperable,

entirety and at a low
reproduction cost.

accessibility in
FAIR 15 quite
similar to
availability in open
data, because it
provides
accessibility to the
user.

Availability in open data refers to
data integrity and does not
mention other conditions. Open
data focuses on no barriers to
data accessibility, while
accessibility in FAIR principles
highlights the need for data
protection and the conditions for
access to be formulated to meet
the specific circumstances that
relate to the data.
Interoperability is promoted by
the creation of machine-readable
instances of ontologies that the
data represent, linked to
metadata in languages such as
JSON or RDF, widely used for
the Semantic Web,

4  Reusable: Metadata e The data should be Both principles Open data does not mention

and data should be made available under  have the purpose  metadata and focuses on
defined for reuse and the condition of reuse  of making data redistribution neutrality.
can be replicated and redistribution. reusable.

and/or mixed in » Anyone should be able

different to use, reuse and

environments, redistribute the data—
there is no
discrimination based on
the purpose for which
the data is to be used or
the individuals/groups
wishing to use it.

Figure 1.2. Comparison between FAIR and Open ddta

2.3 Explaining data and metadata

This next section offers a technicedtroduction to the foundation of information and
knowledge: data and metadata. Understanding the different types of data and metadata is
crucial. Therefore, in this study unit, you will gain insights not only about data and metadata,
but also the semantitata model, linked data, and the Resource Description Framework (RDF).
Whether you are a data scientist, a web developer, or simply curious about the intricacies of
data representation, this unit will equip you with the skills to navigate the intercednect
landscape of structured information.

2.3.1 Data

Data is the smallest unit of factual information that can be used to describe a basic unit of
meaning. It refers to a raw fact, observation, or records that are collected, stored, and processed
for various purposes. It can take various forms, such asnwextbers, images, etc. Data are
typically stored as files, also known as objects, or as entries in a database. In computing, data

20 Jati, P. H. P., Lin, Y., Nodehi, S., Cahyono, D. B., & van Reisen, M. (2022). FAIR versus open data: A
comparison of objectives and principl&ata Intelligence4(4), 867881.
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should be collected in a way that is effective and efficient for input, storage, exchange, and
processing. Hence, each type of data needs a specific technique of data céliéétion

Different types of data can be categed into various categories. Some of these categories are
discussed belo®?

1. Structure of the data:
a. Structured dataData with a predefined format. E.g. Excel data in a table
b. Unstructured dataData with no fixed structure. E.g. text document, audio, and
video files.
2. Nature of the data:
a. Quantitative dataPrimarily objective data tha¢present measurable quantities
and values. E.g. Salary or Age.
b. Qualitative data:Primarily subjective data that represents descriptive qualities
and characteristics. E.g. descriptions of feelings or observations.

For example, if there is a group of people in a room, qualitative data describes
what they feel and what they look like, whereas quantitative data about the same
group may include their age, weight, or total number.

3. Temporal categorization:
a. Longitudinal datadata collected over time at regular time intervals. E.g.: stock
price, sensor data.
b. Crosssectional data:a snapshot of data collected at a specific point in time.
E.g. a snapshot of population data of a specific area at a specific time.
4. Categorical data:
a. Nominal:data with no ranking. E.g. hair color
b. Ordinal: data with a defined ranking: E.g. education level
5. Source of the data:
a. Primary data:data collected directly from origin sources for specific research
or analysis purposes.
b. Secondary data:data reused from existing sources such as reports and
databases.
6. Based on access:
a. Public Data: Freely available data without any restriction, typically
unstructured.
b. Open Data Freely available data that is structured and welintained for
direct use.
c. Restricted datadata with limited access due to privacy security or other similar
regulatory concerns.

As data collection, processing, and storage capabilities have advanced, the need for data in
decisioamaking and action has also grown. Nowadays, research and development (R&D)
departments exist in various companies beyond the technology sector. Thesaatgpaely

heavily on different types of data to derive insights and make discoveries. Consequently, the
world has transitioned from the information age to the current knowledge age, which began

2'Plug, R., Liang, Y., Aktau, A., Basajja, M., Oladipo, F.O., & van Reisen, M. (2022). Terminology for a FAIR
Framework for the Virus Outbreak Data Netwdkkica. Data Intelligence4, 698723.

22 https://www.merrianawebster.com/dictionary/data

23 https://medium.com/@goradbj/differemaysto-categorizethe-datatypesof-data3f32be3137el
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with the ongoing Fourth Industrial RevolutiéhA key goal of this revolution is to establish a
knowledgebased economy that heavily depends on data and technology.

Therefore, data I s often referred to as the
advancements and the sheer variety, volume, value, veracity, and velocity of data have given
rise to the concept of Big Dafa.Institutions frequently need to integrate structured, semi
structured, and unstructured data from diverse sources to achieve specific objectives. The
emergence of Big Data is closely tied to the challenge of managing different data categories at

a single point, necessitating additional technical and infrastructural arrangements for
processing and storing disaggregated data. Consequently, handling big data using traditional
data processing methods is nearly inconceivable. The abundance of data results in an
abundance of information, which in turn generates complex insights that are difficult to
translate into practical knowledd.

The whole process of dateemand and use passes through the Data Information Knowledge
and Wisdom (DIKW) pyramid. Each stage builds upon the previous one, creating a hierarchy
of understanding. Below we will discuss each step of the pyramid.

1. Data: At the base of the pyramid, we have data. These are raw, unprocessed facts or
observations. Think of data as individual puzzle pieces scattered on thé table
disconnected and lacking context. For example, a list of temperatures recorded
throughout the daysidata.

2. Information: When we organize and structure data, it becomes information.
Information adds meaning and context. Imagine assembling those puzzle pieces into a
coherent picture. For instance, if we arrange the temperature data into a graph showing
hourly variations, we now have infornat.

3. Knowledge: Moving up the pyramid, we encounter knowledge. Knowledge arises
when we interpret information based on our beliefs and experiences. It is the
understanding that emerges from patterns, relationships, and insights. Continuing with
our temperature examplendéwledge might involve recognizing seasonal trends or
predicting weather changes based on historical data.

4. Wisdom: Finally, at the pinnacle, we find wisdom. Wisdom transcends knowdedge
it is the ability to apply knowledge effectively. Wise decisions consider context, ethics,
and longterm consequences. Returning to our temperature scenario, wisdom might
involve using veather forecasts to plan outdoor activities or advising others on dressing
appropriately for the day.

Remember, this DIKW pyramid illustrates how deep understanding edofves mere data
points to informed actions.

24 https://www.ips.lk/talkingeconomics/2019/11/08/d#te-driving-force-of-the-fourth-industriatrevolution
4ir/

25 https://www.altr.com/resource/blegptais-the-fuel-poweringthe-4th-industriatrevolution

26 https://www.techtarget.com/searchdatamanagement/definit\dstH-big-data

27 hitps://len.wikipedia.org/wiki/DIKW _pyramid
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INFORMATION
DATA

Figure 1.3. Data Information Knowledge Wisdom pyrariid

When dealing with data it is good practice to outline the whole process with defined data
management techniques. The data management practices should include elements such as the
data type, access sharing, privacy issues, storage and preservationcostreit?® Retaining

data for future use and ensuring its effective reuse demands a data management plan (DMP).
Below we will discuss the importance of a DMP and its contribution to data retéhtion.

A DMP outlines data archiving procedures for ldegn use and consistency measures in
compliance with agreed standards that mitigate risks related to data ownership, privacy,
security, and data loss issues. Archiving involves storing data in a struotareter, often

using standardised formats and Metadata. Managing different versions of data files allows data
owners to track changes over time. Regular backups safeguard against data loss due to
hardware failures, accidental deletions, or other unforesesmts.

A DMP also deals with data reusability by enhancing its discoverability, interoperability,
licensing, and permissions issues. \Welthanizel data with clear documentation makes it
easier for other researchers to discover and reuse. Metadata, keywords, and standardised
naming conventions enhance discoverability. Data that adhere to common standards and
formats can be seamlessly integrated wither datasets, enabling crafisciplinary research

and collaboration. Clearly defining data usage rights allotherstto understand how they can

reuse the data legally and ethically.

28 https://www.lib.ncsu.edu/do/dataanagement/elementd-a-dmp

29 Wognin, R., Henri, F., & Marino, O. (2012). Data, information, knowledge, wisdom: A revised model for
agentshased knowledge management system3.him next generation of distance education: Unconstrained
learning (pp. 18%189). Boston, MA: Springer US.
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Let's adjust our lens to focus on research data. When we are dealing with research data
management we face four main types of data.

1. Raw data: Data that have been collected from a source, which have not yet been
processedprganizel, or changed.

2. Curated data: Data derived from the raw data, which passes through different
processes such as export, transformation, or loading to fit it for further needs beyond
what was collected as raw data.

3. Published data:Data with a release of not only the pure data but also its documentation
related to data collection and analysis.

4. Metadata: Provides information about data, giving context to, for example, the
attributes of thelata, where the data comes from, how it was collected, etc.

In the next section, we will look more closely at Metadata.
2.3.2 Metadata

Metadata is data that describes data by providing information about its origin, structure, nature,
and context. That way ihelps users find, use, and manage relevant information without
requiring special examination of the underlying data itself. Its facilitation of easy search and
contextualization helps to preserve the reliability and quality of any givenidatier words,

it helps in answering the A5 Ws and HO ques
about any digital assét.

Let us take an image and a webpage as an example. When you look at an image of Mount
Kilimanjaro, what you see is the visual representation of the mountain. Details ssizk,as
colour depth, resolution, creation ti me, an
image. This is what we call Metadata. Similarly, when we see a given web page, what we see

is the Hypertext Markup Language (HTML) representation of the wetent. However, there

are Metadata called metatags that describe the web pagatc@earch engines use this for
indexing and searchin¥hen we look at the snippet below of a sample metatag, it tells a lot

about the character set, keywords, author, and other infornfation.

<head>
<meta charset="UTF-8">
<meta name="description" content="Free Web tutorials">
<meta name="keywords" content="HTML, CSS, JavaScript">»
<meta name="author" content="John Doe">
<meta name="viewport" content="width=device-width, initial-scale=1.0">

</head>

Figure 1.4. A sample metatag

There are several distinct types of Metad&tame are listed below.

1. Descriptive MetadataMetadata that identifies specific data for search and discovery.
Variable names, titles, and column names are examples of descriptive Metadata. The

30 https://en.wikipedia.org/wiki/Metadata
31 https://www.w3schools.com/tags/tag_meta.asp
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data and descriptive Metadata should go hand in hand. The number 345 is meaningless
unl ess descriptive Metadata such as fAcont

2. Reference Metadatavletadata that describes the concepts and methods used for the
collection and generation of statistical data. Unlike descriptive Metadata, reference
Metadata can be handled separately. E.g. Currency code, postal code.

3. Structural Metadata Structural Metadata is data that indicates how dategianizel.

Beyond that, it also shows the relationship between two or more data sets. This includes
information such as data types, data sources, foreign key cardinality, and referential
integrity. E.g. how this courseaganizel with chapters. table of content, page number
etc.

4. Operational Metadata Operational Metadata helps ensure the preservation of the
information details about the events and processes occurring when the actual data is
affected. This information is related to the flow of data throughout its lifecycle. This
includes information adut the data source, data transformations, lineage, and logs of
Extract Transform Load (ETL) and orchestration jobs. E.g. execution logs for a given
process such as its start time, end time, status.

5. Business Metadata: A glossary of terms/definitions that helps business users
understand a particular data asset. E.g. Data Quality Rules: Specifications for data
accuracy, completeness, and consistency. These rules guide data validation and
improvement efforts.

6. Administrative Metadata: Administrative Metadata deals with governance, privacy,
security, and access control information about the data. E.g. Copyright Information:
Details about intellectual property rights and usage permissions.

When planning to use or create Metadata, a user needs to check if the Metadata describes the
data accurately. In addition, it is also necessary to make sure all attributes are addressed for
their completeness. Finally, emphasis should be given to theiliigpabconsistently follow

a certain Metadata schema and standard so that data interoperability is attainable across
different systems. Metadata is expected to be saved in a specific Metadata registry or repository
with a welldefined schema or model kalving a certain standard. Metadata could be as general

as something that describes a global context or as specific as a knowledge domain addressing
a particular area of expertise. Irrespective of the context that the Metadata addresses, it creates
a desdption coupling itself with the actual data that can be explained using different
classification schemes such as Unified Modeling Language (UML), XML Schema Definition
(XSD), Simple Knowledge Organization Scheme (SKOS). A given Metadata scheme may be
expressed in different syntaxes such as HTML, Extensible Markup Language (XML), and
RDF.

2.3.3 Data Management Plan (DMP)

Data management is the discipline of handling data as a valuable re¥oirctear data
management plan should be defined to handle the data. A DMP is a document that comprises
the practices that should be considered with handling the data during and after a research
project or other process that involves the creation and stafagata®® The DMP is a living
document that addresses different concerns related to data in the project duration and beyond.
Different organisations outline different DMP elements. Below are some of the common ones:

1. Type of data Specify the nature/type of the data source(survey, laboratory data,
image). indicate the data formats (CSV, XML, JSON).

32 hitps://len.wikipedia.org/wiki/Data _management
33 hitps://datamanagement.hms.harvard.edu/gesign/datananagemenplans
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2. Metadata Management Describe the Metadata types (descriptive, structural,
operational).

3. Storage, backup, and securityDefine the data storage format as well as the backup
and security policies..

4. Privacy and confidentiality: Address data storeanagement, data security, and safety
management.

5. Re-use policy Describe how and in how far the data can be shared and disseminated
so that others can reuse the data within set limitations.

6. Access and Sharing Specify access levels (open, restricted). Identify the platforms
and mechanisms for data sharing.

7. Archiving and providing access Define the practices of evaluating and archiving for
the longevity of the data beyond the project duration.

8. Roles and oversight plan Define the roles for who should be responsible for the
different aspects of data management.

Please note some existing tools help users to prepare DMP documents. One of these is
https://dmptool.org/ .

A Metadata management plan (MMP) is an essential part of the overall DMP. An MMP
provides context, structure, and content details for dat¥s&sod Metadata management
ensures the proper arrangement of the data to be discovered, integrated, linked, shared, and
analysed across the organisation and beyohtktadata management is the foundation of the
FAIR Guiding Principles for findability, accessibility, interoperability, and reusability of data.

The focus of this course is semantic web technologies and what we discuss here is semantic
data and Metadata. Nén we say semantic Metadata, what we mean by this is that a machine
can interpret the meaning of data through the help of the Metadata, referencing the concept of
the data that is built into the knowledge graph (more about this in the coming ch&pters).

2.4 Data stewardship

Data stewardship is the overall activity in the research data management process. Specifically,
FAIR data stewardship deals with the activity of making data findable, accessible,
interoperable, and reusable. Having good data stewardship creates an d@ygorave high

guality data that helps create new knowledge. The main person responsible for data stewardship
is the researcher or directly involved personnel. Thus, the main principal investigator should
have a foundational understanding of the prooédata collection, management, and curation.

At each level of the process the storage, sharing, and privacy control should-befimeli

and addressed.

2.5 Semantic data models

Before we dive deep into semantic data models, let us define some keywords that will later
help us understand the concept well. Let us start with semantics and semantic data. Semantics
is the field of reference, meaning, and truth. In computer scienetated fields, it refers to

the meaning of words, which is often represented as data that adds meaning to other data. The

34 https://www.dataversity.net/fundamentatgetadatamanagement/
35 https://www.altexsoft.com/blog/metadat@anagement/

36 hitps://www.gefair.org/fair-principles/

37 hitps://www.healtkri.nl/fair-principles
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actual meaning of the data is defined by-weatld relationships between entiti&3WVith these
realworld relationships built, semantic data assures the consistency of data during the process
of data exchange and integration. On the other hand, the abstract model that defines data
elemeg\gs and the relationships between them based ewa#dl objects is called a data
model:

A semantic data model is a more abstract, {egel data model that includes semantic
information that adds a basic meaning to the data and the relationships that lie betwéén them.

It represents data in terms of named sets of objects, hamed sets of values, nhamed sets of
relationships, and constraints over these objects, values, and relationsHip sets.

The semantic data model is a kind of data model that provides a way to represent data in a
formal and logical way. It is designed to encompass the meaning of an appkcafi@mment

than is possible with contemporary database mdddlsis means it not only defines the data
elements but also their relationships and the rules governing these relationships. In essence,
while a data model focuses on what data is needed and how it shoui@dbizel, the semantic

data model goes a step further to include why the datgasizel in a certain way by including

the semantics or meaning of the data elements and their interrelationships. This makes semantic
data models more expressive and capable of providing more insightful and meaningful
responses to queries.

Project Task

owns/isResponsibleFor

owWns
executes

Person ciongsTo———H)  User N
= Organisation
. /.

53 Customer worksat
iza

Applicant

Employee
reactsOn

Vacancy

38 hitps://www.techopedia.com/definition/30489/semandttamodel

39 hitps://en.wikipedia.org/wiki/Data__model

40 https://www.techopedia.com/definition/30489/semantitamodel

41 hitps://link.springer.com/referenceworkentry/10.1007/9787-399409 105

42 hitps://len.wikipedia.org/wiki/Semantic_data model
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Figure 1.5. Semantic model example for Human Resources SYstem

So, the semantic data model can formally be defined as a conceptual data model designed to
capture the semantic description, structure, and form of data. A semantic data representation
has equal attention for machine and human readability. A typical aestdrsemantic data can

have an <is located in> relationship for example: the Eiffel Tower <is located in> Paris. Here
further query is not needed to see the association and discover the relationship between the
Eiffel Tower and Paris. This makes a senmadtita model more powerful than a relational data
model, a model that relies basically on the relationship between tables, columns, and rows of a
relational database.

Similar to relational data models that have elements such as tables, rows, primary keys, and
foreign keys, semantic data models also incorporate diffefements. In this section, we will
discuss general semantic data model elements.

Entities: An entity is something that exists as a concrete or abstract instance. A pen, car, or
person are concrete entities. On the other hand, any entity that has no physical manifestation,
and is described as a concept, is an abstract entity. An entity is ationatl element in
representing a given data model using semantics. Hence it should be uniquely identified.

Relations A relationship expresses the interconnectedness between two or more entities with
a given realorld idea. For example, to represent an author and book entity, we could have
John Green and fAPaper Towno. The rdedcribbegdi ons hi
as John Green <wrote the book> APaper Towno.

Class Class is a blueprint and special representation for other instances or individuals that
appear to have the same characteristics. A class can have instances, which are always entities
that have a set of shared base properties defined by the class. fptegxaithin the class

entity Animal, a single instance could be called Zébra.

Animal

+age : Int
+gender: String

+isMammal ()
+mate()
Duck Fish Zebra
+beakColor : String = “yellow” -sizelnFt : Int +is wild : Boolean

-canEat : Boolean

+swim()
+quack() -swim()

+run()

Figure 1.6. A sample Animal class diagram

43 https://en.wikiversity.org/wiki/File:Semantic_model_example_1.png

44 https://medium.com/@smagid_allThings/uathssdiagramstutorialstepby-step520fd83b300b
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The abstract representation of entities using class helps us tordégmand facts on grouped
entities. Above we have an animal parent class with all public member fields. You can see the
arrows originating from the duck, fish, and zebra child classes which indicate they inherit all
the members from the animal class. Nioly that, but they also implement their unique member

fields. You can see that the duck class has a swim() method as well as a quack() method

Attribute: An attribute is a characteristic with a value that describes a given entity or
relationship. In other words, an attribute is a named property of a given entity or relationship.
For example: in the below diagram a person has an attribute name which is John.

IS_FRIENDS_WITH

:Person Since: 01/09/2013 :Person
name: John name: Sally
age: 2/ age: 32

HAS_READ

on: 02/03/2013
rated:5

HAS_READ

on: 02/09/2013
rated:4

:Book
title: Graph Databases
authors: Jim Webber,
lan Robinson

Figure 1.7. A sample relationship diagram

Besides the abovmentioned general elements, there are also other common elements such as
complex axioms, constraints, and terms. These elements enhance the machine readability of
the model. Additionally, there are documentation elements that enhance headability of

the overall data modelling process. Version and provenance information, summary notes and

definitions are some examples of the many documentation elements that help people

understand the data model.

Finally, please note that there aefinition and concept differences from any given modelling
language or framework to another. So, what is discussed here is only a general description.

Semantic data models consider three levels of abstraction while building the relationship of
data model objects. These &fe:

A Classification (instance of)1t involves grouping similar entities or objects into categories
or classes based on shared characteristics. E.g. If we classify animals, we might have
categories |i ke Amammal s, 0 Abirds, 06 and Ar

45 https://www.oreilly.com/library/view/semantimodelingfor/9781492054269/
46 hitps://www.jhterbekke.net/SemanticDataModeling.htm!
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A Aggregation (has a):Aggregation represents a whgdart relationship. It allows us to
combine or group multiple entities into a highee v e | entity. E.g. An
individual Ai t emso-cdnmeraceBystens products) i n a
A Generalisation (is a):Generalisation involves extracting common properties from a set of
entities and creating a more generalised entity.lEfg. we have specific er
ATruck, 06 and #AMotorcycl e, 0 wlevel erdity calee ner a l
AVehicle. o

These aforementioned levels of abstraction make semantic data integration smooth compared
to other models. Integration and interoperation of data that come from different sources is
comparatively easy in a semantic data model. An interlinking of RDF statsnmto a triple

store that fetches data from various knowledge graph databases can provide us with the needed
knowledge generated by aggregating information that comes from various gourcesibout

RDF in section 1.6 and 3.1).

In the whole process of semantic data modelling, giving special attention to excluding
ambiguity and pitfalls is a priority. Special metrics of semantic data model qualities should be
examined as a checklit.

Semantic Accuracy:The degree to which the semantic statements are accepted to be true at
different stages of the data modelling process. Semantic accuracy is expected to be checked
starting from technical issues of source extraction, data transformation, and represeptation

to domainlevel knowledge and expertise imbalance or difference.

Completeness:Completeness gauges whether the model captures all relevant information
within its domain The degree to which the semantic model elements are intact. For example,
if a model contains 8 out of 10 members of a group in its list, we can say it is 80% complete.

ConsistencyConsi stency ensures that the moThel 6s a:
degree to which a semantic data model is free of logical or semantic contradictions. Introducing
constraints in the entity definition can ease the inconsistency problem.

ConcisenessConci seness refers to the model 6s abi l
redundancy and unnecessary complexity.

Timeliness: The degree to which the model contains updetedhents that reflect the current
status of the context. For example, a model of a list of African countries that does not include
South Sudan is not timely.

Relevancy:The structure and content relevance or in other words, applicability, of a semantic
data model for a given task or application.

Understandability: Understandability assesses how easily users can comprehend the model.
Clear documentation, intuitive naming conventions, and -siglictured representations
contribute to better understandability.

Depending on the level and detail of explanation, the dimensions of semantic data model
quality could be stretched to includ@rustworthiness, Availability, Versatility, and
Performance?®

47 hitps://www.oreilly.com/library/view/semantimodelingfor/9781492054269/ch04.html

48 hitps://www.precisely.com/blog/datauality/dataquality-dimensionsmeasure
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2.6 Linked data

The Semantic Web, as defined by Tim Berdeze®, is an extension of the current web where
information is given weidefined meaning, enabling computers and people to work in
cooperatiot®l t 6s a col |l aborative effort | ed by th
provide a framework that allows data to be shared and reused across application, enterprise,
and community boundariés.

In the context of the Semantic Web, Linked Data is a revolutionary concept. It is fundamentally
about building a Web of Data. The main idea behind the Linked fzatadigm is using the

Web model to publish and connect raw data. This allows data to be readily queryable and
consumable, striving to expX¥se and connect a

The traditional Web can be seen as a worldwide, distributed file system of interconnected
documents that humans can read, exchange, and discuss. However, when it comes to data,
especially data existing in databases, the traditional Web faces seriouddgiciahalebt.

There is no standard way to make such data available on the Web and have it be accessible
from an application.

This is where Linked Data comes into play. It builds upon existing-estdiblished HTTP
technology. Valuable and goapliality data that exist in legacy database systems can be used
to realise a Web of Data. Linked Data makes the Web more than justciiaoltd documents.

It transforms the Web into a connected, interoperable global database.

In conclusion, Linked Data is a key movement in the Semantic Web community that aims to
expose and connect all of the worldoés data i
significant step towards realisingBernére e 6s vi si on o0f the Semant.

Linked data is the building block of the semantic web. It is the structure of the data and the
defined relationship between these that make the semantic web of data. We tune our focus,
oftentimes, to the data when we discuss linked data. However, asnpddefiners.ee, the
founder and director of WWW who coined the term linked data, equal emphasis should be
given to the relationship between the data and the design principles of thé Slatahe
purpose of preparing linked data with defined semantic web technologies and design principles
is to enable the capability of semantic queries. The design principles and web technologies are
discussed below.

2.6.1 Design principles
The four general guiding principles that should be followed when preparing linked data are:

1. The use of a Uniform Resource Identifier (URI) to name and identify things. A URI is
a unique string of characters that identifies a resource, both digital objects such as web
pages as redife objects such as locations.

2. URIs should be resolvable using HTTP, allowing them to be looked up and interpreted.

49 https://en.wikipedia.org/wiki/Semantic_Web#cite néte

50 https://cambridgesemantics.com/blog/semaatiiversity/introsemantieweb/intrelinked-data/
51 hitps://www.librarianshipstudies.com/2020/05/semaniib-and linked-data.html

52 https://cambridgesemantics.com/blog/semaatiiversity/intresemantieweb/intrelinked-data/
58 https://pitt.libguides.com/Metadatadiscovery/linkeagta
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3. The provision of useful information using standards like controlled vocabularies, when
someone is looking at the URIs.
4. The capability of including links to other URIs so that visitors can discover more things.

2.6.2 Semantic Web Standards

In addition to the HTTP and URI, different web technologies and standards are also proposed
to attain the aforementioned principles. RDFa, RDF/XML, N3, Turtle, or 36DIdre some

of the semantic web standards used in linked data in particular and sewemtiechnology

in general.

Resource Description Framework (RDF):is a syntax that represents a web resource by
breaking it down into aubject (a resource which may be identified by URPredicate (the
relationship specification identified by URIbject (a resource or literal to which the subject

is related). These three elements together are referred to as a triplet. These triplet forms can
represent the entity relationship in linked data.

Herebds an example of an RDF triplet, which r
<http://example.org/Bob ><http://example.org/knows ><http://example.org/John >
In this triple:
A Subject <http://example.org/Bob> (referring to Bob)
A Predicate  <http://example.org/knows> (i ndicating t he
relationship)
A Object: <http://example.org/John> (referring to John)

This format allows knowledge to be representednmaghinereadable way, with each part of
the triple individually addressable via unique URIs (Uniform Resource ldentiffers).

Turtle Terse RDF Triple Language (Turtle): is an RDF language for storing and
representing data. Turtle provides a hurréandly way to express RDF data while
maintaining compatibility with other RDF formats.

SPARQL(SPARQL Protocol and RDF Query Language)is an RDF query language used
for retrieving and manipulating data stored in Resource Description Framework (RDF)
format>®

Please note that representing data in linked data format and making it interlink with other data
does not necessarily mean it is open data. Open data is data that is published under an open
license and can be used, reused, and redistributed for freedldake can be prepared using

open standards such as RDF and linked to specific URI without an open fitetmseever,

linked data would be good if it is open data as it will help to make the internet of global
databases called linked open data (LOD). DBpedia is an example of linked open data. There is
a five-star open data ladder scheme for generating Linked Op&a>®

54 hitps://www.w3.org/TR/rdf1dprimer/
Shittps://medium.com/wallscope/understandimixed-dataformatsrdf-xml-vs-turtle-vs-n-triples
€b931dbe9827

56 hitps://en.wikipedia.org/wiki/'SPARQL

57 https://data.europa.eu/en/publications/datastories/lintatgwhatdoesit-mean

58 hitps://www.ontotext.com/knowledgehub/fundamentals/fitexlinked-opendata/
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One Star ¢ ) Open Data:Data available on the web, in any format, but with an open license.
Consumers can access, search, store, modify, and share the data freely. E.g. A dataset published
with a simple open license.

Two Star (* " ) Open Data: Data available as machineadable structured data (e.g., an
Excel spreadsheet) rather than an image scan. Users can process the data directly using
proprietary software and export it into another structured format. Still, somewhat locked due
to reliance a proprietary software.

Three Star * ~ ") Open Data: Data that does not require proprietary software for analysis.
Increased accessibility and ease of analysis. E.g. Ceseparated values (CSV) format, that
stores tabular data in plain text.

Four Star (~ ~ ~ 7) Open Data: Data using open standards (e.g., RDF and SPARQL) to
identify things. Enhanced interoperability and semantic richness.

Five Star * ~ ~ » 9 Open Data: Data linked to other datasets using W3C standards and
Linked Data principles. Linking provides context and enables meaningful connections. Fully
interconnected data ecosystem, allowing users to traverse relationships and discover related
information.

We have defined machine readability as the ability of machines to read, process, and
understand data without human intervention and keep repeatedly putting it as a prerequisite for
linked data and linked open data. Some of the magaieiagable formats otandards will be
discussed below. There are two types of macteaeable data. 1) markegh humarreadable

data that is also understood by computers, e.g. microformats and RDFa. 2) data formats
purposely prepared for computer understanding. E.g. RDF, Xavil,JSON. Here we will
discuss RDF.

2.7 RDF

We already briefly introduced RDF to you, and here we will go more into depth to discuss RDF
as a machineeadable format. The RDF is a W3@mantic data model standard for describing

Web resources. Let's define the three words of RDfesAurcerefers to anything that can be
described and identified on the web with a persistent identifier such as a BR$cAption

is an attribute of characteristics and relations between resouré@snéwork stands fothe

modes, language, and syntax for the description. These resources have a defined data model
and syntax to be understood by computer syst&mROF is a triple model (resources are
represented as subject, predicate, and object) and graph mode (resources are represented with
nodes and edges that form a graph). Nodes in RDF correspond to entities or concepts that can
be considered as building blacfor the RDF graph. a Node could be a resource that has a URI

or literal that has simple values like strings, numbers, dates, or boolean. Edges on the other
hand represent the relationship between nodes. The relationship is formally called predicates.
common examples of predicates are:

A PartsOf: indicates that one resource is part of another resource.
A Knows:Represents a social relationship(e.g. person A knows person B)
A hasAuthor: Describes the authorship relationship between document and an author.

59 https://cambridgesemantics.com/blog/semaativersity/learardf/
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RDF identifies things as resources with a URI and has properties and property values. The
property has a name whereas the property value collects the value of the property.

A There are three composition rules for RDF triples
1. The subject is always a resource (not a literal or value).
2. The type of the binary property is identified by a URI.
3. The property value is either a resource or literal.
A The RDF model is an oriented labeled multigraph model:
1. multigraph: several edges can connect the same two nodes.
2. oriented the head of an edge is the object of the corresponding triple, its tail is the

subject of the triple.
3. labeled edges and nodes are labeled by resources and literals.
A Aresource is either a URI or an anonymous resource (blank node)

(node, edge, node)

Author (coursel2.html, Author, Alex)

(couresl2.html, Topic, semantic web)

Defines Topic

semantic web

- Alex is a resource with URI => http:/lvodan.nl/rr#me

- coursel2.html is a resource with URI => http:/lvodan.nl/rr/icoursel2.html

- "semantic web"
Figure 1.8. 1n example of RDF diagram
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2.7.1 RDF sterilisation

XML was the first syntax (structure statements in a computer language) of RDF but now
RDF supports different serialization syntaxes. Turtle, TriG, JRONand NQuads are
common serialization types. In this section, we will see examples of RDF/XML and
RDF/Turtle for an example adaptedfromhe Cour sera fAWeb of dat ao

A fiCoursel2. ht ml has aut hors Al ex, Fabi an,
about semantic webo. This expression can

coursel2.html has an author called Alex.

coursel2.html has author called Fabian.

coursel2.html has an author called Shara.

coursel2.html has a topic called Semantic Web

o O 0O

RDF/ Turtle

The most widely used and humesradable RDF syntax. A turtle statement begins with a prefix
declaration associating a prefix name with a namespace. URIs that designate subject, property,

or property values are between angle brackets(<>). The prefix nairtbeafocal name are
separated by a colon sign(:). i teral val ue
statements ends with a full stop(.)

Example

@prefix ex: <http://example.org/> .
@prefix rdf: <http://www.w3.0rg/1999/02/22 -rdf -syntax -ns#>.
@prefix foaf: <http://xmIns.com/foaf/0.1/> .

ex:John a foaf:Person ;
foaf: name AJohn Smitho ;
foaf:age 30 ;
foaf:knows ex:Jane .

ex:Jane a foaf:Person ;
foaf:name "Jane Doe" ;
foaf:age 28 ;
foaf:knows ex:John .

Explanation:

A @prefix : Defines namespace prefixes for compact representation of URISs.

A ex: is used as a prefix fokip://example.org/

A rdf: is used as prefix for the RDF namespace.

A foaf: is used as a prefix for the Friend of a Friend (FOAF) vocabulary
(http://xmins.com/foaf/0.1/ ).

In this example:

A exJohn andexJane are resources representing individuals.

A foaf:Person  indicates that bothx:John andex:Jane are instances of the FOAF class
foaf:Person

A foafname specifies the name of the individuals.

60 https://www.coursera.org/learn/walata/lecture/08uYt
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A foafage specifies the age of the individuals.
A foafknows indicates a relationship between individuals, specifying thabhn
knowsex:Jane and vice versa.

This RDF data describes two individuals, John and Jane, their names, ages, and the fact that
they know each other. RDF provides a flexible and standardised way to represent data and its
relationships, making it suitable for describing resources on therwabmachingeadable

format.

RDF/ XML

The first line of the RDF document is the XML declaration. The XML declaration is followed
by the root element of RDF documentsdf:RDF> .

<?xml version="1.0"?>
<rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22 - rdf -syntax -
ns#"

xmins:ex="http://example.org/"

xmins:foaf="http://xmIns.com/foaf/0.1/">

<rdf:Description rdf:about="http://example.org/John">

<rdf:type
rdf:resource="http://xmIns.com/foaf/0.1/Person"/>
<foaf:name>John Smith</foaf:name>
<foaf:age>30</foaf.age>
<foaf:knows>
<rdf:Description rdf:about="http://example.org/Jane"/>

</foaf:knows>

</rdf:Description>

<rdf:Description rdf:about="http://example.org/Jane">

<rdf:type
rdf:resource="http://xmIns.com/foaf/0.1/Person"/>
<foaf:name>Jane Doe</foaf:name>
<foaf:age>28</foaf.age>
<foaf:knows>
<rdf:Description rdf:about="http://example.org/John"/>

</foaf:knows>

</rdf:Description>

</rdf:RDF>
Explanation:
A drRDF : The root element indicating the start of an RDF document.
A xminsirdf  : Defines the RDF namespace.
A xminsex : Defines a namespace prefix for the example namespace
(http://example.org/ ).
A xminsifoaf : Defines a namespace prefix for the FOAF namespace
(http://xmins.com/foaf/0.1/ ).
A <rdf:Description> : Represents a resource or a statement about a resource.
A drabout  : Specifies the URI of the resource being described.
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<rdf:type rdf:resource="..."/> . Indicates the type of the resource, in this case, a
person.

<foaf:name> : Specifies the name of the person.

<foaf:age> : Specifies the age of the person.

<foafknows> : Indicates a relationship between individuals. In this case, it shows that
each person knows the other.

<rdf:Description rdf:about="..."/> : Nested description of another resource,
representing the person that the current person knows.

> > >

This RDF/XML data describes two individuals, John and Jane, their names, ages, and the fact
that they know each other. Eaehif:Description> element represents a resource, and
properties of that resource are represented as child elements within it.

Being the backbone of Semantic Technology, RDF enables the inference of new facts from the
existing data as well as the enrichment ofatailable knowledge by accessing Linked Open
Data (LOD) resources.

2.8 JSON LD

JavaScript Object Notation for Linked Data (JSOD), is a JavaScript Object Notation
(JSON) extension that helps create a linked data format using URL (Uniform Resource
Locators) for semantic data structuring and exchanging on the web. It extends JSON by
providing a way to link data entities using URLS, making it suitable for representing linked
data and integrating it into the semantic web. JS®MNis particularly valuable for search
engines and other applications that benefit from structured datallas/& for easy integration

and interpretation of data across different systems and platforms. It employs a simple syntax
based on keyalue pairs and supports context definitions to specify the meaning of terms and
relationships within the data. JS@ND promotes interoperability and facilitates the sharing
and understanding of data on the web, contributing to improved search engine optimization
(SEO), enhanced data integration, and richer user experiences.

JSONLD is a lightweight Linked Data format. It is easy for humans to read and write. It is
based on the already successful JSON format and provides a way to help JSON data
interoperate at Web scale. JSQN is available in several popular programming
environments. Each implementation of JSQN listed below is fully conforming to the
official JISONLD specifications.
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JSON JSON-LD
{ {
"name": "John Doe", "@context": {
"age": 30, "name": "http://schema.org/name”,
"email": "age": "http://schema.org/age”,
"john@example.com”, "email":
"address": { "http://schema.org/email”,
"street™: "123 Main "address™:
St", "http://schema.org/address",
"city": "Anytown", "street":
"state™: "CA", "http://schema.org/street”,
"postalCode": “city": "http://schema.org/city",
"12345" "state™:
} "http://schema.org/state",
} "postalCode":
"http://schema.org/postalCode"

h
"@type": "Person”,
"name": "John Doe",
"age": 30,
"email": "john@example.com”,
"address": {
"@type": "PostalAddress",
"street": "123 Main St",
“city": "Anytown",
"state": "CA",
"postalCode": "12345"

In the JSONLD example:

their meaning.

> >

@context defines a context for the dataapping property names to URLSs that define

@type specifies the type of entity, in this case, a "Person".
Properties likename, age, email,

andaddress are defined using URLs from the

schema.org vocabulary, allowing for interoperability and semantic understanding by

applications.

The main difference between JSON and JS@Nis that JSONLD has the ability to unify
data schemas and vocabularies, thus allowing a more efficient data interlinking and
interoperability. Vocabularies will be discussed in detail in unit 3 of this course.

Further intelligence could be easily added to the linked open data using machine learning and
artificial intelligence. Better visualisation and business intelligence are the areas of expertise
that are flourishing and need further unleashing of the adyaofesemantic data and semantic
data modelling in the coming years.
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Those discussed machineadable formats make data processing quick while algorithms visit

to generate knowledge. In addition, data interoperability is seamless and easy since the syntax
definition is well outlined. Similarly, the discussed semantic telcigies with other standards

have brought the centrepiece of our discussion which aFttiedata principles. Any given

data is AFAIR enougho if:

A The data is available and automatically discoverable with persistent URI identification.
A The data is accessible under specified regulations.

A The data is interoperable.

A The data is reusable.

This empowers organisations to arrange their data for seamless analysis and generation of
insights with the help of artificial intelligence.
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Summary of study unit 1

In this study unit, you have lead

1.

2.

6.

7.

What the challenges are with the currémtiernet. Large volumes of data that are stored

in a centralised manner have led to problems with storage, privacy, and reusability.

An introduction to regulatorframeworks- data is regulated by frameworks and
principles, which differ from country to country. The GDPR is one of the most
important ones when it comes to privacy and ownership.

What data is: After defining what data is we explained the purpose of Metadata for the
enhancement and use of data.

A well-defined data management plan should be prepared to address the better use of
data.

The concept of the semantic data model has revitalised data management in such a way
that it is possible to transition from the use of a web of documents into a web of data.
This web of data is called linked data. Linked data uses different web technologies,
standards, and data formats such as RDF

Finally, we discussed data stewardship. The Role and responsibilities of data stewards.

Additional resources

For more resources in this section please consider the following:

A
A

A

£

for further understanding and preparation of data management plan pleas
https://dmptool.org/

for further technical understanding of knowledge graph please visit and tak
online course atttps://open.hpi.de/courses/knowledgegraphs2023

for further understanding about data and metadata please visit for f
understanding on FAIR data point please visitps://howtofair.dk/how -to-
fair/metadata/
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FAIR data outline

A FAIR data  guiding
principles

A FAIR data points

A FHIR for FAIR

Study unit duration

This study unit requrires
minimum of 3 hours of forma
study time.

You may spend an addition
2-3 hours on revision.
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Preamble

This section of the course deals with the-dépth
explanation of FAIR data principles. We will cover the core
principle® Findable, Accessible, Interoperable, and
Reusabld and go indepth into what they mean, and
examples of how they are used in practi& will also
explain how to set up a process to make data FAIR, and
what considerations to keep in mind while doing so. Later
Units will explain these steps in more detail. You will also
be introduced to de novo FAIRIfication/FAB-design as
opposed td-AlRification of existing (legacy) data, FAIR
data maturity assessments, and FAIR data points.

This Unit also explores how FAIR principles intersect with
other standards, usinghealth data and the Fast Healthcare
Interoperability Resources (FHIR) standard as an example.
Additionally, we will address handling sensitive dataile
maintaining FAIRness, considering ownership,
localization, and regulatory compliance.

Learning outcomes of stud

unit 2

Upon completion of this study unit, you
should be able to:

2.1 Discussing the FAIR data guiding ‘\
principles.
2.2 Explain the different steps in the
FAIRIfication process

2.3 Discusgthe advantage of the FHIR standard for FAIR

M admin@eepa.be www.eepa.be
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Acronyms

Al Artificial intelligence

DOl Digital Object Identifier

FAIR Findable Accessible Interoperable and Reusable
FHIR Fast Healthcare Interoperability Resources
FTP File transfer protocol

HTTP Hypertext Transfer Protocol

JSON-LD JavaScript Object Notation for Linked Data
ML Machine Learning

ORCID Open Researcher and Contributior

RDF Resource Description Framework
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3.1 Introduction

The inspiration for the semantic web was the shortcomings of the document representation of
web data. In document representation, humans can understand the information a given web
page displays. However, machines do not have the capacity to understarehttieg of this

data. Similarly, in the research community, there is a lot of scientific data. The data collected
for analysis and decisiemaking is often stored somewhere in the hands of researchers or
university archive systems. If someone wants to medeof the data for other purposes or
conduct a systematic review or metaalysis, there often is only access to the published
document summaries presented through processed tables and figures. These tables and graphs
have zero flexibility to meet othgurposes. They are not properly searchable, probably not
represented by proper knowledge representation, and are without a defined standard for
reference and use agreement. This might seem like a simple problem but it is not. A recent EU
report estimateshe cost of time, storage, license, and other related issues is more than
G§G10. 2%n/yr.

This problem is what inspired a consortium of scientists and organizations to propose the
Findable Accessible Interoperable and Reusable (FAIR) data principles if?Zih6e then,
the principles have been gaining traction with research institutions worl&tvide.

3.2 FAIR definition

We learned about FAIR data principles in the previous unit, and in this unit, we will learn about
the application of FAIRdata principles in data management. FAIR stands for Findable,
Accessible, Interoperable, and Reusable data. It has 15 principles addressing specific
concept$? These concepts fall under categories that could be summarized as

Searchability: Making data findable through proper metadata and identifiers.
Protocol: Ensuring standardized access protocols (e.g., APIs, endpoints).
Knowledge representation:Representing data meaningfully (e.g., using ontologies).
Vocabulary definition: Defining terms and concepts consistently.

Quialified referencing: Properly citing and linking data sources.

Usage license and standard€stablishing guidelines for data use.

I I I I >

Hence, the whole essence of the FAIR principles is to make any digital object Findable,
Accessible)nteroperable, and Reusable for both machines and humans. To make these digital
objects FAIR, considerable work is needed related to the data, tools, vocabularies, and
infrastructur e. Bel ow we wi || see each p
consideations.

Findability: It is all about discoverability

51 https://genestack.com/resources/libraryfthie-principlesof-datamanagement/

52wilkinson, M. D., Dumontier, M., Aalbersberg, I. J., Appleton, G., Axton, M., Baak, A., ... & Mons, B. (2016).
The FAIR Guiding Principles for scientific data management and stewar@sgmtific data3(1), 1-9.
https://doi.org/10.1038/sdata.2016.18

63 https://library.cumc.columbia.edu/insight/wkete fair-dataprinciples

84Wilkinson, M.D., Dumontier, M., Aalbersberg, . J., Appleton, G., Axton, M., Baak, A, ... & Mons, B. (2016).
The FAIR Guiding Principles for scientific data management and stewar@sgntific data3(1), 1-9.
https://doi.org/10.1038/sdata.2016.18
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(Meta)data should be easy to find for both humans and computers. Machkiomable
metadata are essential for the automatic discovery of relevant datasets and services. To enhance
findability, a searchable persistent identifier, (a kawfing referenceota document, file, web

page, or other object) assigned rich metadata and data should be available. For findability, the
following criteria are crucial:

A A persistent identifier is assigned to your data.

A There is rich metadata, describing your data.

A The metadata are online in a searchable resource, for example a catalog or data
repository.

Below, we describe the findability sydsinciples and their concepts in more detail, as well as
what they mean for data management.

F1. (meta)data are assigned a globally unique and persistent identifier.

What does a globally unique and persistent identifier mean? Let us define both terms and look
at how we can achieve F9.

A A globally unique identifier ensures no other entity across systems, databases and
repositories in the world has the same identifier as the one entity at hand. Hence, no
one can reuse or reassign the same identifier without explicitly referring to your
da@.The unigueness and globality of the identifier are guaranteed by registry services
that generate identifier algorithms.

A Persistency deals with the lobgrm availability and stability of the identifier.The
registry services give assurance that persistent identifiers remain resolvable.

Now let us look at two examples of globally unique and persistent identifiers:

1. Open Researcher and Contributor ID (ORCID): Commonly used in Academia to
uniquely identify researchers and scholars. For example, here you can see the ORCID
number of one of the founders of the world wide web, Timothy J Belre®s
https://orcid.org/0000 -0003-1279-3709. All his academic works and publications
are listed here.

2. Digital Object Identifier (DOI): An identifier linking to the results of a study. For
exampl e, the DOI l'ink below wildl take vy
Scientific Dat a Management and
https://doi.org/10.1038/sdata.2016.18

Regular URLs such as web addresses are often not maintained and can be removed; thus, they
do not make good unique and persistent identifiers.

F2. data are described with rich Metadata.

Metadata should be provided to describe the aspects related to the context, quality, and

condition of the data. The metadata should be extensive so that humans and computers can
easily and automatically find data based on the information provided by thdata€® There

are different common metadata schemas in different disciplines. Some of the common metadata
schemas are listed below.

1. Dublin Core: provides metadata to describe a resource on the web and beyond, such
as library catalogs and repositories.

85 hitps://www.gefair.org/fair-principles/ftmetadataassigneeylobally-unigue persistenidentifiers/
66 hitps://www.gefair.org/fair-principles/f2datadescribeerich-metadata/
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2. Schema.org: provides a standardized way to embed structured data and metatags
(added for search engine optimization) on web pages.

3. Datacite metadata schemabescribes research datais used for the publication and
citation of research data and other research outputs.

F3. metadata clearly and explicitly includes the identifier of the data it describes.

In most cases, the metadata and the data are separate files. Therefore the metadata should have
the global and persistent identification (Rjormation of the data, so that the two remain
linked.

F4. (meta)data are registered or indexed in a searchable resource.

Making the metadata or data globally identifiable and persistent is a big milestone. However,
identifiers and rich metadata descriptions alone will not guarantee findability. the availability
of those resources should be easily discoverable with the hedgling and indexing.

Accessibility: It is all about Human and Machine accessibility

Access protocols with specific conditions or restrictions for retrieving digital resources should
be made explicit for both humans and machines. A -dafined authentication and
authorization mechanism should be set in place. Please note that FAIR toesandhat the

data needs to necessarily be open. We will discuss this mdepth later on in this module.

The longevity of the data should be kept with the help of metadata even if the data needs to be
discarded. For accessibility, the following crigeare crucial:

A Following the persistent ID will take you to the data or associated metadata

A The protocol by which data can be retrieved follows recognized standards e.g., HTTP.
A The access procedure includes authentication and authorization steps, if necessary.
A Metadata are accessible, wherever possible, even if the data are not.

Below, we describe the accessibility sutinciples and their concepts in more detail, as well
as what they mean for data management.

Al. (Meta)data are retrievable by their identifier using a standardized communications
protocol.

Data or metadata retrieval should be possible without specialized or proprietary tools or
communication protocols. Any barriers to accessing the data using open standards and
communication protocols should be addressed beforehand.

Al.1 The protocol is open, free, and universally implementable.

The data retrieval protocols should be free (no cost), open (sourced), and globally implemented.
Examples are HTTP and FTP.

Al.2 The protocol allows for an authentication and authorization procedure, where
necessary.

FAIR data does not mean Open Data. Protected and private data can be FAIR data by clearly
specifying the accessibility criteria with a defined authentication and authorization procedure.

A2. Metadata are accessible, even when the data are no longer available.

Data retention has a cost, space, and other demands. Even if we decide to discard or degrade
data, we must make sure the metadata is accessible even if the data is no longer available.
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Interoperability : recognized formats arstandards should be followed to combine and
exchange data

When two or more digital resources are related to the same topic or entity, it should be possible
for machines to merge the information into a richer, unified view of those digital resources.
Similarly, when a digital resource can be processed by an @dinee, a machine should be
capable of automatically detecting this compliance and facilitating the interaction between the
data and that tool. This requires that the meaning (semantics) of each participating iesource
be it the data and/or servites clear. For interoperability, the following criteria are crucial:

A Data is provided in commonly understood and preferably open formats

A The metadata provided follows relevant standards.

A Controlled vocabularies, keywords, thesauri, or ontologies are used where possible.
A Qualified references and links are provided to other related data.

Below, we describe the interoperability spitinciples and their concepts in more detail, as well
as what theynean for data management.

I1. (Meta)data uses a formal, accessible, shared, and broadly applicable language for
knowledge representation.

(Meta)data access only for the sake of access without full understanding of the data or relying
on further mapping and translations to understand the (meta)data should be avoided. This can
be done by using a formal, accessible, shared, and broadly afgplaraiuage for knowledge
representation. RDF and JSEQID are good examples of extensible knowledge representation.

12. (Meta)data uses vocabularies that follow FAIR principles.

We should make sure the vocabularies we use to represent our data are also FAIR in their own
right so that others, humans or machines, can find, access, interoperate, and reuse them. The
controlled vocabulary should be documented and resolvable usingllyloinggue and
persistent identifiers to be easily findable and accessible by anyone who uses thé’dataset.

13. (Meta)data includes qualified references to other (meta)data.

In the process of data model creation, meaningful links that associate the possible link between
(meta)data resources should be added to qualify the reference between ré8ources.

87 hitps://www.gefair.org/fair-principles/i2Zmetadatausevocabulariesollow-fair-principles/
68 hitps://www.gefair.org/fair-principles/i3metadatancludequalified referencesnetadata/
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Reusability: further use of data for other purposes should be conformed to using
community norms and clear license agreements and reuse permissions

Digital resources are sufficiently well described for both humans and computers, such that a
machine is capable of deciding if a digital resource should be reused, if a digital resource can
be reused, and under what conditions and who to credit if iumed®For reusability, the
following criteria are crucial:

A The data are accurate and well described with many relevant attributes.

A The data has a clear and accessible data usage license.

A ltis clear how, why, and by whom the data has been created and processed.
A The data and metadata meet relevant domain standards.

Below, we describe the reusability spbnciples and their concepts in more detail, as well as
what they mean for data management.

R1. (Meta)data are richly described with a plurality of accurate and relevant attributes.

(Meta)data should have detailed and accurate attributes defined, including but not limited to
the time and date of creation, creator, and relevant version information. Furthermore, this
principle encourages the use of a plurality of accurate and reletdintitas for knowledge
discovery. The goal is to ensure that datasets can be effectively reused by others, not just those
who created or collected that d&fa.

R1.1 (Meta)data is released with a clear and accessible data usage license.

R1.1 deals with legal interoperability. For data to be truly reusable, it must be accompanied by

a clear license that specifies how the data can be used. This license should be easily accessible
and understandable, providing clear instructions on the tefnuse, any restrictions, and
obligations like attribution. This ensures that potential users understand their rights and
responsibilities when reusing the data, promoting ethical and legal data usage. E.g. Commonly
used licenses like MIT or Creative Corans can be linked to your data. Methods for marking

up this metadata are provided by théL FAIRIifier (https://www.dtls.nl/fairdata/findfair-
datatools/).

R1.2 (Meta)data are associated with detailed provenanaedescription of where the data
comes from.

For data to be reusable, it must come with a clear record of its origin and the process by which
it was collected, processed, and stored. This includes information about the methodology used
in the data sources, any transformations the data has undeagdrassumptions made during

the process. This provenance information is crucial for assessing the reliability and integrity of

the data, and it allows potential users to understand the context of the data, facilitating its

correct and appropriate reuSe.

Example for R1.1 and R1.2 :

Go to the link:
https://commons.wikimedia.org/wiki/File:Sampling_coral_microbiome_ (27146437650

).jpg

69 https://genestack.com/resources/libraryfthie-principlesof-datamanagement/
0 hitps://www.gefair.org/fair-principles/rtmetadataichly-describeeplurality-accuraterelevantattributes/
1 hitps://www.gefair.org/fair-principles/rt2-metadateassociatedietailedprovenance/
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If you look at the metadata section, it shows further information about provenance and some
detail about how the data was collected and processed. The page also includes authorship
details and uses the Creative Commons Attribu8bare Alike license, whit indicates

exactly how the data author wishes to be cited.

R1.3 (Meta)data meet domairelevant community standards.

For data to be reusable, it should adhere to the standards and best practices that are accepted
and recognized in the specific domain or field to which the data belongs. These standards could
relate to data formats, metadata schemas, terminologies, mietiedpor ethical guidelines
amongst others. By complying with these community standards, the data becomes more easily
and effectively reusable as potential users in the same domain are likely to be familiar with
these standards and able to work withdé& without unnecessary additional processing or
interpretation’?

3.3 FAIR Principles in Data Management

FAIR principles are not standard and technolsggcific. Thus, implementers are advised to
consider standards and technologies that best fit the purpose.In the overall FAIRIfication
process, implementing communities define a FAIR data management planthaith
consideration of the action items listed below.

Use existing technologies that fulfill the guiding principles.

The FAIR process should be broken down into achievable milestones of FAIR facets
considering the resource and implementation cost.

Implementation actions and decisions should be considered across different domain
experts and stakeholders.

> >

The process of FAIRfication is not a otime task. There are two approaches to follow when
dealing with FAIRfication.

1. FAIR by design/de novo:One approach to achieve the FAIR principle is to make your
data FAIR from its origin, so before any data is created. You follow the principles in
all data flow and management activities.

2. FAIR by process/legacy datafor existing legacy data, the process of FAIRfication
can be added to the existing data management setup.

Irrespective of the nature of the data, whether it is legacy or FAIR by design/de novp FAIR
communities opting to implement or adopt FAIR solutions have to look into the -above
mentioned FAIR data management implementation considerations. A defined FAIRfication
process should be followed to make legacy data FAIR data. Below is the list of FAtRfica
process steps.

By FAIRfication, we mean a process by which data captured using localized or ekpuaific

practices are transformed into formats that follow standards for interoperability. For example,

bl ood pressure meastieameéni s eashpetcande BAIRdigr A f r e
by reformatting them into RDF triples, following a commurgtydorsed schema, and using

72 hitps://www.gefair.org/fair-principles/rt3-metadataneetdomainrrelevantcommunitystandards/
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controlled vocabularies. This transformation makes the data-Fédely and opens the door to
machineprocessing? The following steps would be followed to make a legacy dataset FAIR:

1. Retrieve legacy data: Access the legacy data to be FAIRffied.

2. Analyze the legacy data: Analyze the layout of the dath as its structure, units and
relationships.

3. Define a semantic model: Accurately define the meaning of the entity and relationships
of the data set in machiationable format. Semantic models are context and demain
specific. Hence, considering existing model terms and ontologies is advisable.

4. Make data linkable: transform the legacy data into linked data with the help of semantic
web technologies.

5. Assign license: a license agreement should be defined so that others can reuse the data
on defined terms.

6. Define metadata for the data set: metadata is the bedrock of FAIR principles. Thus
metadata should be properly defined.

7. Deploy FAIR data resource: publish the (meta)data for indexing and searching so that
the data can be accessed based on a defined authentication and authorization process.

e )
1.
Retrieve non-
FAIR data
i 2 N 3- 4 i 5. N
. Define the . 5. Define

re?:ilg\l.?.;sde g‘:ta semantic hﬂﬁ_lkkigla;a Assign license metadata for
\ ) model | the dataset |
 E—

7.

Deploy FAIR

data resource
S —

Combine with

other FAIR data

Figure 2.1. FAIRfication phaskased proces3

Do not worry if you have not fully understood all the steps. We will eghejpoth in this course
to explain to you how each step works.

The FAIR data principles enhance the overall process of data management and serve as a gold
standard for a data management plan. Research Data Management (RDM) is an unending
process that continues even after the completion of project plans. Hence, got digite

data into AFAI RO or AunFAI RO. Data is expect

73 Schultes, E. (2023). The FAIR hourglass: A framework for FAIR implementd&ain Connect 1(1), 1317.
https://content.iospress.com/articlesHedmnect/fc221514
74 https://www.goefair.org/fair-principles/fairificationprocess/

5 hitps://www.gefair.org/fair-principles/fairificationprocess/
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time and the FAIRIfication process discussed above; also as new standards and tools evolve to
improve the processes.

Please note again that there is a clear difference between FAIR data and open data. Data can
be FAIR but not open. In FAIR data sources, data can be visited by making only the metadata
visible. That way, visitors or machines can find information about aldstabase contains,
without accessing the actual data. However, in the case of open data, data is publicly available,
accessible, and reusable with minimal restricti@ns.

Increasingdegrees ~ Increasing degrees

FAIR ~ Open
data data

Figure 2.2. The overlap between FAIR data and open data.

Passing through the FAIRIfication procdssngs data to a state where we have machine
actionable data that is ready for Artificial intelligence (Al) or Machine Learning (ML) models
that can directly use it.Hence, FAIR data principles and current semantic web technologies are
prerequisites for feztated analytics and distributed analytics. Through federated analytics, the
data remains in the original location, and the analytics models are sent to the data. Distributed
analytics involves dividing the data into chunks and distributing it acrosspieuttbdes for
parallel processinfmore on this in study unit 5 section 5.5. and 5.6.)

FAIR maturity assessment

FAIR maturity assessment measures are necessary to check to what level data is FAIR,
compared to the existing principles. For this, maturity assessment tools to check the level of
FAIRness have been designed to answer questions related to the FAIR ggir€iglre2.3
contains the list of metrics to check the level of FAIRr&ss.

¢ Higman, R., Bangert, D., & Jones, S. (2019). Three camps, one destination: the intersections of research data
management, FAIR and Opéritps://insights.uksg.org/articles/10.1629/uksg.468/

1bid.

"8 Wilkinson, M. D., Sansone, S. A., Schultes, E., Doorn, P., Bonino da Silva Santos, L. O., & Dumontier, M.
(2018). A design framework and exemplar metrics for FAIRM&sentific data5(1), 1-4.
https://doi.org/10.1101/225490

Rue Stevin 115 @ admin@eepa.be www.eepa.be

1000 Brussels admin@vodarafrica.be www.vodantotafrica.info



http://www.eepa.be/
https://insights.uksg.org/articles/10.1629/uksg.468/
https://doi.org/10.1101/225490

CS4: Computer Science level 4
Study unity 2: FAIR Data

principle Question FAIR enabling resource types Your answers
F What globally unique, persistent, resolvable identifiers do you use for metadata records? Identifier type e.g. PURL, DOI
F \What globally unique, persistent, resolvable identifiers do you use for datasets? Identifier type
F2 \Which metadata schemas do you use for findability? Metadata schema
F3 What is the technology that links the persistent identifiers of your data to the metadata description? Metadata-Data linking mechanism
F4 In which search engines are your metadata records indexed? Search engines
Fa4 In which search engines are your datasets indexed? Search engines
MA Which standardized communication protocol do you use for metadata records? Communication protocol
AA Which standardized communication protocol do you use for datasets? Communication protocol
M2 Which authentication & authorisation technique do you use for metadata records? Authentication & authorisation technique
M2 Which authentication & authorisation technique do you use for datasets? Authentication & authorisation technique
A2 Which metadata longevity plan do you use? Metadata longevity
" Which knowledge representation languages (allowing machine interoperation) do you use for metadata records? Knowledge representation language
" Which knowledge representation languages (allowing machine interoperation) do you use for datasets? Knowledge representation language
12 Which structured vocabularies do you use to annotate your metadata records? Structured vocabularies
12 Which structured vocabularies do you use to encode your datasets? Structured vocabularies
13 Which models, schema(s) do you use for your metadata records? Metadata schema
13 Which models, schema(s) do you use for your datasets? Data schema
RIA Which usage license do you use for your metadata records? Data usage license
RiA Which usage license do you use for your datasets? Data usage license
R1.2 Which metadata schemas do you use for describing the provenance of your metadata records? Provenance model
R1.2 Which metadata schemas do you use for describing the provenance of your datasets? Provenance model

Figure 2.3. FAIR Implementation Profile miguestionnairé

3.4 FAIR principles for sensitive data

Relationship between FAIR, Personal, Health and Sensitive Data

The sensitivity of data should not be a bottleneck to apply the FAIR principles. The FAIR
principles are important fomanaging personal, health and sensitive data, even though we
might not directly share that data. When applied to personal, health, and sensitive data, these
principles must be handled with spdak2isal foc
Where clear access conditions should be specified and made understandable for machines. The
following are also ways in which personal, health and sensitive data relates to or canbe made
FAIR.

Findability: Findable data means that data should be easy to find for both humans and
computers. This involves assigning unique identifiers to data and providing detailed metadata.

A Personal Data: Metadata should describe the data without revealing sensitive
information, using anonymized identifiers to protect privacy.

A Health Data: Health data must be cataloged in a way that researchers can locate relevant

datasets while ensuring the identifiers used do not compromise patient confidentiality.

Sensitive Data: Sensitive data must have robust metadata to ensure it can be found by

authorized users only, employing secure and anonymous identifiers to prevent

unauthorized access.

>

9 hitps://www.gefair.org/howto-go-fair/fair-implementatiorprofile/
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Accessibility: Accessible data should be retrievable by humans and machines through well
defined protocols i.e authentication and authorization procedures should be in place to protect
data.

A Personal Data: Access controls must be strict, allowing data to be retrieved only by
authorized individuals or systems, often through secure and encrypted channels.

A Health Data: Health data should be accessible to healthcare providers and researchers
under strict data governance policies, often requiring explicit consent from individuals.

A Sensitive Data: Accessibility protocols must include stringent authentication measures
and often need to comply with regulatory frameworks to ensure data is accessed
appropriately.

Interoperability: Interoperable data can be integrated with other data, using shared formats,
languages, and protocols.

A Personal Data: Data should be structured in standard formats to ensure it can be shared
across different systems while maintaining privacy through techniques like
pseudonymization.

A Health Data: Standardized medical terminologies and coding systems (e.g., HL7, ICD,
SNOMEDCT) should be used to ensure health data can be seamlessly exchanged and
understood across various healthcare systems.

A Sensitive Data: Interoperability should be balanced with security, using common
standards to facilitate integration while employing encryption and other security
measures to protect the data.

Reusability: Reusable data should be wiglscribed so that it can be used in future research
and applications.

A Personal Data: To ensure reusability while protecting privacy, data should be
anonymized or déentified, and detailed metadata should describe the context,
consent, and usage restrictions.

A Health Data: Health data should be reusable in a manner that respects patients' consent
and privacy, with clear documentation on how the data can be reused and under what
conditions.

A Sensitive Data: Reusability must be managed carefully, ensuring that sensitive data is
only reused in ways that comply with ethical guidelines and legal requirements, with
explicit permissions and conditions documented in metadata.

Applying the FAIR principles to personal, health, and sensitive data necessitates a careful
approach that prioritizes data security and ethical issues. Anonymization, safe access controls,
standardized formats, and transparent metadata that honors peopsest and privacy are
important tactics. By striking this delicate balance, data subjects' rights and interests are
protected while enabling efficient management and utilization of data.
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Summary of Study unit 2

This chapter discusses the FAIR (Findable, Accessible, Interoperable, and Reusable) data
principles. It starts by explaining the shortcomings of traditional data representation and the
need for a more machinenderstandable format. The FAIR principles,gosed in 2016, aim

to make digital objects findable, accessible, interoperable, and reusable for both machines and
humans.

The chapter further el aborates on each prinq

data discoverable with persistent identifier
access protocols and maintaining metadata even when data is ger lamailable.

6l nteroperabilityd requires using recogni zec
OReusabilityd -descrbed fellsws dommumity nasmswvaerd hhs clear license
agreements.

The chapter alsdiscusses the FAIRIification process, which transforms legacy data into FAIR
data. It emphasizes that FAIR data principles are not technsfmepific and can be
implemented using various standards and technologies. The document also touches upon the
application of FAIR principles in the health system and the use of FHIR (Fast Healthcare
Interoperability Resource) for health data.

In conclusion, the chapter underscores the importance of FAIR principles in improving data
management, fostering better collaboration, and accelerating research across various domains.
It also clarifies that FAIR does not necessarily mean open data;ashale ¢-AIR but not open,
depending on the defined authentication and authorization process. The document ends by
discussing the FAIR maturity assessment measures and the concept of FAIR data points. It also
highlights the difference between FAIR, persohehlth, and sensitive data, emphasizing that
personal, health, and sensitive data can be made FAIR only to the extent allowed by law and
implementing orgasations.

Additional resources

For more resources in this section please consider the following:

Please visit the GBAIR principle website. it will serve you as a one stop cente
FAIR principles explanatiorhttps://www.go -fair.org/fair -principles/

For further understanding of FAIRfication process visiitps://www.go -
fair.org/fair -principles/fairification -process/

For additional resource reading materials visitittps://www.go -
fair.org/resources/

For further understanding of FAIR for Health please v
https://www.fair4health.eu/en/resources

For publications and resources produced around FAIR by VODANMIEItRNAL
ARTICLES GAIC (kiu.ac.uq)

> > > > >
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CS4: Computer Science level 4

Introduction to
el Ontologies

Preamble

The unit provides an exploration of ontologies, controlled
vocabularies, ontology repositories, OWL (Web Ontology
Language), SKOS (Simple Knowledge Organization
System), andelated tools. You will gain a comprehensive
understanding of these concepts and their practical
examples. Additionally, you will learn about ontology
repositories and how they facilitate the management and
sharing of ontologies. The course also introd@@@4. and
SKOS, two widely used semantic web standards, and

Introduction to vocabularies

A Definition of Ontology anc
Controlled Vocabularies

A Web Ontology Language
(OWL)

A Types of Controllec
Vocabularies

A Simple Knowledge

Organization Systen

_ (SKOS) . explores their features, capabilities, and best practices.
A How to —create & poicinants will also be introduced to a range of tools that
Vocabulary? P y

support the creation, editing, and visualization of ontologies

A OIitelgg) NG gesielice and controlld vocabularies.

Study unit duration

Learning outcomes of stud

This study unit requrires
minimum of 3 hours of forma Unit 3
study time.

Upon completion of this study unit, you
should be able to:

3.1. Explain the concept of ‘\

ontologies and their significance.

3.2. Explain  how controlled
vocabularies help in standardizing
and organizing theterminology used within ontologies.
3.3. Explain how SKOS provides standardized
ways to represent controlled vocabularies.

You may spend an addition
2-3 hours on revision.

3.4. Explain the OWL syntax and its various
constructs.

3.5. Understand which tools to use.

3.6. Use the tools properly.

3.7. Discuss ontology repositories.
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Acronyms

CVv Controlled Vocabulary

DC Dublin Core

FAIR Findable, Accessible, Interoperable, and Reusable
KOS Knowledge Organization Systems

LOV Linked Open Vocabularies

ODP Ontology Design Pattern

OoBO Open Biological and Biomedic&ntology
RDF Resource Description Framework
SKOS Simple Knowledge Organization System
URI Uniform Resource Identifier

WOL Web Ontology Language

WIDOCO  Wizard for documenting ontologies
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4.1 Ontologies

Ontology is considered a branch philosophy which studies existence, becoming, and
reality 8 81 We use ontology to formulate, organize and categorize information in a structured
manner. It is a formal representation of knowledge that defines concepts, properties, and
relationships between two or more concepts. In digital systems, what exists vghalgan

be represented. Therefore, in computer science, an ontology is a system created to formally
name and represent concepts, as well as to caegdefine properties and relations between
concepts. According to Cardoso, ontology helps us to make explicit domain assumptions,
enable us to reuse domain knowledge, or to reuse information among people or &stems.
Ontologies are created to enable researchers and enterprises imepfitm, connect and
suggest daté Ontologies are semantic data models that define the types of entities that exist
in a domain and the properties that can be used to describe them. An ontology combines a
representation, formal naming, and definition of the elements (such as clasdrgeaftand
relations) that define the domain of discotitse.

In generalOntologiesare more than mere dictionaries or glossaries. They are intricate models

that capture the essence ofadoamh et her 1t ds medicine, financ
Imagine them as the architectural blueprints of knowledge, meticulously defining tncep
relationships, and rules. Just as a skilled architect designs a building, an ontology engineer
crafts a semantic structure that enables machines and humans to communicate intelligently.

Therefore, ontologies allow us not only to share or reuse knowledge representations but also to
create new knowledge. Wddased knowledge processing, sharing, and reusing among
applications is enabled by ontologf€dn the Semantic Web, the role of ontologies is data
interoperation and organization. When the web of data is built by linking multiple data sources
together, it enables machines to understand inform&ftidtence, when talking about
ontologies in any field, they should be:

1. Conceptualized: Conceptualization is |ike
domai n?0; AHow to identify relevant cCon
concepts have?0.

2. Explicit: The meaning of all concepts must be defined.

3. Formal: It must be machiaeadable without creating confusion.

4. Shared: There must be an agreement between communities who share ontologies.

What is the relationship between the objects in the real world and the words we use to describe
them? According to the Ogden/Rechards trigtigthere are objects in the world which are
called referent: things we refer to. There is no direct connection between the symbol and the

80 Smith, B. (2003). Blackwell guide to the philosophy of computing and information.

81 Lawson, T. (2004)A conception of ontologynimeograph, University of Cambridge, 60.

82 Cardoso, J. (2007). The semantic web vision: Where arelBEE. Intelligent system22(5), 8488.

8 Panzarella, G., Veltri, P., & Alcaro, S. (2023). Using ontologies for life scienceb&metd resource
organizationAtrtificial Intelligence in the Life Science3, 100059.

84 https://metaphacts.com

8 Decker, S., Melnik, S., Van Harmelen, F., Fensel, D., Klein, M., Broekstra, J., Erdmann, M., & Horrocks, 1.
(2000). Semantic Web: The roles of XML and RIEEE Internet Computingd(5), 63 74.

8 Saeed, M. R., Chelmis, C., & Prasanna, V. K. (2017). Automatic Integration and Querying of Semantic Rich
Heterogeneous Data: Laying the Foundations for Semantic Web of Thiagaging the Web of Things: Linking

the Real World to the WeB51 273. https://doi.org/10.1016/B97@812-8097649.000123

87 https://courses.media.mit.edu/2004spring/mas966/0gden%20Richards%201923. pdf
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referent. We use words of different languages to describe what the object is in our thoughts.
Our thought or concept is called reference. The connection between referent, symbol, and
reference is depicted in FiguBel.

Thought or Reference

Symbol } TRUE
(Word or Name) |

Referent
Thing or Object

N

Stands for
(An Imputed Relation)

Figure 3.1. The semantic triangle (adopted from Ogden and Richards)®4923

The relationship between a symbol and an object is assigned using ontologies. Ontologies are
created to share the intended meaning of terminologies betmaemnes, between humans,
or both.

The semantic triangle constituteeferencegConceptg, Symbols andReferents Each one
plays a distinct role:

A References (Concepts)These are the abstract ideas or mental constructs. Think of
them as the building blocks of knowl edge.
language and cultudeit exists universally.

A Symbols Symbols are the linguistic or visual representations of concepts. They bridge
the gap between abstract ideas and concre
Spanish or the heart symbol both represent the concept of love.

A Referents Referents are the reaforld entities or instances that embody concepts.

They ground the abstract. Example: When you hold hands with someone you love that
physical connection becomes a referent for the concept of love.

As the transition from a web of documents to a web of data is progressing, ontologies have
become more prominefft These provide standardized representations and greater consistency
in the description of data in a research community that needs to share information in a
domain.Ontologies have become basic components of the semantic web and are appropriate
for both huma and machine readability. Logical conclusions can be drawn using inference
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techniques based on the semantic web built using Ontologies. Inference techniques are methods
used to make educated guesses from available evidence.

Ontologies are semantic data models that define domains and their properties. Ontologies are
considered as generalized data models because they focus on including general information
(properties) shared among entities in a domain, rather than focusingdieiduals. For
example, instead of describing an individual dog, Jack, and all its individual characteristics, an
ontology should focus on the general concepts of dogs and try to capture properties that most
dogs might have. This allows the ontology teatée additional dogs in the future. Ontologies

have components such #s:

A Classessets, collections, concepts, types of entities within a domain of interest.

A Example: In medical ontologyfi Di seaseo, @ASymptomod, and @D

A Set of Individuals: specific instances or members of a class within ontology.

A Exampl e: I'n th@eDichhetsesi®icealsea obe an i ndi

A Attributes : aspects, properties, features, characteristics or parameters of classes or
individuals.

A Exampl e: AhasSympt oms o, AcauseDi seaseo0,
Ainameo, fageo, fAgender o, or Aweighto are

A Relations the connection or association between classes. They are ways in which
classes and individuals may be related to each other.

A Examples: fihasSymptomso connects fADisease

A Restrictions: these establish formal descriptions of what must be true for some
assertion to be accepted as input.

A Axioms: assertions, including rules, in a logical form that together comprise the overall
theory that the ontology describes in its domain of application.

A Example: an axiom could state that HAEvery
bl ood sugar | evelso.

The key components of an ontology are Concepts, Relations, Instances, and Axioms.

88https://ontogenesis.knowledgeblog.org/514/
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Ontology
Concepts Relations Instances Axioms
Primitive L
Concepts Taxonomy
Defined | | Associative
Concepts Relationships
Figure 3.2. Components of Ontology
HQ City
Classes NAICS codes
a0 Organization
R

Attributes
90"
Y\O
Country Employee
Currency Job Title
Language Email

Figure 3.3. Ontology example with components: Classes, Relations, and AttPbutes

A

The interoperability principle, the 616 in |
humans understand the meaning okeain concept! An ontology is an example of a more
controlled and formal way to do so. In addition to ontologies, the resources that help machines

and humans make sense of (meta)data include controlled vocabularies, taxonomies, and
thesauri. The representation of thessources is not consistent, and their applications vary

89 hitps://blog.thedigitalgroup.com/understandihe-conceptof-ontologyin-textmining
90 hitp://www.hedderinformation.com/differingdefinitionsof-ontologies/

%1 Jacobsen, A., de Miranda Azevedo, R., Juty, N., Batista, D., Coles, S., Cornet, R, ... & Schultes, E. (2020).
FAIR principles: interpretations and implementation consideratata intelligence2(1-2), 10-29.
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from discipline to discipline. They are presented in Fi@#ewith popular definitions of their
usage.

The semantic spectrum (Figure 3.4), also known as ontology spectrum, represents a continuum

of increasingly precise definitions for data elements in knowledge representations. At the
lowest end, there are controlled vocabularies, dictionaries, thesau@SStarrower or

broader). These are simple terms used for categorization. They lack formal semantics.
Taxonomies organize concepts into hierarchic
(e.g., Heart is_a Organ). While more structured than thesaaxonomies still have limited
expressiveness. Ontologies provide the highest level of semantics. They use predefined
relationships (e.g., fApart_of, o0o0develops_fro

ONTOLOGY

(A formal description of a domain
with classes, relationships and
logical axioms, OWL)

TAXONOMY/MERONOMY
(Formal hierarchy using
is_alpart_of relation, RDF)

HESAURUS

(Synonym-focused, skos

broader/narrower)

DOSE HIERARCHY
(Classification, directories)

GLOSSARY
(Dictionary, terms with
definitions and explanations

in natural language)

LIST
(Folksonomy, controlled vocab)

Figure 3.4. A spectrum with increasingly strong semantics, from a list of terms to enhance
classification, through to an ontology.

A specific field or domain can have a collection of terminologies that are used to define
different concepts. Terminologies can be structured in different ways to organize (classify,
describe, index) knowledge. These can be done from simplest (the lmagliZed and with

fewer rules) to the more complex (more formalized and more rules). Ontologies being the more
complex, vocabularies which are controlled, taxonomy, and thesaurus are some examples of

92 hitps://www.copyright.com/blog/taxonomis-ontology/
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constructs that are simpler than ontologies (see Figure®>3®hese are considered
vocabularies, which are collections of terms organized in a hierarchical scheme. A term could
include preferred and alternative labels and has a defined scope or describe a specific domain.

Controlled vocabulary serves as the foundation for organizing and standardizing terms within
a specific domain. It identifies and categorizes digital content, providing contextual
information. Thesauri, taxonomies, and ontologies add layers of structireearantics to
enhance information retrieval and knowledge representdtion.

4.2 Controlled vocabularies

In this part, we will delve into the conceptwafcabularies, specifically focusing controlled
vocabularies, and their crucial role in ontology development. By understanding how controlled
vocabularies contribute to standardization and organizaticermiriology within ontologies,

we can ensure consistency and clarity in communication. A controlled vocabulary (CV) is a
list of terminologies that are organized arrangements of words and phrases used to describe a
certain domain of knowledge. Some of thergoses of CVs are to organize information,
provide terminology, promote consistency, and catalog and retrieve information. Organized
lists of words and phrases, or notation systems, that are used to initially tag content, and then
to find it through navigtion or search, are also considered CVs. A CV also includes definitions

of terms and synonyms. The terms could be represented using unique identifiers.

Harpring et al. (2013) stated: AA controlled
and phrases used to index content and/or to retrieve content through browsing or searching. It
typically includes preferred and variant terms and has a definpe scalescribes a specific

doma® n. o

Controlled vocabularies generally include:

Preferred terms

List of controlled synonyms

A clear difference between homonyms (words that have the same spelling but different
meani ngs, -gohitwith-a s do Wtldeadintl)

The relationships between terms

Cross referencingwhen a term points to a preferred term

> > >

> >

98 https://datos.gob.es/en/noticia/taxononaestthesauriknowledgeorganizatioatools
% hitps://www.taxonomiesig.org/about.htm

% Harpring, P. (2013), p. 1®troduction to controlled vocabularies: terminology for art, architecture, and other
cultural works Getty Publications.
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A controlled vocabulary captures the relationships between terms and can link them to one
another. Here are examples to show the relationships between terms represented in controlled
vocabularies:

a. Hierarchical (Broader or Narrower) relationships: terms are organized into-phient
structure, where broader concepts are considered as parents and narrower concepts are

considered ag hi | dr en . For exampl e, AANni mal so i
ACatso, and ABirdso are narrower concepts
b. Synonymous relationships: this links when different terms convey similar or the same

meani ng. For exampl e, AHypertensiono and

synonymous terms.
c. Related Term relationships: links terms that are conceptually or contextually related.

The terms are not necessarily hierarchic:
and AGI obal War mingo may be | inked as re
concepts.

d. PartWhole relationships: when terms are parts or components of a larger set of classes.
For example, fiHearto is a part of a broad

Controlled vocabularies provide a clearly defined terminology to catalog and retrieve
information with control of synonyms and variant terms.

A Terms and concepts are linked in a logical order or orgamiedategories
A Controlled vocabularies are often domain specific
A They make your data more Findable, Accessible, Interoperable, and Reusable (FAIR)

Therefore, CVs are used to organize knowledge and manage terms or concepts for the purpose
of tagging or categorizing and information retrieval. They are applied in among others: Web
(information architecture), Biology (taxonomies of living organisms), liPubealth &
Medicine (biomedical ontologies, classification for biomedical investigations, diseases,
symptoms, medical errors, etc.), International organizations (United Nations terminologies),
and Computer Science related fields (Data Science, Artifloi@lligence, Data mining,
Information Systems).

To summarize, controlled vocabularies are used for organizing large volumes of data for future
retrieval or searches. They also simplify user experience and navigation on the web and ease
exploration in information systems. When dealing with data captode imterpretation,
ambiguity of human language and lack of common understanding of used terms are inevitable.
Using controlled vocabularies reduces ambiguity and improves understanding of shared terms
by enhancing data interoperability and dataset integrafhese could be realized using
ontology repositories where controlled vocabularies are published and made available.

In the next part, we will learn how controlled vocabularies can be represented for use in data
applications.

4.3 Simple Knowledge Organization System

TheSimple Knowledge Organization System (SKOSy a powerful framework for
representing controlled vocabularies, taxonomies, thesauri, and other structured controlled
vocabularies in the Semantic Web. It provides a standardized way to express concepts, labels,
and relationships within a vocabulary.isgta common data model for sharing and linking
knowledge organization systems via the web. It is based on the Resource Description
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Framework (RDF) flease make sure you have understood the part on RDF in study unit 1
section 1.p and it is a machineeadable format that can be exchanged between applications
and published on the Web.

4.3.1 SKOS Constructs

SKOS constructs are the fundamental building blocks that provide a common data model for
Knowledge Organization Systems (KOS) within the SKOS framework. A Uniform Resource
Identifier (URI) has a fundamental role in KOS. It is a unique sequence of chartaer
identifies a resource. When writing SKOS constructs using RDF, prefixes are used to create
compact representations of URIs. They allow for writing shorter and readable RDFfiples.

SKOS uses different prefixes that are short forms of URIs that represent SKOS concepts,
labels, and properties.

For example: Essential SKOS prefixes are:

A skos: a prefix that is used for SK@Pecific properties and classes.
0 skos:Concept represents a concept
o skos:prefLabel represents preferred labels
o skos:altLabel represents alternative labels
A rdfs: a prefix that is used for general RDF properties.
o0 rdfs:subClassOf represents stlass relationships.
o rdfs:label represents labels.
A rdf: a prefix that is used for basic RDF properties.
o rdfitype represents type ofr@source.

Example: Create a simple SKOS concept with prefixes.

@prefix skos: <http://www.w3.0rg/2004/02/skos/core#>.
@prefix ex: <http://example.org/>.

ex:animals rdf:type skos:Concept;
skos:prefLabel "animals"@en,;
skos:altLabel "creatures"@en;
skos:prefLabel "animaux"@fr;
skos:altLabel "créatures" @fr.

Explanation of the above script.

A ex: is a prefix for the URT http://example.oro/ and it defines a concept called
ex:animals

The concept has pre
The concept has al't

erred | abels in E
rnative | abel s: q

> >

% hitps://www.w3.0rg/TR/skegrimer/#secdocumentation
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4.3.1.1SKOSi Concept

A concept is a representation of individual terms or igéisn a vocabulary that have a unique
identifier (URI)®” A concept could represent a different aspect of a thing, e.g., animals, cow
milk, and goat milk are different aspects related to milk and animals.

For example: An RDF statement for animals and milk.

@prefix skos: <http://www.w3.0rg/2004/02/skos/core#>.
@prefix ex: <http://example.org/>.

ex:animals rdf:type skos:Concept;
skos:prefLabel "animals"@en;
skos:altLabel "creatures"@en;
skos:prefLabel "animaux"@fr;
skos:altLabel "créatures" @fr.

ex:cowMilk rdf:type skos:Concept;
skos:prefLabel "cow milk"@en;
skos:broader ex:animals.

ex:goatMilk rdf:type skos:Concept;
skos:prefLabel "goat milk"@en;
skos:broader ex:animals.

Explanation of the above script.

A ex:animals represent the broader concept of all animals.

A ex:cowMilk and ex:goatMilk are narrower concepts related to specific types of milk.
A The skos:prefLabel property provides labels in English and French.

A The skos:altLabel property offers alternative labels.

In general, this shows a hierarchy where cow milk and goat milk arecdepts of the
broader concept of animals. Therefore, SKOS enables a flexible representation and linkage of
related concepts.

4.3.1.2SKOSi Labels

Labels are expressions that are humeadable names for concepts. They make it easier for
humans to understand what is contained in a concept. The following are SKOS properties that
are used to attach labels to concepts:

A skos:prefLabel preferred label for a concept (only one unique prefLabel per language)

A skos:altLabeli alternative labels for a concept (e.g., synonyms, abbreviations and
acronyms can be many)

A skos:hiddenLabeli capture misspellings and other variants (the label string is
accessible for text indexing by applications but not visible otherwise)

97 hitps://www.w3.0org/TR/skegrimer/
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Example: Concept and labels

@prefix skos: < http://www.w3.0rg/2004/02/skos/core# >,
@prefix rdf: < http://www.w3.0rg/1999/02/22 - rdf - syntax - ns#>.
@prefix ex: < http://lwww.example.com/ >,

ex:animals rdf:type skos:Concept;

skos: preflLabel fani mal s o @en;
skos:altLabel ficreatur eso@en;
skos: preflLabel fifani mauxo @f r ;
skos:altLabel Afcr ®atureso@f r ;
skos: hiddenLabel Nfbet eso@f r.

4.3.1.3SKOSI Semantic Relationships

SKOS introduces several properties to model semantic relationships beoveepts. Both
the label of a concept and its link to other concepts determine the meaning.

SKOS provides two types of relationships that can be established between concepts:

1. Hierarchical: the relationship between one whole and its parts. Both skos:broader and
skos:narrower enable the representation of hierarchical links.

For example:

ex:animals rdf:type skos:Concept;
skos:prefLabel "animals"@en;
skos:narrower ex:mammals.

ex:mammals rdf:type skos:Concept;
skos:prefLabel "mammals"@en;
skos:broader ex:animals.

Explanation:

A The narrower relationship (skos:narrower) implies that the mammals are more specific
than animals.

A The broader relationship (skos:broader) implies that the animals are more general than
mammals.

2. Associative: two concepts are related but not in a hierarchical sense, skos:related is
used.

For example:

ex:birds rdf:type skos:Concept;
skos:prefLabel "birds"@en;
skos:related ex:ornithology.

ex:ornithology rdf:type skos:Concept;
skos:prefLabel "ornithology"@en.
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Explanation:

A The two concepts, birds and ornithology have an associative relationship. They are
related, but not in a hierarchical sense.

4.3.1.4SKOST Documentary notes

Conceptual resources in SKOS are documented with various propertiésinmaareadable
format. The following properties are used for:

A skos:noté general documentation purposes
A skos:scopeNote partial information about the intended meaning of a concept
A skos:definitioni complete explanation of the intended meaning of a concept
A skos:examplé example of the use of a concept
A skos:historyNoteé documents significant changes to the meaning or the form of a
concept
A skos:editorialNoté administrative information for editors
A skos:changeNoté documents changes for the purposes of administration and
maintenance
For example:
@prefix skos: < http://lwww.w3.0rg/2004/02/skos/core# >,
@prefix rdf: < http://www.w3.0rg/1999/02/22 - rdf - syntax - ns#>.
@prefix ex: < http://www.example.com/ >,

ex:cat rdf:type skos:Concept;

skos: preflLabel fcat 0 @e n ;

skos: preflLabel fAKatzeo@de;

skos: altLabel fkitteno@en:;

skos: hiddenLabel Akatzeo@de,;
skos:editorial Note fnadd broader concepto
skos: changeNote fiadded narrow concept o0 @e
skos:definition AA small carni vor omthssoftma mma |

fur, a Short snout , and retr;actable cl aws. 0C

4.3.1.5SKOSI Concept schemes

Concept schemes are collections of related SKOS concepts. They are used to group concepts
together. This will help with indexing practices.

skos:ConceptScheme is a class for representing a controlled vocabulary.

skos:inScheme is used for linking Concepts to ConceptSchemes

skos:hasTopConcept is used to define entry points in a hierarchy

Metadata about ConceptSchemes can be expressed using Dublin Core (DC) properties
such as dct:creator, dct:contributor, dct
metadata specification.

I > > D
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Dublin Core (DC) is a metadata standard used to describe resources on th# iselsed for
designing interoperable metadata on the basis of Semantic Web or Linked data principles.

For example:

@prefix skos: < http://www.w3.0rg/2004/02/skos/core# >,
@prefix rdf: < http://www.w3.0rg/1999/02/22 - rdf - syntax - ns#>.
@prefix ex: < http://lwww.example.com/ >,

@prefix dct: < http://purl.org/dc/terms >,

ex:animalsVocabulary rdf:type skos:ConceptScheme;
dct:title AANni mals Vocabul aryo@en;
skos:hasTopConcept ex:animals.
ex:animals rdf:type skos:Concept;
skos: preflLabel fani mal s o @en;
skos: preflLabel ANTi er e o @ed;
skos:inScheme ex:animalsVocabulary;
skos:topConceptOf ex:animalsVocabulary.

4.3.1.6SKOSIi Collections

A SKOS collection is a group of related concepts within a controlled vocabulary. It is used to
group concepts into meaningful collections within a Concept Scheme.

A skos:Collection or skos:OrderedCollectionsed for grouping concepts based on their
~ shared characteristics.
A skos:member or skos:memberLiisised for adding concepts to Collection

For example:

@prefix skos: < http://www.w3.0rg/2004/02/skos/core# >,
@prefix rdf: < http://www.w3.0rg/1999/02/22 - rdf - syntax - ns#>.
@prefix ex: < http://lwww.example.com/ >,

ex:wildCatsInEurope rdf:type skos:Collection;
skos: preflLabel AW I d cats in Eruope
skos:member ex:europeanWildcat;
skos:member ex:eurasianLynx;
skos:member ex:iberianLynx;

ex:europeanWildcat rdf:type skos:Concept;
skos: preflLabel fAEuropean wildcat o @e

ex:eurasianLynx rdf:type skos:Concept;
skos: preflLabel AEurasia | ynxo@en;

ex:iberianLynx rdf:type skos:Cocnept;
skos: preflLabel Al berian | ynxo@en.

98 https://www.dublincore.org/resources/metadadsics/https://www.dublincore.org/resources/metabasics/
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4.3.1.7SKOSI Mapping Concept Scehmes

Mapping concept schemes allow to establish relationships between concepts from different
controlled vocabularies or knowledge organization systems. The mapping facilitates
interoperability and alignment between vocabularies, thesauri, or classificatenesth

A skos:exactMatch: Indicates that two concepts are equivalent.

A skos:closeMatch: Suggests a strong semantic similarity between concepts.

A skos:broadMatch: Indicates that one concept is broader than another.

A skos:narrowMatch: Indicates that one concept is narrower than another.

A skos:relatedMatch: Indicates a related or associative relationship between concepts.

For example:

@prefix skos: <http://www.w3.0rg/2004/02/skos/core#>.
@prefix ex: <http://example.org/>.

# Concepts in the AFruit Typeso vocabul ary

ex:Apple rdf:type skos:Concept ;
skos: preflLabel #AAppl eo@en

ex:Banana rdf:type skos:Concept ;

skos: preflLabel fABananao @en
# Concepts in the AFruit Categorieso vocabul
ex:TreeFruit rdf:type skos:Concept ;

skos: preflLabel AfTree Fruito@en

ex:TropicalFruit rdf:type skos:Concept ;
skos: preflLabel ATropi cal Fruito@en

# Mapping relationships
ex:Apple skos:exactMatch ex:TreeFruit .
ex:Banana skos:exactMatch ex:TropicalFruit .

This statement describes OAppled as equi vale
O0Tropi cal Fruitod

4.3.1.80ther SKOS uses

There are more things that you can do with SKOS that are too detailed for this course. You can
find more information hereattps://www.w3.org/TR/skosreferencel.
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4.3.2 ControlledVocabularies- Interoperability

Interoperability of controlled vocabularies refers to the ability of different systems,
applications, or organizations to effectively exchange and understand data using shared
controlled vocabularies. Achieving semantic interoperability through contretieabularies

is crucial for seamless data integration. Frameworks such as SKOS help with this, by providing
clear and defined structures. There are many interoperability mechanisms of which the
following two are common. Let us see some mechanisms andeappso

A Standardization of vocabularies: providing a common foundation for data
representation.

A Mapping and Alignment: establishing relationships between terms from different
vocabularies.

A Linked data principles: emphasize using URIs to identify and link data.

A Metadata Standards: provide vocabularies for describing resources, e.g., Dublin Core.

4.3.3 CommonErrors that need to be avoided when building vocabularies

Before publishing a vocabulary in repositories or using the SKOS vocabularies in web

applications, we need to check for possible errors that could exist in a vocabulary. This can
have a significant effect on the search and retrieval functionalities aariéyghly affected

by the quality of the controlled vocabularies. The following check list shows common errors

that should be avoided when creating SKOS vocabul&ies.

>

Omi tted or invalid |l anguage tags -foe. g. ,
here, the language tag for German is missing)

Label conflicts (e.g., two concepts have the same preferred lexical label in each

language when they belong to the same concept scheme)

Orphan concepts (e.g., concepts without any associative or hierarchical relationships)

Undocumented concepts (concept should have at least one SKOS profile from the
SKOS documentary notes; refer ssdrtion 3.4.1.4)

Valueless associative relations

Omitted top concepts.

Top concept having broader concepts in the same vocabulary.

>

> D> >

% Zaytseva, K. (2020). Controlled  Vocabularies  and SKOSDARIAHCampus
https://campus.dariah.eu/en/resource/posts/contretiedbulariesand skos
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4.4 How to Create and Publish a Vocabulary?

SKOS is a powerful tool to represent controlled vocabularies in a structured way on the web,
although there are other tools as well. Vocabularies are created usirgoopea tools and
published in repositories to improve access and discoverability mbdahe web not only by
humans but also machines. The following are the steps you need to follow to create a
vocabulary'©°

A Define the purpose and scope of the vocabulary: what is the domain of your vocabulary?

(e.g., healthcare, animals, countries)

Gather existing terms: look for existing resources appropriate for your domain.

Identify new terms: consider missing terms from the existing terms or add new ones

that emerged during the process.

Define the terms: give clear description for each term in your vocabulary by including

synonyms.

Organize your vocabulary: decide a structure for your vocabulary. For example,

structure the terms in a SKQ8odel (widely used KOS) by providing definitions,

notes, metadata, and translatietisis is a stage for conceptual thinking.

A Document and publish your vocabulary: create a clearftisadly format- could be
a spreadsheet, a dedicated vocabulary management tool, or a web vocabulary
repository. A vocabulary repository is a location where vocabularies can be uploaded
and shared.

A Test and Refine: get feedback from domain experts on the clarity, comprehensiveness,
and usability of the vocabulary.

> > D>

4.4.1 Opensourcetools for vocabulary management

To create, organize, and manage vocabularies with the support of SKOS, there are several
opensource tools that exist.These tools help us make the error prone antbtisuening
process of vocabulary creation more easy. There are-supane tools availablthat ease
managing controlled vocabularies.

When vocabularies are structured in Excel (as you will learn later in this unit), the tools that
are used to convert the Excel to SKOS could be one of the following:

OpenRefine(https://openrefine.org/)

Karma (https://github.com/ustsi-i2/Web-Karma)
RDEFIib (https://rdflib.readthedocs.io/en/stable/)
SKOS playhttp://labs.sparna.fr/skgday/)
XLWrap (http://xlwrap.sourceforge.net/)
Sheet2RDHhttp://art.uniroma2.it/sheet2rdf/)
Open Anzo(http://www.openanzo.org/)

I > I I D

Except RDFlib which requires python programming skills, the other tools are easy to use.
These tools also allow SKOS data import and export. SKOS play is also used for rendering and
visualizing SKOS vocabularies.

100 hitps://www.w3.org/TR/skegrimer/#secdocumentation
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There are also other tools which are used to create SKOS vocabularies infriendigr
interface. These are called SKOS editors.

IQvoc (http://igvoc.net/)
VocBentch(http://vocbench.uniroma2.it/)
Vocabseditor(https://vocabseditor.acdh.oeaw.ac.at/)
TemaTres(https://www.vocabularyserver.com/)
THEMAS(https://github.com/isl/ THEMAS)/)

> > > >

There are also validation tools that are used to check the consistencies in SKOS structure and
syntax.

A Skosify (https://github.com/NatLibFi/Skosify ) - corrects errors and adds missing
symmetric statements; it can be used as a command line tool or python library.

A SKOS Testing toq(http:/labs.sparna.fr/skos -testing-tool/ ) - provides a validation
report on the quality of submitted SKOS files; based on qSKOS.

4.4.2 Creating SKOS Vocabulary walkthrough

This is a walkthrough example of creating a SKOS vocabulary using Excel sheet and then
converting it to Turtle format using SKOSPlay t¥dland publishing it on the BioPortal
ontology repository°?

Figure 3.5. SKOS vocabulary creation using Excel spreadsheet (vocabulajiPXIsx

4.4.2.1CreatingSKOS vocabulary using Excel

The process starts by structuring an Excel spreadsheet. Each row in the sheet represents a
concept (or term) in your SKOS vocabulary. The excel file can include any number of sheets.
The SKOSplay tool attempts to convert all of them to RDF if and orthgi$tructure of a sheet
corresponds to the expected template. To understand the structure of the Excel spreadsheet
templates, they can be downloaded as shown on SKOSplay websitehis walkthrough,

101 hitps://skosplay.sparna.fr/play/convert#exeflle -structure

102 hitps://excel2rdf.readthedocs.io/en/latest/ManualWorkflow/
103

https://docs.google.com/spreadsheets/d/1vOcC_2Rn7RzTuyFs7IgZD4u6ayBklUTp/edit?gid=1792710957#gid=

1792710957

Rue Stevin 115 E admin@eepa.be www.eepa.be

1000 Brussels admin@vodasafrica.be www.vodantotafrica.info



http://www.eepa.be/
http://iqvoc.net/
http://vocbench.uniroma2.it/
https://vocabseditor.acdh.oeaw.ac.at/
https://www.vocabularyserver.com/
https://github.com/isl/THEMAS/
https://github.com/NatLibFi/Skosify
http://labs.sparna.fr/skos-testing-tool/
https://skos-play.sparna.fr/play/convert#excel-file-structure
https://excel2rdf.readthedocs.io/en/latest/ManualWorkflow/
https://docs.google.com/spreadsheets/d/1v0cC_2Rn7RzTuyFs7lgZD4u6ayBkIUTp/edit?gid=1792710957#gid=1792710957
https://docs.google.com/spreadsheets/d/1v0cC_2Rn7RzTuyFs7lgZD4u6ayBkIUTp/edit?gid=1792710957#gid=1792710957

CS4: Computer Science level 4
Study unit 3: Introduction toOntologies

you can downl oad the fAvocababshowythexstrustwedof f i | e
the file Avocabul ary. x|l sxo.
At the top part of the Excel spreadsheet, t

vocabulary. Generally, the following columns are included in the Excel spreadsheet:

N

A Label: The preferred label for the concept

A URI: A unique identifier for the concept (optional)

A Broader: If the concept has broader relationships, specify them here

A Narrower: For narrower relationships

A AltLabel: Alternative labels for the concept

A Definition: A brief description of the concept

A Note: Additional notes or comments

A B C
1 ‘Cu. p URI |http /lwww fairdatacollective.com/template-vocabulary/
2 PREFIX temp-vocab http://www fairdatacollective.com/template-vocabulary/
3 PREFIX pav http://purl.org/pav/
4 PREFIX det http://purl.org/dc/terms/
5 skos:prefLabel Template for building SKOS based controlled vocabulary
6 dct:title Template for building SKOS based controlled vocabulary
This is a template for building a SKOS-based controlled
vocabulary. It is used as base of the worflow described in

7 dct:description excel2rdf.readthedocs.iof
8 dct:creator https:/forcid.org/0000-0002-9381-9694
9 dct:contributor https:/forcid.org/0000-0001-6875-5360
10 pav:createdOn 2020-10-22T22:00:00+01:00
11 pav:lastUpdatedOn 2021-02-21T16:32:00-08:00
12 pav:version 0.1.2

14 Comments may be placed in this section of the spreadsheet, which can expand to fill more rows. The converter recognizes where the Identifier line starts.

15 Replace cells B1, B2 and C2, and B5 through B12; B11 and B12 should be updated with every modification). (As well as these comments, if desired.)

16 Extend the equation in column A down to include all the rows that are filled out. Verify that any special characters in the prefLabel are replaced by hyphens or othe
17 In this spreadsheet, the identifier column gets filled out automatcially from the skos:prefLabel column. You can choose to replace any of the auto-generated identifi

FAigure 3.6. header part in the Excel sheet

a. Sheet header Processing

ConceptScheme URIis shown in row 1 (Figurd.6). It is interpreted as the URI (column B)
of a skos:ConceptScheme.

Prefix declaration: Prefixes can be declared in the header:

A column A contains the special keyword "PREFIX" (casensitive)
A column B contains the prefix (e.g., tempcab, pav, dct)
A column C contains the URI/IRI which is represented by the prefix in column B

Other lines: the header contains other lines that will be ignored if column A does not contain
a known prefixed property or the "PREFIX" keyword.

Figure3.6 is what a typical header looks like.

A B C D E

skot

ch(s
skos:altLabel(separator=",") skos:definition@en skos:broader(separator="") |

Top Concept One: This is a top concept which is used to collect a number of narrower concepls.

el

22 temp-vocab N Narrow Concept One. A definition of NarrowConceptOne, which has a broader concept TopConcep!One temp-vocab TopConceptOne

23 W -vocab NarrowConceptTw Narrow Concept Two A definition of NarrowC 'wo, which has a broader concept TopConceptOneite wvocab:TopConceptOne

24 temp-vocab TopConceptTwo This is yet another top concept which is used to coliect a number of narrower concepts.

25 temp-vocab Narre Narrow Concept Three A definition of NarrowConcept Three, which has a broader concept TopConceptTwtemp-vocab:TopConceptwo

26 |temp-vocab Narr Narrow Concept Four A definition of NarrowConceptFour, which has a broader concept TopC wdtemp-vocab TopConceptTwo |

» I .
Figure 3.7. Title row and corresponding lines under which SKOS properties are defined

b. Sheet body Processing
Figure3.7 shows the body part of the template. The body includes:
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Title row: The body starts with a row that declares the property corresponding to each column
(e.g. skos:prefLabel, skos:definition), except for column A, which will contain the URI or a
prefix that represent the URI as defined in the header part of the tempéakeqisee3.6).

Line: Each line below the title row generates one vocabulary with the URI read from column
A. The column A contains the URI of an entity, either as a full URI (starting with 'http') or
using a declared prefix.

Cell: Each cell in a line is processed, and the value is converted to a data property (literal) or
object property. Data properties are used to describe concepts using literal values (e.qg., strings,
numbers, dates) rather than linking them to other resownesds); whereas object properties
establish relationships between concepts. They link one concept to another, forming a network
of semantic links.

A If the cell value starts with 'http' oreHMIS4Tenna! 'mailto’ or with a declared prefix, it
_will be interpreted as an object property
A Otherwise, the value is interpreted as a literal

4.4.2.2Convertingto SKOS using SKOSplay

The website has other topics that are important for creating various vocabularies. If you want
to explore more, please visit the SKOS Play convertor weléitdter we have successfully
prepared the Excel sheet, we can use the SKOS Play converter to convert the Excel sheet into
SKOSbased RDF. Then, the result could be in different formats; in this practice we prefer to
use an RDF serialization format, Turtleo convert Excel spreadsheet template to SKOS,
follow the following steps:

A Choose the Excel file to be converted:
0 Upload an Excel file directly or provide a link to an online Google Sheet as
shown in Figure3.8
o0 Make sure the Excel file follows the required structure as explained in the
previous section and in the excel2rdf online malial
A Choose the default language for labels (if applicable)
A Select the resulting RDF serializatibe . g. , sATurtl e. o
A Click AConverto
A Turtle file will be downloaded

104 hitps://skosplay.sparna.fr/play/convert
105 https://excel2rdf.readthedocs.io/en/latest/Introduction/
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SKOS Pla_\,r { A Home P Play! Bl convert @ Test © About W Forum

Where is the Excel file you want to convert ?

o] In one of the included Example 1 (simple exemple, in english) v
example Download example : Example 1 (simple exemple, in english)
® In a local file on my Select
computer
(Supported extensions :.xls or .xlsx - OpenOffice is not supported!)
o On the web

A link to an excel file available online. You can convert a public Google Sheet :
1. Share the Sheet with everyone ("Everyone with the link” in Sharing options.) it is not possible to convert private Google Sheets.
2. Build the Excel download URL of the sheet, which is https://dacs.google.com/spreadsheets/d/{ID of your
spreadhseel }/export?format=xlsx
3. Pass this URL to the converter in the above field.

What is the default language of the labels (optional) ?

Enter/select I -

language

Advanced options

Select the resulting RDF serialization Turtle v
Automatically generate SKOS-XL For labels O

Calculate skos:broaderTransitive O

Get result in a zip file O

Generate graph files For Openlink Virtuoso O

Ignore SKOS post-processings on the data O

Figure 3.8. SKOS Play Convert6t
4.4.2.3Quality evaluationlibrary for SKOS RDF Files: gSKOS

After we successfully convert the Excel sheet to a SKOS RDF file in Turtle form, we can check
the quality of the file using qSKOS. The aSKOS is a quality evaluation library for SKOS RDF
Files. It is usable from within an existing freely available toolt(tequires installation).

Additional resources

For more information about the SKOS, please visit this sourdéns://skos
play.sparna.fr/skegestingtool/.

4.4.2.40ntology Repository: BioPortal

BioPortal is a comprehensive biomedical ontology repository that facilitates community
submissions and provides support for SKOS files following recommended best practices. As a
result, BioPortal can identify and display SKOS individuals as classes \ghitass tree,

Rue Stevin 115 E admin@eepa.be www.eepa.be

1000 Brussels admin@vodasafrica.be www.vodantotafrica.info



http://www.eepa.be/
https://skos-play.sparna.fr/skos-testing-tool/
https://skos-play.sparna.fr/skos-testing-tool/

£

CS4: Computer Science level 4
Study unit 3: Introduction toOntologies

enabling users to easily view and choose relevant téfh& Researchers and practitioners in
fields like computational biology find Bioportal invaluable for accessing and sharing
ontologies, as well as for annotating various types of documents. Therefore, the SKOS RDF
file converted from the Excel sheet is pubtidhto BioPortal either manuatf§ or
automatically:%®

Other ontology repositories can be used as well; different domains often use different locations
to store vocabularies. In the next section, we will introduce a few other languages and tools
that can be used for creating and storing ontologies.

4.5 Ontologies using Web Ontology Language (OWL)

Just like SKOS, OWL is a semantic web technology created to represent entities within a
domain of the real worlét® OWL allows for more expression and more powerful reasoning
than SKOS, which means it can represent more complex relationships between concepts. It is
also a bit more complex to use. Just like with SKOS, machines can exploit the knowledge
represented by OWlanguage. OWL documents are known as ontold§iesd could be
published in repositories where applications can access them through terminology service
tools. Therefore, the purpose of a semantic web language, OWL, is to allow us to describe
things in a structured manner that makes it easier for mactanasderstand and process
information. SKOS and OWL can be used together in one ontology.

are represented
as elements of

Concepts

Language

Real World

is based on is expressed in

Portion of
the Real exists in one’s

World mind as
(Domain)

&

Figure 3.9. Modeling the realworld using concepts and languag¥s

is represented in

Specification

g Conceptualization

In practical terms, a developer or data modeler may have the intention to represent a certain
aspect of the real world, as shown in Figl8®. We could say that there exists a
conceptualization of a specific 'domain’ of interest within their mind. This conceptualization is
built upon concepts, their properties, and their interconnections. However, in order to articulate
these concepts and retmships, we require a language. Ultimately, to put the specification
(i.e., ontology) into action, a language necessary. The most popular and the ontology
language of the semantics web is OWL.

106 hitps://www.bioontology.org/

107 hitps://excel2rdf.readthedocs.io/en/stable/Tools/

108 https://excel2rdf.readthedocs.io/en/stable/ManualWorkflow/

109 https://excel2rdf.readthedocs.io/en/stable/AutomaticWorkflow/

110 https://cambridgesemantics.com/blog/semaantiversity/learrowl-rdfs/owk101/
11 hitps://www.w3.0org/OWL/
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4.5.1 Keyconstructs of OWL

A Classes are categories or types of things. F
are classes.

A Properties: describe relationships between cl
ifi sLocatedln. o

A Individuals: are specific instances of classes. An individual could be a particular
person, animal, or car.

4.5.2 Protégé

Protégé is a development environment for preparing ontoléiés This section provides a
brief introduction about Protégé. For further exploration, please read the footnote references
31, 32, 33, and 34.

4.5.2.1Stepdo create ontology using Protége
1. Defining Terms and Relations:

Start by defining the terms (concepts) in your domain. These terms represent the basic building
blocks of your ontologyConsider the relationships between these terms and how they relate
to each othekl*

For instance, if you are creating an ontology for a medical domain, you might define terms like
AfPatient, 0 ADi sease, 0 ASymptom, 06 and ATreatn

2. Concepts (Classes):

Next, create classes to represent these concepts. Classes group related individuals (instances)
together Arrange these classes in a hierarchy (subdapsrclass hierarchy) to capture their

relationships

For exampl e, you could have a class hierarc
di seases (-9, g0 ,ADiCOWetbesd) as subcl asses.

3. Attributes and Properties (Slots):

Define which attributes and properties (slots) your classes can have. These slots describe
additional information about the individuals within a class.

For instance, a fAPatiento class might have s
4. Constraints and Rules:

Specify any constraints on the values of sl o
must be a positive integer.

Additionally, consider adding rules or axioms to capture dorspétific knowledge. These
rules help ensure consistency and logical correctness in your ontology.

12 https://protegewiki.stanford.edu/wiki/Protege4GettingStarted
13 hitps://protegewiki.stanford.edu/wiki/ProtegeDesktopUserDocs

114 https://protege.stanford.edu/conference/2004/slides/Ontology101 tutorial.pdf
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4.5.2.2Protégé Usage:

A OpenProtégé(preferably from the shell using provided scripts for additional
feedback).

A Create a ne’dWL ontology.

A Give your ontology a relevant URI (Uniform Resource ldentifier) related to your
domain (e.g., a pizzeelated URI).

A Specify where you want to save the ontology.

A Configure the user interface to suit your netds.

4.5.3 Using the LOT Methodology to develop Ontologies.

Ontologies can be created using different methodologies, one more recent way is through the
LOT methodology. The methodology had four (4) stages to it, see Hdiie

l= Ont. Devel. ! |» Ont. Devel. ! |» Ont. Devel. ! = Ont. Devel.
1= Users E 1= Users E 1= Users E = Users
i» Experts | 1+ Experts | 1+ Experts | 1= Experts

Ontolo
requirem?a]rr'lts Ontology Ontology Ontology

specification implementation publication maintenance

v v v v
ORSD Ontology Online ontology
———————— >
Legend output
_________________ »

activity flow

oiinp ut) Artefact
reference

@@@ LOT Methodology http://lot linkeddata es
@Ontology Engineering Group

Figure 3.10. The 4 stages ot ontology creation

Artefacts

115 hitps://protegewiki.stanford.edu/wiki/Protege4Pizzas10Minutes
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For each of the stages, there are open tools that can be used to achieve the expectations of stage.
Below are the tools for each stage of methodology.

1. ORSD Template-
o Stage:Requirement Specification
o Description: An excel and Latex template for generating requirements. It is a
simple tool that can be collaboratively used with experts to identify and
document competency questions.
2. Chowlk
o0 Stage:Implementation - Conceptualisation
o Description: A visual notation specification for building ontology diagrams. It
provides a set of visual blocks to represent OWL elements including different
alternatives for more compact versions of the diagrams.
3. Protege
o Stage:Implementation - Ontology review
o Description: A visual and textual platform for building, reviewing and reusing
ontology. It provides features to represent concepts and relationships.
4. Themis
o Stage:Implementation - Verification
o Description: An online tool for ontology verification that allows to execute
test cases on an ontology to check whether a requirement is passed or not.
5. OOPS
o Stage:Implementation - Verification
o Description: A web application for ontology diagnosis that automatically
detects 33 types of pitfalls in OWL ontologies, including semantic and
structural checks as well as best practices verification.
6. Widoco
o Stage:Publishing- Documentation
o Description: A standalone application for generating HTML documentation
from ontologies metadata. It generates several serializations for content
negotiation.
Repositories - BioPortal , Ontobee
Stage: Publishing - Maintenance
2. Description: A website where ontologies can be published and maintained for
public use.

~

=

4.5.4 Reuse of existing Ontologies or Vocabularies

This is a common practice in knowledge representations and semantic technologies. It allows
us to leverage vocabularies and ontologies already done by others. This prompts
interoperability and consistency across different systems and domains. But rentieabhber
vocabulary and ontology reuse is a dynamic process, and it is important to keep track of updates
and changes to ensure its relevance and compatibility to fit for purpose.
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To determine whether an existing ontology or vocabulary can be reused, we can follow these
steps:

A Identify the requirements: Determine the specific needs and requirements of the
project or system for which the ontology or vocabulary is being developed.

A Search for existing ontologiest.ook for existing ontologies or vocabularies that cover
similar or related domains. There are various ontology repositories and search engines
available, such as BioPortal and schema.org.

A Evaluate theexisting ontologies:Assess the suitability of the identified ontologies or
vocabularies by considering factors such as coverage, expressiveness, community
adoption, and alignment with the project's requirements.

A Analyze the overlap: Compare the concepts and relationships in the existing
ontologies with the requirements of the project. Identify the extent to which the existing
ontologies cover the needed domain and whether modifications or extensions are
necessary.

A Reuse and alignif an existing ontology or vocabulary meets the requirements, it can
be directly reused. Align the project's concepts and relationships with the existing
ontology's structure and terminology.

A Extend or create mappings: If the existing ontology does not fully meet the
requirements, it can be extended by adding new concepts or relationships.
Alternatively, mappings can be created between the existing ontology and the project's
specific terms to ensure interoperability.

A Documentation and publication: Document the reuse process, including the selected
ontology, modifications made, and any new extensions or mappings. Publish and share
the resulting ontology to contribute to the semantic web community.

4.6 Ontology Repositories

In the realm of knowledge representationfologiesplay a pivotal role in capturing domain
specific concepts, relationships, and semantics. However, managing ontologies can be a
complex task. This is whemntology repositoriescome into play. In this part, we will explore

the significance of ontology repositories and provide examples of repositories that facilitate
efficient management and sharing of ontologies. We have already seen an example of a
repository, BioPortal, in tliunit.

Ontology repositories are used to publish ontologies as well as vocabularies and edit published
ones. The purpose of ontology repositories varies greatly. Their functionalities may be specific
to the types of applications the repository was designed for.
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An ontology repositoryserves as a centralized hub where ontologiestared, organized,
and made accessible to the wider community. These repositories offer several key benefits:

A Centralized AccessResearchers, practitioners, and developers can easily discover and
access existing ontologies without reinventing the wheel. This promotes knowledge
reuse and collaboration.

A Version Control: Ontology repositories allow versioning, ensuring that changes and
updates are tracked systematically. This is crucial for maintaining consistency and
managing evolving ontologies.

A Interoperability : By adhering to common standards and formats, ontology repositories
enhance interoperability. Researchers can integrate ontologies seamlessly into their
applications and systems.

The following are some popular ontology repositories. These repositories are specialized on
different domains.

4.6.1 BioPortal

BioPortal is a repository of over 300 biomedical ontologies that includes tools for working with
these ontologie¥® BioPortal includes most popular biomedical ontologies. The ontologies can
be easily searched, browsed, and reviewed.

Welcome to BioPortal, the world's most comprehensive repository of biomedical

ontologies
Search for a class Find an ontology
Enter a class, e.g. Melanoma B Start typing ontology name, then choose from list B
Advanced Search Browse Ontologies ~
Ontology Visits (November 2022) BioPortal Statistics
Ontologies 1,041

MEDDRA

Classes 14,488,174

Transferring data from bioportal.bicontology.org...

Figure 3.11. BioPortal website landing pa'®
4.6.2 OBO Foundry

Open Biological andBiomedical Ontology (OBO) Foundry community contributes to the
development of interoperable ontologies for the biological sci¢dt&hey provide a suite of
high-quality, free and opesource tools for sharing scientific knowledge and making new
discoveries.

116 http://BioPortal.bioontology.org/
17 hitp://www.obofoundry.org/
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O Ga https//obofoundry.org

OBO Library: find, use, and contribute to community ontologies

Download table as: [ YAML | JSON-LD | RDF/Turtle ]

Search Table

Search table ...

Ontology Domains: Group By Domain Hide Inactive Hide Obsolete
Upper
ID~  Title ~ Description Quick Access Re-Use ~  Social
bfo Basic Formal Ontology The upper level ontology upon which OBO Foundry fa) | 4o l Olm | RN (D) sv Qstars 207

ontologies are built.

cob Core Ontology for Biology COB brings together key terms from a wide range of OBO O |4 ‘ o |0|m | (OEE=Tm () stars 26
and Biomedicine projects to improve interoperability. .
ro Relation Ontology Relationship types shared across multiple ontologies v R o I O|lm ‘ Q) stars 68
Agriculture
ID ~  Title ~ Description Quick Access Re-Use ~  Social
agro  Agronomy Ontology of agronomic practices, agronomic techniques, and e} l Lo l Olm|m Q) stars 36
Ontology agronomic variables used in agronomic experiments

Figure 3.12. OBO Foundry website landing get'’

4.6.3 OntologyDesign Pattern .org (ODP)

Ontology DesignPattern (ODP) is a dedicated repository for design patterns and ontology
modules following the patterd$® The repository is run by the Association for Ontology
Design and Patterns (ODPA).

2 Login
discussion view form | | history
Community:PharmaceuticalProducts Composition
PharmaceuticalProducts Composition
Title: lical Product C
navigation
N o Description: The pharmaceutical products or drugs are chemical products by a set of it
= ODPA The ingredients are substances in a concrete dosage. The ingredients are divided in one main ingredient (mainly an active ingredient) and a set of excipients (other ) The drugs are
® List pattems uniques based on their concrete composition.
el I checked the Parts and Collections patterns, but ' not pretty sure to use the Composition or Constituency in this case
Modeling Issues
® Domains Diagram (this article has no graphical representation)
= Training
= Events About
coniribute
= Submit a pattern Users GermanHerreroCarcel
= Submit an exemplary Domains Pharmaceutical, Healthcare
o] Competency Questions Which is the of a specific ical product?
= Post a modeling issue
= Review a pattem Which phar products are by Iby fen? Which product are by less of 1 mg ?
e °°"’:"’"‘ sbout oy Scenarios The Pharmaceutical product *Espidifen 600 mg" has the following composition:
portal
= Roquest an ODP As active ingredient: 600mg Other ingredients or excipients: 30 mg (E951), 1, 340 g Sucrose, bicamomate sodium, Sodium sucrose,
account mint and anise.
help | Proposed Solutions (OWL files)
® About ODP || Related patterns

Figure 3.13.0DP website landing pag#
4.6.4 Prefix

Prefix is a namespace lookup service, which can be seen as a kind of vocabulary difectory.
It is used to search for prefixes that are used in OWL, RDF, and SKOS files.

118 hitp://ontologydesignpatterns.org/
118 http://prefix.cc/
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prefix.cc

namespace lookup for RDF developers

foaf “ look up |

examples: foaf foaftknows dcfoaf rdfs,dc, foaf,geoc.spargl httpi/xmin: ffoafi0.1/name

popular latest about json-ld | prefix.cc

oo oo |
Figure 3.14. prefix website landing pad®

4.6.5 AgroPortal

AgroPortal is used to publish ontologies and other types of semantic artifacts such as controlled
vocabularies, thesauri, and taxonom®slt focuses on agricultural and environmental
ontologies.

O AgroPortal

Welcome to AgroPortal,

The home of ontologies and semantic artefacts in agri-

food and related domains.
AGROVOC
146 Visits

Search an ontology or a term (e.g., plant height)

Do you want to share an ontology?

Uploading an ontology or another type of semantic artefact (vocabulary, terminology, thesaurus, ...) is a way of sharing your knowledge with others.

By uploading and sharing your ontology to AgroPortal, you can

(@ Discover new insights and knowledge by exploring other © Contribute to knowledge sharing and semantic
ontologies or smeantic resources in the repository. interoperability in your domain.

© Map your ontology to other relevant ones in the domain © Get feedback and suggestions from other users who can
and collaborate with other users. use and comment on your ontology.

Figure 3.15.AgroPortal website landing pa¢@

120 hitps://agroportal.lirmm.fr/
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4.6.6 Linked OpenVocabularies(LOV)

LOV is a collection of linked vocabularies and ontologies from various domains. It emphasizes
on semantic web standarts.

| [
1 VOCABS TERMS AGENTS SPARQL/DUMP

Linked Open Vocabularies

842 Vocabularies in LOV Latest insertion
00: 000 o edifact-o - EDIFACT
o0 ede 0%, o Ontology

5

o % o0, %5 925 % 2024-02-20
°° .° '.'..;-o 9,
tro - Transparent Relations
Ontology

2024-02-20

icb - isCharacterisedBy
ontology design pattern
2024-01-10

ocmy - OntoUML/UFO

Figure 3.16.LOV website landing page

121 https://lov.linkeddata.es/dataset/lov
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Summary of study unit 3

Ontologies are structured representations of domain knowledge, defining relationships between
concepts or classes. They provide a common understanding, enhancing data integration,
interoperability, andnformation retrieval. Controlled vocabularies standardize terminology,
ensuring consistent and clear communication. Ontology repositories store and manage
ontologies, offering features like version control and search capabilities. They facilitate
collaboition and reuse, promoting consistency and reducing redundancy. The Web Ontology
Language (OWL) standardizes wkhsed ontologies with constructs for detailed domain
descriptions, supporting reasoning and inference. The Simple Knowledge Organization System
(SKOS) standardizes controlled vocabularies, promoting interoperability and data sharing.
Tools like Protégé and BioPortal aid in creating, validating, visualizing, and sharing ontologies,
effectively managing ontological data.

Additional resources

For more resources in this section please consider the following:

A https://cambridgesemantics.com/blog/semantiiversity/intresemantie
web/towardghe-semantieweb/
https://excel2rdf.readthedocs.io/en/stable/Introduction/
https://www.w3.0rg/OWL/

https://www.w3.org/wiki/Ontology repositories

A
A
A
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Preamble

This module covers an introduction to access control which
is a method of guaranteeing the safety of sensitive and

Introduction to Access Contr¢

A Definition of Access

A I(?r?n;rr?;n ce of Access confidential data. The importance of access control and its
Col?nrol types are also covered. We will loak the data privacy,
A TreEs G Aeres Sl personal data protection and the accompanying regulations
A Dirt)aPrivac briefly. Finally, we look at a case on the implementation of
T —— D);t 2 Protection 2CC€SS control by VODAMTfrica to demonstrate the real
A life use.
A Example of Access
Control in VODAN -
Africa Learning outcomes of stud
Study unit duration unit 4

This study unit requrires  Uponcompletion of this study unit, you
minimum of 3 hours of forma should be able to:

study time. ‘\
4.1 Understand the concept of access
You may spend an addition control and security. .
2-3 hours on revision. 4.2 Explain the types of access control.

4.3 Explain the personal data protection

and regulations.

4.4Discuss the steps to ensure access control.
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Acronyms

ABC Attribute-Based Access Control

CCPA California Consumer Privacy Act

DGA Data Governance Act

DAC Discretionary Access Control

HER Electronic health records

ePHI Electronic protected health information

FIP FAIR Implementation Profile

FAIR Findable, Accessible, Interoperable, and Reusable
LGPD General Data Protection Law

GDPR General Data Protection Regulation

HIPAA Health Insurance Portability and Accountability Act
IdP Identity provider

ITU-T International Telecommunication Unieffelecommunications
MAC Mandatory Access Control

MVP Minimum Viable Product

ODRL Open Digital Rights Language

PDPA Personal Data Protection Act

Pl Personally identifiable information

PHI Protected health information

RDF Resource Description Framework

RBAC Role-Based Access Control

RFC Request for Comment

SSO Single SigrON

VODAN Value-Driven Ownership of Data and Accessibility Network

OWL Web Ontology Language
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5.1What is data access control?

Access control is a crucial security technique that enables the regulation of who or what can
view or use resources within an organization or data systet?® It provides a systematic
approach to manage, monitor, and maintain access to a system or data, whether physical or
logical }?# Logical access control restricts connections to computer networks, system files, and
data. This is achieved through the identification, authentication and authorization of users and
entities, which is evaluated based on login crederifialglentification is the process of
recognizing who the user is, e.g., username. Authentication verifies the identifier; this may
include passwords, personal identification numbers, biometric scans, security tokens, or other
authentication factors. Once aettticated, authorization checks the permissions the user has.

It is important to note that the measures for access control should be proportionate to the type
of data and confidentiality involved. Stricter access control and security can make it more
challenging for legitimate users to gain access. Implementing access control while adhering to
the FAIR principles involves balancing data sharing with appropriate restrictions to protect
sensitive data.

According to the International Telecommunication Uniofielecommunications (IT),

access control i's defined as AThe preventi or
prevention of wuse of a resour ce nderscositheunaut
central role of access control in computer security. The primary objectives of computer security

are threefold: to prevent unauthorized users from accessing resources, to prevent legitimate
users from accessing resources in an unauthorizethen, and to enable legitimate users to

access resources in an authorized manner.

In a broader perspective, access control is at the heart of all computer security. This is echoed
in RFC 2828 (Internet Security Glossarya document that provides definitions and
explanations of terms related to internet security), which defines conspateity that assures
security in computer systems by assuring the access control sétvites highlights the
importance of access control in implementing and assuring security services within a computer
system.

The implementation of access control is based on a security policy that specifies who or what
(for instance, in the case of a process) may have access to each specific system!f&source
Furthermore, it also defines the type of access that is permitted in each instance. This policy
driven approach ensures that access control is tailored to the specific needs and risks of each
system resource, thereby enhancing the overall security ofghaization or data system. The
purpose of access control is to manage entities like individuals, processes, machines, data, or
other system resources. It encompasses features that determine file read permissions, program
execution rights, and data shayiamong different entities.

122 hitps://en.wikipedia.org/wiki/Access control
123 hittps://www.microsoft.com/ens/security/business/securitp) 1/whatis-accesscontrol
124 https://www.fortinet.com/resources/cyberglossary/accessrol

125 hitps://www.cs.colostate.edu/~massey/Teaching/cs356/RestrictedAccess/Slides/356lecture06. pdf
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\ Application /
\ Middleware /

Operating system /

\ i

Figure 4.1. Access controls at different levels in a systém

Figure 4.1 is taken from chapter 4 of the second edition of Ross Anderson's Security
Engineering book?°In the book, access control can be defined at different levels in a system
(Figure4.l), these levels are:

A Applicationlevel access control
A Middlewarelevel access control
A OSlevel access control

A Hardwarelevel access control

Each level requiredifferent kinds of solutions, which has been specified in chapter 4 of the
book12°

A Application-Level Access Control:The access control mechanisms visible to users at
the application level can express intricate and multifaceted security policies. This could
range from a simple set of rules to a dense network of rules and options governing who
can view, copy, and searspecific data from whom.

A Middleware-Based Access Control: Applications often build upon database
management systems, which enforce various protection properties. For example,
database software specifies access controls, determining which dictionaries a user can
select and which procedures they can execute.

A Operating System Middleware and Resource ControlThe middleware leverages
facilities provided by the underlying operating system. It constructs resources like files
and communication ports from lowkvel components, thereby assuming the
responsibility for providing access control mechanisms for thessmirces.

A Hardware-Based Operating System Access ControlsFinally, the operating
systembébs access controls often rely on he
associated memory management hardware. These controls dictate which memory
addresses a given process can access.

5.1.1 whyis access control important?

The main objective of access control is to reduce the potential security threats caused by
unauthorized entry into systems, including databases, and ensuring that private and sensitive
information is not seen by unauthorized people. It is a crucial compoha comprehensive
security framework that safeguards the privacy and confidentiality of sensitive information,

126 hitps://www.cl.cam.ac.uk/~rjal4/Papers/SEa%.pdf
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including patient data. To achieve this, it is necessary to establish appropriate infrastructure
and protocols that restrict access to networks, computer systems, applications, files, and any
data that may be considered confidential, such as personafiiffimde information and
intellectual property. Generally, access control measures focus on managing information and
the systems responsible for processing it. While providing access to data promotes
collaboration, innovation, and trdstilding, there isa potential risk of compromising data
privacy by exposing sensitive information.

5.1.2 Acces<Lontrol Elements

Access control is the process of determining what actions or operations a subject (user or entity)
can perform on an object (resource or data) based on the access rights assigned to the subject.
The three elements of access control*afe:

A Subject the entity (user, process, or system) that is attempting to access or perform an
action on an object. Subjects are typically associated with specific roles or identities
within an organization. For example, an employee, an administrator, or a guest.

A Object: the resource or data that is being accessed or acted upon by the subject. Objects

can include files, databases, network services, or physical assets.

Access Right:the permissions or privileges granted to the subject for accessing or

manipulating the object. Common access rights inclétle:

o Read all ows the subject to view the obj
o Write : permits the subject to modify or create content

0 Execute enables thsubject to run programs or scripts

o Delete grants the subject the ability to remove the object

>

To effectively control access, it is essential to define and manage the above three elements
appropriately. By managing these elements effectively, organizations maintain security,
privacy, and operational integrity.

5.1.3 Types of access control

There are several types of access control methods that can be used to secure resources and
restrict access to authorized individuals. Here are some common types ofcactess

Discretionary Access Control (DAC):DAC assigns privileges based on rules specified by
userst?® File systems often default to DAC, allowing file creators to set access control
parameters for othet$? Users maintain control over these settings and can modify them as
needed. For example, Windows and macOS file systems follow DAC principles, where the
user who creates a file automatically becomes its owner and can view, edit, and share it at their
discrdion. Its benefits are 1) flexibility as DAC allows resouspecific access assignment,
making it suitable for small companies with varying roles, and 2) decreased IT burden as users
manage access parameters, relieving IT tédhdowever, it also has some drawbacks such

as a lack of centralized management that can lead tetéongissues$®°

127 hitps:/iwww.m
chair.de/images/documents/teaching/Lectures/SS_24/INKO/Lectures/03 AccessControl_20240415.pdf

128 hittps://westoahu.hawaii.edu/cyber/bpsactices/bespracticesweekly-summaries/accessontrol/
129 hittps://jumpcloud.com/blog/differertypesaccesscontrol
130 https://butterflymx.com/blog/accessntrokmodels/
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Discretionary Access Control (DAC)

=

>

Owner / Object

Specified user with access

Figure4.2. Access control based on DEE

How DAC works:132

1 Each object has an owner who can set access permissions
1 Owners can grant or revoke access to other users
T Common in file systems and personal folders

Mandatory Access Control (MAC): MAC provides topnotch security but is complex to
implement'33 It enforces access based on predefined rules set by administrators or security
policies. For example, often used in higgcurity environments, such as government systems.
The advantage of MAC is rigorous control over data access, preventing unauthotiaed.

The challenge is that it requires careful configuration (manual burden) and ongoing
maintenancé®

131 https://blog.nortechcontrol.com/whstaccesscontrol
182 https://delinea.com/blog/accessntrokmodelsmethods

133 https://butterflymx.com/blog/accessntrokmodels/
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Object/Resources

Privilege Levels

Figure 4.3. access control based on MAC

How MAC works :134

1 Each subject (user or process) and object (resource) is assigned a security label (e.g.,
classification level)

T Access is granted based on predefined rul
objectds | abel

T Commonly used in military and government environments

Role-Based Access Control (RBAC)RBAC assigns permissions based on predefined roles.
Users are grouped into roles, and access rights are associated with those rol&sn@mis

and Linux environments use a similar approach by creating groups. In these environments,
each group has its own set of permissions, and users are assigned to specific groups based on
their role'? It is well-suited for organizations of varying sizes in terms of flexibility. For ease

of administration, it simplifies access management by grouping users into roles. However, the
initial setup requires thoughtful role definition and assignment. RBAGsamith its risks and
limitations, including role expansion and granularity issues.

134 Aftab, M. U., Hamza, A., Oluwasanmi, A., Nie, X., Sarfraz, M. S., Shehzad, D., ... & Rafig, A. (2022).
Traditional and hybrid access control models: a detailed suBesurity and Communication Netwqgrke22
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Role-Based Access Control

Users are assigned to roles Roles define authority level Permissions are authorized
for specific roles

Admin assigns users A S 3
to appropriate roles ’

[\

7\’1\

AN/

v

Figure 4.4. access control based on RBAT

How RBAC works: 134

T Users are associated with specific roles (e.g., administrator, employee, guest).

1 Each role has a set of permissions

T Access is granted based on the useroés rol
1 Widely used in enterprises to manage access efficiently

Attribute -Based Access Control (ABAC): ABAC considers various attributes (user
attributes, resource properties, environmental conditions) to determine.deoksies are

based on attribute values. The benefit of ABAC is its dynamic and contextual behaviors that
allow fine-grained control based on specific condigéttFor example, ABAC is used in cloud
environments, dynamic access scenarios. However, it is complex as it requires defining policies
based on attributeg®

Bnttps://www.dnsstuff.com/rbags-abacaccesscontrol
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Attribute-Based Access Control

Resource attributes

C()Y Creation date

;" Resource owner
| ¢()) Data sensitivity |

User attributes Environmental attributes
B 1 Name G ’ Access time
( ) I . ~ ";
\ K / ) CO)Y Role — A 0 ()4 Datalocation
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» \_J ) Security clearance ) Threat levels

Figure 4 5. access control based on ABAT

How ABAC works:134

A Users have varying access needs based on context (e.g., access dwfiiernours vs.
off-hours)

A ABAC policies consist of Boolean functions that dynamically adapt to changing
organizational rules

A Before granting access, ABAC checks whether all request attributes align with
predetermined rules

Alf all attributes collectively comply with
permission

Additional resources

For more resources in this section please consider the following:

https://firewalltimes.com/discretionaryaccesscontrol/
https://www.ionos.com/digitalguide/server/security/whais-mandatoryaccesscontrol-mac/
https://www.strongdm.com/rbac
https://www.securityscientist.net/blog/accesbasedaccesscontrol/
https://satoricyber.com/dataaccesscontrol/data-accesscontrol/

I > > > D

5.2 Access Control in Semantic Technology

Access control types can be used in conjunction with the Open Digital Rights Language
(ODRL) to provide finegrained access control and permissions management in semantic
technology. Access control types define the various levels or types of access that can be granted
to users or entities. These types can range from basic read and write permissions to more
complex access levels like execute, delete, or modify. Semantiwotegies, such as RDF
(Resource Description Framework) and OWL (Web Ontology Language), provide a
framework for representing and reasoning about knowledge. By leveraging these technologies,
we can define access control policies using semantic annotatiomslogies.
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The ODRL is a standard language for expressing permissions, obligations, and constraints
related to digital content and services. It provides a way to specify access control policies in a
machinereadable format. To integrate access control types with QReLcan use semantic
annotations to represent the access control types defined in the ontology. For example, we can
define an access control type "Read" and annotate it with semantic properties like "rdf:type”
and "owl:subClassOf" to establish its relasbip with other access control types. We can use

the ODRL vocabulary to express the access control policies using the defined access control
types. ODRL provides a set of classes and properties that can be used to describe permissions,
obligations, and auwstraints. By referencing the defined access control types in the ODRL
policies, we can create granular and expressive access control rules. ODRL provides a
framework for describing permissions, obligations, and constraints related to the usage of
digital content!3®

The key components of ODRL.:

1. Assets These are the digital resources that are being protected or managed, such as
videos, images, or documents

2. Permissions These define what actions can be performed on the assets, saal,as
write, copy, or print

3. Duties: These represent obligations or requirements that must be fulfilled when
performing certain actions. For example, a duty might require payment before granting
access to a premium asset

4. Constraints: These are additional conditions or limitations that can be applied, such as
specifying the geographical region where the asset can be accessed or the time/period
during which it can be used

Here's an example of an ODRL policy expressed in JSON format:

{
"uid": "policyl1",
"profile”: "http://www.w3.org/ns/odrl.jsonld",
"permission™: [{
"target": "http://fexample.com/assets/videol",
"action": "play"
1,
"constraint": [{
"target": "http://fexample.com/assets/videol",
"refinement": "dateTime",
"leftOperand™: "2019 - 01- 01T00:00:00Z",
"rightOperand": "2019 -12-31723:59:597",
"operator": "eq"
1
}

136 hitps://www.w3.org/TR/odrmodel/
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RDF Turtle Format:

# Define namespaces
@prefix odrl: <http://www.w3.org/ns/odrl.jsonld> .
@prefix ex: <http://example.com/assets/> .

# Policy

ex:policyl rdf:type odrl:Policy ;
odrl:uid "policyl" ;
odrl:profile odrl:odrl21 .

# Permission

ex:policyl odrl:permission ex:permissionl .

ex:permissionl rdf:type odrl:Permission ;
odrl:target ex:videol ;
odrl:action odrl:play .

# Constraint

ex:policyl odrl:constraint ex:constraintl .

ex:constraintl rdf:type odrl:Constraint ;
odrl:target ex:videol ;
odrl:refinement odrl:dateTime ;
odrl:leftOperand "2019 - 01-01T00:00:00Z" ;
odrl:rightOperand "2019 -12-31T723:59:597" ;
odrl:operator odrl:eq .

In this example, the policy grants permission to play the video with the ID "videol".
Additionally, there is a constraint that restricts access to the video only within the specified
time range (from January 1, 2019, to December 31, 2019). ODRL provitliesilde and
interoperable way to manage digital rights, allowing content creators and distributors to define
and enforce policies for their digital assets.

To summarize, using access control types in semantic technology along with the ODRL allows
us to create sophisticated access control policies that can be easily interpreted and enforced by
machines. The semantic annotations provide a flexible and exeefrsitsiework for defining

access control types, while the ODRL standardizes the expression of access control policies in
a machineeadable format.

5.3 Data privacy

Data privacy is the core principle that gives individuals the authority to manage their personal
data®®’ A few key aspects of data privacy that enable individuals to manage their data include
transparency, awareness, informed consent, and the right to access and control over their
personnel dataData privacy involves the ability to determine how organiretigather, store,

and utilize this data. Companies regularly collect user details like email addresses, biometrics,
and credit card numbet® To uphold data privacy, organizations follow measures like
obtaining user consent before handling data, protecting data from misuse, and empowering
users to actively control their information. Legal responsibilities, such as data regulations,

137 hitps://www.ibm.com/topics/datgrivacy
138 hitps://www.cloudflare.com/learning/privacy/wkistdataprivacy/
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strengthen the rights associated with data privacy. Setting up access control mechanisms
protects from information breaches by unauthorized people and thus helps to ensure data
privacy!*® Data privacy should be given high priority because failing to comply with it could
cause loss, or even publication, of personal data.

Data privacy can be considered part of data governance, which requires organizations to
understand what data they capture, where they store it, how their data flows work, and how
they use the dat4® This allows organizations to ensure data integrity and build trust in their
data infrastructure.

Data privacy and data governance are closely aligned. Data governance frameworks and
practices help establish the necessary controls and processes to ensure dat¥prilEcy.
includes defining policies and procedures for data handling, access controls, and data
classification. A data classification policy is a detailed strategy that is employed to classify the
stored information of a company according to its level of iieitg. 14> The purpose of this

policy is to ensure that the information is handled appropriately and to minimize any potential
risks to the organization. By implementing a data classification policy, sensitive or confidential
data can be identified and safeguardsihgi a set of guidelines, methods, and protocols for
each classification categol{? Data classification policy contair$?

>

Purpose explains why data classificationnse c essary (e. g., based
value, and criticality)

A Scope defines the type of data to be classified
A Roles and Responsibilitiesdefine the role related to data classification (e.g., data
owner, Data Custodians)
A Procedure and Guidelines detail the processes for data classification. These include:
o Review and Categorization Assess data collected by each department or
division
o Assignment of Classification LabelsLabel data based on its potential impact
level

o Data Compilation: Ensurecompiled data is classified securely

o Data Classification Coordinatiort Consistently classify and protect shared
data

o Data Classification Compliance Secure high and moderate impact data
according to regulations

o Data Access GuidelinesDevelop guidelines for each classification label

Data privacy is also considered a part of data protection (RHgéyevhich handles sensitive

data such as personal data. Personal data encompasses any data that pertains to a recognized or
identifiable individual who is alivé!* If multiple pieces of information are gathered and can

be used to identify a particular person, they are considered person4f data

139 hitps://www.paloaltonetworks.com/cyberpedia/acamssrol

140 hitps://atlan.com/datgovernancdor-dataprivacy/

141 Data Governance Frameworks: Definition, Importance & Examples (techrepublic.com)

142 hitps://securityboulevard.com/2020/11/wib-dataclassificationpolicy-andwhy-its-importantto-keepit-

up-to-date/
143 hitps://lwww.netwrix.com/data_classification policy template.html

144 https://commission.europa.eu/law/laapic/dataprotection/reform/whapersonaldata_en
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Data Protection

Traditional Data Protection Data Security Data Privacy T'.me!Y:
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Figure4.6. The three categories of Data Protectitn

In practical terms, data privacy primarily involves managing the access control process and
sharing of data, as well as adhering to data policies and relesguiations. Imagine a
hospital s electronic health records (EHR)
medical history, diagnoses, treatments, and personal identifiers.

A Control: Access to EHRs should be restricted to authorized healthcare professionals
(doctors, nurses, etc.). Rdbased access ensures that only relevant staff can view
specific patient records.

A Sharing: When transferring patient data to another hospital for a referral, secure
channels (encrypted emails or direct connections) must be used.

A Regulations Compliance with HIPAA (Health Insurance Portability and
Accountability Act) is crucial. Violations can result in hefty fines.

5.3.1 Data Privacy and Data Security
Table4.1 illustrates the relationship and distinctions betweata privacyanddata security.

Table 4.1: Data privacy vs. data security

Functionalities Data Data
Privacy | Security

Access control 0] 0
Integrity of data O @)
Accountability O @)
Ensuring the confidentiality and availability of all data @)
Authorization and data encryption @)
Prevent data breaches and defend against malicious attacks @)

Focuses on information about individuals O

Determine what types of Personally Identifiable Information (| O
may be collected, about whom, to wiextent, and what can [
done with it

145 hitps://www.snia.org/education/whistdataprivacy
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While they share common ground in some areas, they diverge significantly in others. In
essence, privacy cannot exist without security. Here are the key points:

A Overlap and Distinction:
o Overlap: Data privacy and data security intersect on certain aspects, such as
protecting sensitive information.
o Difference: Privacy focuses on controlling access and handling data according
to policies, while security encompasses broader protection measures.
A Privacy Policies:
o To achieve data privacy, organizations require a comprehensive set of privacy
policies.
o0 These policies cover data collection, processing, portability, retention, and
deletion.
A Authorization and Functionality:
o Data privacy is meaningless without proper authorization to access sensitive
data.
o Ensuring functionality involves balancing privacy and security.
A Shared Responsibility:
o Both data privacy and data security professionals play a crucial role in
safeguarding sensitive information.

Autonomy
Intimacy

Seltdetermination

Private

/4 Choice
/ Consent
Control

Information

T Security Legitimacy

Transparency
Accountability

Integrity
Avadlability

Figure 4.7. Conceptual relations between private sphere, data protection and information
security#®

6 yan Lieshout, M. (2016). Privacy and Innovation: From Disruption to Opporturitas. Protection on the
Move: Current Developments in ICT and Privacy/Data Prote¢ti@%212.
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Securityapplies to all forms of information, regardless of whether it contains personally
identifiable information (PII) or not. The critical factor is whether the data is personally
identifying, which then dictates the appropriate level of securitydBd to its sensitive nature,
demands the highest security standards. However, privacy encompasses a wider set of
obligations than security, including:

A Data lifecycle the data lifecycle for any type of data, including personally identifiable
information (PII), starts with a wetlefined purpose for collecting user data. It then
outlines how the data is handled, from its initial collectiomventual deletion. This
includes how long the data will be stored.

A Data ethics Ethics extend beyond lawfulness and compliance with data privacy
regulations. Ethical behavior towards personal data includes transparency, openness,
and fairness regarding how that data is handled.

A Data quality: While ensuring the accuracy of user data is not solely the responsibility
of data professionals, their role is vital to maintaining data privacy. For example, if
patient records are not up to date, test results could go to the wrong person.

Additional resources
For more resources in this section please consider the following:

A https://www.talend.com/uk/resources/datavacy/
A https://www.techrepublic.com/article/dat@vernancesecurityandprivacy/

5.3.2 Personaldata protection

Personal Data, also known as Péfers to any information that can be used to distinguish or
trace the identity of an individual. This includes data such as:

A Name
A Social security number
A Biometric records

Additionally, personal data can also include information that, when combined with other
personal or identifying details, becomiedked or linkableto a specific individual. Examples
of such linked information includg?®

A Date and place of birth
A Mot her s maiden name

Data privacy plays a cr uAcosslthe glabé, personal ddtao d ay 6 S
such as credit card details or health informatias governed by data privacy law¥.In the
foll owing discussion, weoll explore some of

5.3.3 DataRegulations

Data regulations, also known data protectiomr privacy regulations, are essential legal
frameworks that govern the handling of personal #&t&ihese regulations aim to safeguard
individual so privacy rights and e safong. e res

147 https://www.talend.com/uk/resources/datavacy/
148 https://www.dataversity.net/whatre datarequlations/
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Organizations meet several industry regulations and standards, including the most widely
discussed data privacy laws: GDPR, CCPA, HIPPA, PDPA, DGA, and others.

GDPR: The General Data Protection Regulation (GDPR) is the first comprehensive regulation
related to data protection and privacy. GDPR has been termed the golden standard for data
protection regulation, leading many countries to develop their data proteegolation by
adopting GDPR. The regulation's primary aim is to give individuals control over their personal
data while imposing strict guidelines on those who host and process this data, including
businesses and public entities. GDPR gives individttasright to determine what data
organizations can store about them, allows individuals to request that organizations delete their
data, and the right to receive notifications of data breaches. Noncompliance may result in hefty
fines and legal actioH?

Controller Processor

Key GDPR
roles

Supervisory Data Protection
Authority Officer (DPO)

Figure 48. Roles othe GDPR0

A Origin: European Union (EU)
A Effective Since: May 25, 2018
A Main Purpose:
o Notice: Inform users about dgteotection policies.
o Choice and Consent: Provide options for data use.
0 Access and Participation: Ensure secure data access.
o Integrity and Security: Prevent unauthorized access.

149 hittps://commission.europa.eu/law/ldepic/dataprotection/datgrotectioneu_en
150 hitps://advisera.com/articles/keglesdefinedin-eu-gdpr
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o Enforcement: Align with regulatory compliance.
Additional resources
Formore resources in this section please consider the following:

A https://www.wired.com/story/whas-gdpruk-eulegislatiorcompliancesummary
fines-2018/

CCPA: The California Consumer Privacy AG€CPA is a statdevel regulation in the United

States. It enables California residents to ask organizations what personal data exists about them,
delete the data on request, and find out what data has been given to third parties. These
measures apply to conser data gathered within the state of Califoffita.

Origin: United States (specifically California)
Effective Since: January 1, 2020
Main Purpose: Enhance privacy rights and consumer control over personal information
Applicability: Businesses collecting or selling personal information of California
residents
Key Requirements:

o Provide notice of data collection

o Allow opt-out of data sales

o Implement reasonable security practices

0 Response to customer

Additional resources

For more resources in this section please consider the following:

> D> > >

A https://www.csoonline.com/article/565923/califorti@nsumeprivacy-actwhat
you-needto-know-to-be-compliant.html

HIPAA : The Health Insurance Portability and Accountability Act (HIPAA) is a federal law
enacted in 1996 in the United Statedt aims to protect the privacy and security of individuals'
health information and establishes standards for the electronic exchange of healthcare
information. HIPAA applies to healthcare providers, health plans, and healthcare
clearinghouses that hangieotected health information (PH#H?

151 hitps://www.oag.ca.gov/privacy/ccpa
182 hittps://www.cdc.gov/phlp/publications/topic/hipaa.html
153 hittps://www.hipaajournal.com/whdoeshipaaapply-to/
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To ensure compliance with HIPAA, organizations must implement safeguards to protect PHI,
including administrative, physical, and technical meast¥edhey must also provide
individuals with notice of their privacy practices and obtain their consent before using or
disclosing their PHI.

Origin: United States (specifically California)
Effective Since: April 14, 2003
Main Purpose: Safeguard health information privacy and security
Applicability: Healthcare providers, health plans, and business associates in the United
States
Key Requirements:
0 Regular risk assessments
o Controlled access to electronic protected health information (ePHI)
o Staff education on HIPAA compliance
o0 Third-party compliance alignment

> D> > >

PDPA: ThePersonal Data Protection Act (PDPA)s a crucial law governing the collection,
use, and disclosure personal databy private organizations. Here are some key points about
the PDPA!®®

Origin: Singapore
Effective since: July 2, 2014
Mai n Purpose: protect I ndi vidual sé priva
handle their personal data
Key Requirements:
o Consent: Organizations must obtain consent before collecting, using, or
disclosing personal data
o Purpose Limitation: Personal data should only be used for specified purposes
o0 Access and Correction: Individuals have the right to access and correct their
personal data
o0 Protection Measures: Organizations must implement security measures to
safeguard personal data

> >

>

154 hitps://www.hhs.gov/hipaa/feprofessionals/security/lawegulations/index.html

155 hitps://www.pwc.com/sg/en/persordetaprotection.html
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DGA: refers to the European Union's Data Governance Act (DGA), which is a key piece of
legislation designed to create a framework for data governance in thé EU.

A Origin: EU

A Effective Since: June 23, 2022

A Main Purpose: DGA aims ttacilitate the sharing and reuse of data across the EU,
promoting a single market for data. It focuses on ensuring that data can be shared in a
secure and efficient manner while respecting privacy and confidentiality

A Applicability: applies to a wide range of entities within the EU, including public sector
bodies, data intermediaries, data altruism organizations, and private sector entities
involved in data sharing and reuse. By setting a framework for secure anehéfiizia
transactions, the DGA aims to foster a robust data economy while safeguarding data
protection and privacy

A Key requirements:

Compliance with GDPR

Registration and certification

Transparency

Clear communication

o Public awareness

5.3.3.10ther DataRegulations

Brazil, India, and China have recently introduced data protection laws, reflecting a growing
global trend. These laws are highly motivated by the GDPR.

LGPD: Gener al Data Protection Law (LGPD) i s B
regulation, which came into force @eptember 18, 202The LGPD broadly aligns with
the EU General Data Protection Regulation (GDPRY].It aims to regulate and protect
per sonal information within Brazil és borders

© O OO

Proposed Data Protection Legislation India is in the process of formulating its data
protection framework. The proposed legislation draws inspiration from the GDPR and reflects

a growing awareness of privacy rights. Whi |
commitmenttosaffuar di ng citizensd6 data privacy.

Data Security and Cybersecurity Laws Although China had existing laws related to data

privacy, it recently enacted its first comprehensive data privacy and protection laws. These

laws address data security and cybersecurity concerns, emphasizing the protection of personal
information.4 EA ET &£ OAT AA T £ OEA '$02 AAT AA T AOAOC
A0 A T TAAT &£ O AOOOI i EUAGEI™ AAOGAA 11 #EET AS
5.3.3.2Changesn Regulatory Frameworks

Variations of data principles and trends of data protection regulations require data handlers to
be aware of the changes in regulations and standards. For example, the implementation of open
data policies vary significantly. For example, the United Statesiotes open data through
initiatives like Data.gov, which encourages federal agencies to make their data accessible to
the public. Conversely, countries like China have more restrictive approaches due to concerns
over data security and sovereignty, engiiag state control over data dissemination. The
differences in regulations are also reflected in the application oF&I® principles; in the

156 https://digitatstrateqy.ec.europa.eu/en/policies/dataernanceactexplained
157 hitps://www.dlapiperdataprotection.com/index.html?t=law&c=BR
158 hitps://liapp.org/news/al/identifyinglobalprivacy-lawsrelevanidpas/
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European Union, projects funded by Horizon 2020 are required to develop data management
plans that align with FAIR principles. In contrast, in some developing countries, the
implementation of FAIR principles is still in early stages, often hindered bytelimi
technological infrastructure and regulatory support.

As mentioned above, The General Data Protection Regulation (GDPR) sets a strict standard

for data protection and is often considered a golden standard around the world. However, non

EU countries have developed their own data protection laws that reflactigtural and social

nor ms. For instance, |l ndonesi ads Personal D a
GDPR but adapts certain provisions to meet local conditions. Organizations must navigate
these differences to ensure compliance in inteynat projects.

Navigating the complexities of varying regulatory frameworks requires diligent research,
strategic planning, and ongoing compliance efforts. By understanding and respecting the
differences in regulations across jurisdictions, organizations can not orlycentine efficacy

of their projects but also maintain the integrity and legality of their operations. The dynamic
nature of regulatory landscapes needs a proactive approach to regulatory compliance,
emphasizing the importance of staying informed and abipta a rapidly evolving global
market.

Additional resources
For more resources in this section please consider the following:

A https://blog.exactbuyer.com/post/compariafaprivacy-regulationsin-different
countries

5.4 Federated Access Control

Federated Access Control is a method of managing access to resources across multiple systems
or organizations. It allows users from different domains or organizations to access resources in
a secure and controlled manner, without the need for separatacasents in each system.

With Federated Access Control, the authentication and authorization processes are
decentralized. Instead of relying on a single central authority, each participating system or
organization retains control over its own user accowamd access policies. When a user
attempts to access a resource in a different system, the federated access control system
facilitates the authentication and authorization process between the user's identity provider and
the resource provider.

The steps involved in a typical Federated Access Control process are as follows:

1. The user requests access to a resource in a remote system or organization.
2. The remote system redirects the user to their own identity provider (IdP) for
authentication.

3. The user authenticates with their IdP, which generates a security token or assertion that
includes information about the user's identity petmissions.

4. The user's IdP securely transmits the security token or assertion to the remote system.

5. The remote system verifies the security token or assertion, ensuring its validity and
authenticity.

6. Based on the information in the security token, the remote system determines whether
to grant or deny access to the requested resource.

7. If access is granted, the user is authenticated and authorized to access the resource.
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By using Federated Access Control, organizations can simplify user management, reduce
administrative overhead, and enable secure collaboration between different systems or
organizations. It also allows users to access resources seamlessly, without tbesegedate
aCCOtfsr\J?ngd credentials in each system they interact with.There are two things that need to be
clear

A Single SigrOn (SSO) Enables users to access multiple applications with a single set
of login credentials. With SSO, users only need to authenticate once, typically using a
username and password, and then they can access multiple applications without having
to provide theircredentials again. SSO simplifies the login process for users and
improves security by reducing the need for multiple passwords. It is commonly used in
organizations to streamline access to various systems and applications, bothyinterna
and externally.

A Federated ldentity: Federated identity refers to a mechanism that allows users to
access multiple systems or applications using a single set of credentials. It enables users
to authenticate themselves with one identity provider and then use that authentication
to access vasus services from different organizations or domains. This eliminates the
need for users to create and manage multiple accounts and passwords for different
systems. Instead, the identity provider verifies the user's identity and prak&es
necessary credentials to the service providers, enabling seamless and secure access
across different platforms.

Additional resources

For more resources in this section please consider the following:

A https://www.fortinet.com/resources/cyberglossary/federmtedtity
A https://learn.microsoft.com/ams/azure/architecture/patterns/federatbshtity
A https://www.descope.com/learn/post/federadathentication

5.5 Ensuring VODAN-Africa Access Control

We will give you an example of access control in VODARNica. Value-Driven Ownership

of Data and Accessibility Networkfrica (VODAN-A) places significant emphasis on data
access control to ensure findability and accessibility of health'®¥at¥¥DDAN-A aims to
contribute to the implementation of FAIR guidelines that emphasize that data should be
accessible under wetlefined conditions. This will be ensured by data visiting concept where
locally curated and reposited machmaionable data cawe visited by queries, provided that

the conditions of access are métThe content of this section is based on an article authored
by Jatiet al'®l, and is being reused here with permission. The VOBW$trives to promote

the publication of Findable, Accessible, Interoperable, and Reusable (FAIR) To achieve this,
robust access control mechanisms must be established, aligning with regulatory fraanework
A regulatory framework refers to a set of laws, rules, and regulations established by
government entities to ensure order, fairness, and safety in various sectors of-%ociety.

159 hitps://www.okta.com/identitl 01/federateddentity-vs-sso/

160 hitps://www.pingidentity.com/en/resources/blog/postisstederateddentity-management.html

161 Jati, P. H. P., Van Reisen, M., Flikkenschild, E. Oladipo, F., Meerman, B., Plug, R., Nad@i28. Data
Access, Control, and Privacy Protection in the VODARica Architecture.Data Intell, vol. 4, no. 4, pp. 938
954.https://doi.org/10.1162/DINT A 00180

162 https://securitysectorintegrity.com/standasaglregulations/procurememonitoring-evaluation/
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Data visiting protection framework

Access control layers:

A.  Counury FAIR equivalency

B.  Community agreements
C.  IT Reference architecture (VODAN)

D, Clinical IT goal architecture
Cashboards in V!

Figure 4.9. Data Visiting Protection Framewot%

In the VODAN-Africa project, the FAIR privacy framework is defined in four layers, and each
layer has a specific protection goal. Figure above shows the four layers of the data protection
framework, which are as follows:

A Layer A (ethics and compliance)The national legal and ethical requirements should
be considered in the risk assessment. Future development within the VODAN
community will lead to a generic questionnaire that includes all the necessary
components.

A Layer B (VODAN-Africa): The access rules that need to be created, outlining what a
user may and cannot do, are specified by VOBP&hca. This timeline will lead to
either a specified step between processes for manual use (manual login) or fully
automated access to (anonymizegseudonymized) personal data (one credential for
all logins).

A Layer C (IT reference architecture):It takes a community reference architecture to
place cuttingedge IT services like access control basesmiologies. An informal
conceptual framework including conceptual forms and any identified relationships in
plain language might be called a semantic ontol§yn the semantic web, policy
management could be deployed to define rules for accessing a resource and provide
users to interpret and comply with these rdfésOntologybased access control
(OBAC) is developed to create, modify, and query semantically rich policies.

A Layer D (clinical IT goal architecture): Every community member who takes part in
the implementation process is required to apply the institutional access control IT
reference architecture in accordance with the decisions and outcomes that have been

163 GO FAIR: Build the FAIR Implementation ProfdeHow to go FAIR [Online] GO FAIR (n.d.). Available at:
https://www.geofair.org/howto-go-fair/fair-implementatiorprofile/. Accessed 10 January 2021

164 Healthri: The PHT concept [Online](n.d.). Available athttps:/pht.healthi.nl/pht-concept Accessed 13
January 2021
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reached by the other tiers. Following the GDPR's concept of anonymization is a hurdle
in this case. Only personally identifiable information pertaining to natural persons is
covered by the GDPR. Directly or indirectly, that information is used to ideatify
persont® The GDPR does not classify anonymised data as personal data since it is
impossible to identify data objects in anonymized form (directly or indirectly). The
technology ensures that patient data is safe for analysis since none of it can be
anonymously idetified. Pseudonymization of the data, however, can be required if the
patient's identity is required for a medical purpose, such receiving treatment.

During the design of the VODAMIfrica architecture for a minimum viable product (MV#$2)

careful consideration was given to these four layers. The implementation of the four layers of
protection framework is structured around the VODANControl Architecture, which
encompasses four key aspects (Figuié):

A Secure Algorithms for Clinical Data Protection:

o Clinical data is safeguarded using robust and secure algorithms. This ensures

that sensitive information remains confidential and protected.
A Data Localization within Health Facilities:

0 The data generated within health facilities stays localized and does not leave the
premises. This approach minimizes the risk of data exposure during
transmission.

A Regulatory Compliance in Specific Locals:

o0 VODAN-A adheres to the regulations specific to each local where it operates.
This includes not only GDPR but also the FAIR Guidelines that VOBMiNs
adopted.

o By aligning with local regulations, the project ensures responsible data handling
and privacy practices.

A Health Facility Control over Data Access and Security:

o0 Health facilities are fully responsible for data access, control, and security. They

operate within the legal framework of their respective countries.

In summary, the VODAMA architecture prioritizes privacy, regulatory compliance, and
responsible data management while adhering the FAIR principles.

165 NetSec.newswWhat is the definition of a HIPAA covered entity&tSec New$9 October 2017 Available at:
https://www.netsec.news/definitiempaacoveredentity/. Accesse®9 April 2021

166 hitps://vodartotafrica.info/vodamewspage.php?i=64&a=demonstratiofthe-vodanafrica-platform-data
pipelinefair-principlesandfair-datastewardship
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Figure 4.10. VODANA Control Architectue'®?

The following is additional reading which is a more technical aspect of the federated
infrastructure.

The VODAN-A community focuses on unleashing the full potential of health data fc
health sector in African countries. It is designed as an independent, trustworthy, anc
federated infrastructure. Letds break

1. Building a Regional FAIR Data Point:
0 Inthis phase, VODAMA aims to create a regional FAIR Data Point. This ena
data owners to view both metadata and the actual data.
o The FAIR Data Point stores machiaetionable and interoperable datasets a
with the metadata.
o The goal is to facilitate data reuse while ensuring that privacy and se
requirements are met.
2. Developing the FAIR Implementation Profile (FIP):
o The second phase involves creating FIP. This profile addresses dii
environments, conditions, and various communities.
o By doing so, it promotes interoperability.
3. Storing and Accessing Personal Data:
o The third phase centers around storing and accessing personal data.
0 The ultimate aim is to enable secure access functionality for clinicians (for
care) andalign with FAIR concepts.
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Summaryof study unit 4

Implementing access control within a specific project requires a comprehenside@eée
perspective, as these elements are closely linked to data privacy, security, and protection. A
clear understanding of the project's objectives is crucial for efédgtilesigning and applying

a data access and control framework. For instance, in the VOBIAdA project, the
collection of sensitive data from multiple countries requires heightened consideration of three
key domains: data privacy, data security, andadabtection. Additionally, this project
addresses concerns related to data ownership, which necessitates advanced configurations of
both the regulatory framework and the technological infrastructure to support the project's
aims. This comprehensive appcbaensures that all aspects of data management align with the
overarching goals and compliance requirements, therefore it could safeguard the integrity and
confidentiality of the data throughout the project lifecycle.

We have covered different types of access control in this study unit, for example based on roles
or attributes. ODRL in combination with semantic technologies such as SKOS and OWL allow
access control to be integrated into semantic annotations and oegologi

Additional resources

For more resources in this section please consider the following:

A Purnama Jati, P. H., van Reisen, M., Flikkenschild, E., Oladipo, F., Meerme
Plug, R., & Nodehi, S. (2022). Data access, control, @nacy protection in the
VODAN-Africa architecture. Data Intelligence, 4(4), 93%4.
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Introduction to data visiting
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Definition of data visiting
Interoperability(Syntactic
and Semantic
interoperability)
Resource Description
Framework (RDF)
Triple-store, AllegroGrapf
SPARQL query language
Federated Analytics
Federated Learning

Study unitduration

This study unit requrires
minimum of 3 hours of forma
study time.

You may spend an addition
2-3 hours on revision.

Rue Stevin 115

1000 Brussels

CS4: Computer Science level 4

Data visiting

Preamble

This module covers the concept of data visiting and
enablers of data visiting. tiovers interoperability of both
semantics and syntax as well as semantic standards such as
RDF. It also covers triple stores, triple data models and uses
AllegroGraph as an example to illustrate how data can be
stored and visualized. Remote data scienceegts such

as federated analytics and federated learning are also
explained. The steps involved in achieving federated
learning and the different variants are also covered.

Learning outcomes of stud

unit 5

Upon completion of this study unit, you
should be able to:

5.1Explain the Concept of Data visiting ‘\

5.2 Discuss interoperability (Syntactic >

and Semantic interoperability)

5.3 Learn semantics concepts such as

Resource Description Framework (RDF)

5.4 Cover triplestore, AllegroGraph as example, and
SPARQL query language

5.5 Understand remote data science topics like Federated
Analytics, Federated Learning, Differential Privacy

5.6 Explain Federated Learning, and the sSteps Involved in
Federated Learning
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Acronyms

Al Artificial Intelligence

ML Machine Learning

FL Federated Learning

FA Federated Analytics

SPARQL SPARQL Query Language for RDF
RDF Resource Description Framework
API Application Programming Interface
Turtle Terse RDF Triple Language
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6.1 Introduction

The value of data hdseen recognized and it is now being treated with utmost care in various
sectors. With an increase in the capacity of data science tools and techniques, extraction of
meaning from data has gained momentum. One impediment in using data is the issueyof privac
which holds back data owners from sharing relevant data. One solution to this is to keep data
in residence, where it is produced, and to make it accessible only under a defined set of
conditions and with appropriate access control mechanisms. To hdraesdue in the data,
algorithms are sent to visit the data. These algorithms can get permission, from the data owner,
to retrieve the answers to specific questions about the data. Thus, data visiting refers to the
ability to use data without it leavinée place where it is stored.

Unlike the classical approach of aggregation of data in a central location such as the cloud, or
sending it in large excel files, data visiting works in a distributed and federated system.
Distributed systems are a collection of autonomous computers ¢tmamunicate and
coordinate their actions by passing messages to achieve a common goal. Federated systems,
also known as federated architectures or federations, are a collection of independent,
autonomous systems that work together to achieve a commoniahject

To enable data visiting, the data at each federated station needs to be curated properly. Data
curation refers to the process of collecting, organizing, and managing data to maintain its
guality, accuracy, and relevance over time. Following the FAIR plegximakes it possible to

create federated Akkady dataFor t he data to be visited it |
FAIR in the first place. Then, there has to
This data needsto also beintesopa bl e, the Al 0 in FAI R, with
federated manner can be visited with the objective of training a machine learning model
without it leaving its residence. The data from the visiting end can also be used to train the
same modeData curated in a federated manner can al

+so be reused, the ARO0OC in FAIR. Understandin
can provide basic understanding of what needs to happen during curation of the data to
materialize data visiting.

In this unit we will look at the various tools and techniques that support data visiting. Basic
concepts related to the semantic web of data and semantic interoperability are discussed in
relation to data curation for visiting, The data visiting can ta&eynfiorms. Conducting remote
gueries is one of them. Models can also be sent to a federated infrastructure to conduct
federated analytics and learning. These concepts and the infrastructure that make them possible
such adriple stores, using AllegroGraps an example, will be covered. We will also look

into how to conduct privacy preserving federated analytics and federated learning. Privacy
preserving techniques such @ifferential privacy and consideration and steps followed in
conducting federated machine learning are also discussed in this chapter.

Data visiting is a technique that can be used within a federated system to provide a unified view
of data from multiple sources. It relies on interoperability to access and query data seamlessly,
regardless of the underlying systems or databases.
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6.2 Interoperability

Interoperability is the ability of systems to work together by accessing, exchanging, integrating
and cooperatively using data and services. Interoperable systems work as though they speak
the same language, thus systems can actually talk to each otheovatided complexity or
delay®’ This can be done at different scopes such as across organizational, regional and
national boundaries. Interoperability providesusable, timely and seamless portability of
information. Interoperable systems are not only able to share information,sbualdé to
interpret incoming data, present it and preserve its original context s@dmless
communicatiort®®

From a computer technology standpoint, it implies that two different computer systems can
collaborate and share their resources. Interoperability in the context of networked enterprises
means the capacity of enterprise systems to interact, exchange tndotnzand provide

services. Interoperability is significant if the interactions can take place at least on three
different levels: data, services and processes, with semantics defined for a given business
context®® Interoperable systems are able to seamlessly communicate with each other, while
also preserving their own autonomy by existing in a federated environment. Interoperability of
data can be materialized by creating data exchange architectures, appli¢atiaces and
standards that enable data to be accessed and shared appropriately and securely across the
complete spectrum of any given field.

FAIR-OLR Federated analysis & learning
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Figure 5.1. Schematic of federated analysis and learning in the context of health data across
communities

167 hitps://blog.sisfirst.com/integratiews-interoperabilitywhatsthe-difference

168 hitps://blog.pacemate.com/integratiesi-interoperabilitywhatsthe-differencein-healthcare

169 Mezgar, I., & Rauschecker, U. (2014). The challenge of networked enterprises for ocmpmiting
interoperability. Computers in Industry, 65(4), 6674.
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Interoperability can be broadly looked at in two categories based on how it is conducted:
syntactic interoperability and semantic interoperability.

6.2.1 Syntacticinteroperability

Syntactic interoperability deals with making systems work together by adhering to certain
standardized data models, encoding, formats, communication protocols and serialization
techniques. Devices and application systems must agree to use the samessbarfolatidends

SO0 as to achieve syntactic interoperability. Many organizations and consortia have been
developing syntactic interoperability standards for use in various don@ansmunication
standards such as Health Level 7 Version 2 (HL7 V2), imagestitaards such as digital
imaging and communications in medicine (DICOM), and Health Level 7 Clinical Document
Architecture (HL7 CIA) and Universal Standard for Identifying Laboratory such as Logical
Observation Identifier Names and Codes (LOINC®) support syntactic interoperability by

providing formats of data or documents along with rules that make it find which data element
to uset’®

6.2.2 Semantic Interoperability

Semantic interoperability refers to the ability of different systems to effectively exchange and
interpret data with a consistent meaning. Achieving semantic interoperability involves using
standardized data models, ontologies, and vocabularies thatgpeoe@mmon understanding

of the data’* The following are definitions of the constituent terms that may help understand
the concept.

Semanticchr el ating to meaning in |l anguage or | og

Interoperability : Athe ability of computer systems or
i nformation. 0

Therefore, by combining bothii s emant i ¢ i nteroperabilityo cr
different people, regardless of which system they happen to be workKiffg in.

In syntactic interoperability, systems may be able to exchange, but do not automatically
understand the data that is exchanged. Semantic interoperability allows information exchange

and has the meaning of that information automatically interpreted bedbeving system. It

ensures that the precise format and meaning of exchanged data and information is preserved
and understood throughout exchanges between
under stoodd. Semant i ce mosttadvanced mmmafariteltopetalilityr e p r €
as it happens at the level where meaning is created. It also refers to the ability to import
expressions from another computer without prior negotiation. In doindato queries ,

decision support, and business rules should be able to continue to work reliably as the
communication is happening at the semantic 1&7el.

0Winter, A., Ammenwerth, E., Haux, R., Marschollek, M., Steiner, B., & Jahn, F. (2828)th Information
Systems: Technological and Management Perspedpiv@$9). Springer Nature.

171 de Mello, B. H., Rigo, S. J., da Costa, C. A., da Rosa Righi, R., Donida, B., Bez, M. R., & Schunke, L. C.
(2022). Semantic interoperability in health records standards: a systematic literature tégadth. and
technology12(2), 255272.

172 hitps://www.j2interactive.com/blog/2021/10/sematititeroperabilityhealthcare/

173 sullivan, R., Williams, J., Robinson, J., Thompson, I., McNicoll, 1., & Nichols, T. (2023). Pathways to
interoperable electronic patient records for health and social care: Part 1: for those involved directlifutoare.
Healthcare Journall10(3), 232.
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Content of the messages exchanged as well as the messaging formats are considered in
semantic interoperability. Thus it has the advantage of both the structuring of the data exchange
(syntactic) and the codification of the data including vocabulary tarpirge the data
(semantics)Semantic interoperability is related to the meaning of content and is the ability of
entities to understand an unambiguous, shared meaning df tiake different vocabularies

used by services, agents and applications should be mutually understood or have a mapping or
correspondence to each other. Semantic Web languages such as Resource Description
Framework (RDF) and web ontology language (OWL) Havdesign the means and a goal to
specify such mappings which is essential for semantic interoperability.

6.3 Triplestore

Triplestores are used to store linked data in the form of triples as knowledge graphs. They store
data in the form of a graph that has a set of nodes and edges unlike relational databases, which
represent data in the form of tables (rows and columns)allbigs us to use RDF, which is a
standard way of publishing and sharing data on the Web in the form of triples. A graph database
implements graph structures using nodes, edges, and properties to represent and conduct
semantic queries for data retrievalra@h databases have gained popularity and usage in
managing structured and unstructured data in many sectors specifically for storing linked
datal’® The most common triplestore implementations (sometimes called graph databases, or
subjectpredicateobject databases) include: AllegroGraph, Neo4j, GraphDB, OrientDB,
FlockDB, InfiniteGraph, and AnzoGraphklost graphdatabaseare accesseitiroughvarious
queryscripts such aSPARQLand Prolod.”” SPARQL is a query language for RDF similar

to the Structured Query Language (SQL) used to manipulate relational databases.

Triplestores provide the capability to handle and integrate diverse data, allowing for flexibility

in accommodating schema changes and mappings, even when the underlying schemas are
different. RDFs and OWL are two of the main schema languages used ® thefistructure

and constraints of RDF data. This allows data owners the freedom to store and create efficient
gueries to meet their information requirements. Graph databases, by intelligently combining
graph analytics, logical reasoning, and-telkt seach, typically generate comprehensive and
meaningful result$’® They also reduce the cost for data management, query and integration as
new data can easily be appended and linked to existing data. In triplestores, data can easily be
gueried and new insights can be inferred from existing graphs.

Data can be stored in various types of data stores, each requiring a different modeling approach.
The most commonly used data models are thedye data model, Relational data model,

and Triple data model. These models are typically stored in NoSQatidell, and Graph
databases, respectively. In this context, we will focus specifically on the Triple data model,
examining its characteristics and benefits for data visualization.

174 hitps://iris.paho.org/bitstream/handle/10665.2/55417/PAHOEIHIS21023_eng.pdf

175 hitps://www.w3.0rg/2001/sw/BestPractices/ OEP/Semint/

176 pokorny, J. (2015). Graph databases: their power and limitations. In Computer Information Systems and
Industrial Management: 14th IFIP TC 8 International Conference, CISIM 2015, Warsaw, Poland, September 24

26, 2015, Proceedings 14 (pp-68). Springer Iternational Publishing.

7 Sikos, L. F., & Sikos, L. F. (2015). Graph databases. Mastering Structured Data on the Semantic Web: From
HTML5 Microdata to Linked Open Data, 1452.

178 https://www.ontotext.com/blog/tellingtorieswith-anrdf-database/
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6.3.1 Triple data model

Triplestore data models are RDF data models that represent the data in the form of subject
predicateobject triples $ee also unit)l Those triples form a graph using the subject as a node,

the predicateasandge and object as another node. Thu
Objecto. Fexalexiexlikes extbaos, The tri ples may al so
ASubject Predicate Literalo. The other node

can be a stringenrratextfobdbrkaninasad@&®B’l RSidlagta

Triple data models are commonly used in semantic web technologies and knowledge graphs,
where data is organized in a grdike structure. The triples can be queried using a query
language like SPARQL to retrieve specific information from the triplestore.

6.3.2 The need for Triplestores

Triplestores are key technology for search and discovery applications because of their ability
to make inferences, which means finding new relationships between existing'tfiilas.
following features make Triplestores provide advantages dvaditional database
management systems:

Flexibility 7 Triplestores do not require schema development in advance. Unlike relational
databases which require the development of a conceptual schema to identify the key entities
and relationships to ensure referential integrity i.e. to avoid anomalies duriradiope like

insert, update and delete. Large amounts of data can be loaded in the form of triples about
different subjects into the same triplestore without the need for such schema development. Data
from various sources can easily be transtmtrand loaded tknowledge hubs.

Easy to Queryi querying (requests for data) can be done without one being worried about the
internal relation and structure of the data. Both full text search and structured data search can
be done at the same time. These are called hybrid queries. The hybrid gumnéds even
greater flexibility and additional insights. Query languages such as SPARQL make it easy to
perform queries on RDF triples in the triplestores.

Standards - triplestores share the same standards which makes it easy for any one store to
merge and swap data among databases.

Provenance- triplestores maintain the information about where the data has come from, hence
keeping data provenance intadisers can understand semantics of data, track data sources,
dates, levels of trust and other metadata about the triples.

Query Expressivityi Triplestore data is stored in a single table, eliminating the need to search
for the correct table or determine if it requires complex join operations when developing
gueries. Classifications of data are expressed as triples and relationships caedsntegh
visually as well. It is even possible to easily draw conclusions about new facts that are
suggested by the data.

179 hitps://www.dataversity.net/triplestoré€ 1-storing-dataefficientinferencing/
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6.4 AllegroGraph

AllegroGraph is one of the popular Triplestores, which is based on the Resource Description
Framework (RDF) data mod&R It provides full support for RDF, allowing users to store,
guery, and reason over RDF data. AllegroGraph supports the SPARQL query language, which
is a standard for querying RDF data. Users can write complex queries using SPARQL to
retrieve specific infanation from the graph database. AllegroGraph provides APIs and
libraries for various programming languages, including Java, Python, and Lisp, making it easy
to develop applications that leverage the power of semantic grap¥data.

To demonstrate the power of triple store and to provide a practical example on how triples such
as RDF can be hosted and queried, this chapter uses AllegroGraph. It has optimized RDF/XML
and NTriple loading parser allowing it to load gigabytes of RDH&spn minutes.

It can offer persistent storage without requiring data to be converted into a specific format
(serialization) before storing and then convert back (deserialization) when retrieving, enabling
a highperformance query option. Its API allows for local or réenquerying using either
Prolog or the W3C standard RDF query language, SPARQL.

Advantages of AllegroGraph

High performance Storage and Querying
Powerful and expressive Querying
Robustness at every level
Access control usable for source tracking. This allows implementation of permissions,
trust, and provenance layers easily
Platform independent (agnostic) which makes it possible to be used across platforms for
instance in both Windows and Linux
o Cross platforrcompatible
o0 HTTP interface for loading and retrieving RDF triples
A Itis areference implementation for SPARQL, which is a standard language for linked data

A It has detailed documentation

> D> > >

6.5 SPARQL

SPARQL is a query language used to retrieve and manipulate data stored in RDF format.
Allegrograph supports SPARQL and uses it as its main query language. There might be
different reasons why we need to use SPARQL; let us look at a few. SPARQL is et of t
semantic web architecture, which enables extraction of knowledge from RDF data. It provides
flexible and expressive queries that allow us to retrieve data based on complex patterns. It also
enables users to query data from multiple data sources.

180 https://franz.com/agraph/allegrograph/
181 hitps://franz.com/agraph/support/documentation/current/
182 hitps://franz.com/agraph/allegrograph/allegrograph23.datasheet.pdf
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SPARQL has four types of queries:

A SELECT: This query is used to retrieve specific data from RDF graphs based on
specified conditions. It returns a table of results that match the given criteria.

A CONSTRUCT: This query is used to create new RDF graphs by specifying the pattern
of the desired graph. It returns a new RDF graph that satisfies the specified pattern.

A DESCRIBE: This query is used to retrieve information about a specific resource or set
of resources in the RDF graph. It returns a description of the specified resources,
including their properties and relationships.

A ASK: This query is used to check whether a given pattern exists in the RDF graph or
not. It returns a boolean value (true or false) indicating whether the pattern is present
or not.

A SPARQL query consists of three parts:

A Pattern matching; is the core part of a SPARQL query where you define the conditions
that the data should match. It allows you to specify the triple patterns that the query
engine will use to find matching data in the RDF graph. You can use optional patterns,
union pattens (UNION keyword), nested patterns, and filtering conditions (FILTER,
BIND, and HAVING keywords) to refine your query.

Additional resources
For more resources in this section please consider the following:

A https://www.w3.org/TR/spargltduery/#bgpExtend

A Solution modifiers: Solution modifiers help you shape the output of your SPARQL
query. They allow you to control the projection, distinct, order, offset, limit, and
formatting of the results.

Additional resources
For more resources in this section please consider the following:

A https://www.w3.org/TR/spargltduery/#SolModandCONSTRUCT

A Output part: The output part of a SPARQL query involves the construction of new
triples based on the matched data. You can use query result bindings to create new RDF
triples that can be returned as part of the query results. This allows you to transform
and shape thdata according to your needs.

In SPARQL, a Solution Sequence Modifier is used to manipulate the order or content of query
results. Here are some common tyf8s:

A Order modifier : specifies the order of solutions in the result sequence.

Suppose we have a dataset containing information about countries and their
populations. We want to retrieve the names of countries ordered by their population in
descending order. Her®o6s a sample SPARQL

183 hitps://www.w3.org/TR/sparqltluery/
184 https://codyburleson.com/blog/spagpamplesorderby
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PREFIX dbpedia: <http://dbpedia.org/resource/>
PREFIX dbo: <http://dbpedia.org/ontology/>

SELECT ?countryName ?population
WHERE {
?country dbpedia:population ?population ;
dbo:country ?countryName .
}

ORDER BY DESC(?population)
In this query:

o We use thedbpedia:population property to get the population of each
country.
o Thedbo:country  property provides the country name.

The ORDER BY DESC(?population)  clause ensures that the results are sorted in
descending order of population.

A Projection modifier: chooses specific variables to include in the results. This is done
using the SELECT query.

Suppose we have a dataset containing information about books, including their titles,
authors, and publication years. We want to retrieve a list of book titles along with their
authors. Hereb6s a sample SPARQL query:

PREFIX ex: <http://example.org/book#>
SELECT ?bookTitle ?author
WHERE {

?book ex:title ?bookTitle ;
ex:author ?author .
}

In this query:

o We use thex:title property to get the book titles.

o Theexauthor property provides the authorso

o The SELECT ?bookTitle ?author line specifies the variables we want to
include in the results.
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A Distinct modifier : ensure that the solutions for a query in the sequence are unique (So
there are no doubles).

Suppose we have a dataset containing information about countries and their capitals.
We want to retrieve a |list of distinct co
a sample SPARQL query:

PREFIX ex: <http://example.org/country#>
SELECT DISTINCT ?countryName ?capitalCity
WHERE {
?country ex:name ?countryName ;
ex:capital ?capitalCity .

}
In this query:

o We use theex:name property to get the country names.

o The excapital  property provides the capital city names.

o TheSELECTDISTINCT ?countryName ?capitalCity line ensures that we only
get unique combinations of country names and capital cities.

A Reduced modifier: permits the elimination of some-naigue solutions.

In SPARQL, theREDUCEDModifier permits the elimination of some ndistinct
solutions in query results. It helps remove redundant entries while maintaining the
overall structure of the dat a. Her eds how

o When you us&REDUCEpPthe query results will still include all solutions, but
consecutive duplicates are removed.

o Unlike DISTINCT, which ensures unique solutions across the entire result set,
REDUCEDocuses on local deduplication within a sliding window of the last

bindings.
PREFIX foaf: <http://xmIns.com/foaf/0.1/>
SELECT REDUCED ?name
WHERE {
?x foaf:name ?name
}
The query retrieves names. TREDUCEDMOodifier ensures that duplicate results are
removed, but it does mBTINCTgdoes. UsREDUEEBVhan N i q U e n
you want to eliminate immediate duplicates without the overhead of remembering all
rows.

'116 Rue Stevin 115 @ admin@eepa.be www.eepa.be

1000 Brussels admin@vodarafrica.be www.vodantotafrica.info



http://www.eepa.be/

CS4: Computer Science level 4
Study unit 5: Data visiting

A Offset modifier: control where the solutions start from, in the overall sequence of
solutions.

Suppose we have a dataset containing information about books, including their titles
and authors. We want to retrieve the book titles starting from the 11th result (skipping
the first 10). Hereds a sample SPARQL que

PREFIX ex: <http://example.org/book#>

SELECT ?bookTitle
WHERE {

?book ex:title ?bookTitle .
}
ORDER BY ?bookTitle
OFFSET 10

In thisquery:

o We use theex:itle property to get the book titles.

o The ORDER BY 7?bookTitle clause ensures that the results are sorted
alphabetically by title.

o TheOFFSET 10 skips the first 10 results, returning titles from the 11th onward.

A Limit modifier: restrict the number of solutions.

Suppose we have a dataset with information about books, including their titles and
authors. If we want to retrieve only the top 5 book titles, we can use the LIMIT keyword
like this:

PREFIX ex: <http://example.org/book#>
SELECT ?bookTitle
WHERE {

?book ex:title ?bookTitle .

}
LIMIT 5

In this query:

o We use thex:title property to get the book titles.
o TheLIMIT5 clause ensures that only 5 results are returned.

These modifiers enhance the flexibility agxpressiveness of SPARQL queries, enabling you
to tailor the output to your needs.
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In addition to the core language, W3C has also defined the following SPARQL
specifications?®®

A Protocol for RDF specification: defines remote protocol for issuing SPARQL queries
and receiving the results.

A Query Results XML Format Specification: defines an XML document format for
representing the results of SPARQL queries.

A Federated Query: extends SPARQL for executing queries distributed over different
SPARQL endpoints.

A Service Description: a method for discovering and a vocabulary for describing
SPARQL services.

Federated Queries

Federated query refers to a technique that allows you to query data from multiple, disparate
sources without physically moving or replicating data. Until now, we have seen queries that
look for patterns in local Triplestores. In the ideal world, multigieadases can be connected
together, allowing us to make complex queries that depend on information from different
places'®

Assume we have two RDF graphs:

A Graph A contains information about books (book titles, authors, etc.).
A Graph B contains information about authors (author names, birthdates, etc.).

Our goal is to retrieve the titles of books written by authors born after 1980.

PREFIX rdf: <http://www.w3.0rg/1999/02/22 -rdf -syntax - ns#>
PREFIX dc: <http://purl.org/dc/elements/1.1/>

SELECT ?bookTitle
WHERE {
# Query data from Graph A
SERVICE <http://example.org/spargl - endpoint - A>{
?book rdf:itype <http://example.org/book>.

?book dc:title ?bookTitle.
?book dc:author ?author.

}

# Query data from Graph B

SERVICE <http://example.org/sparq| - endpoint - B> {
?author rdf:type <http://example.org/author>.
?author dc:birthdate ?birthdate.
FILTER (?birthdate > "1980 - 01- 01"Mxsd:date)

}
}

8nttps://www.w3.org/TR/sparglifederateequery/
#:~text=SPARQL%20can%20be%20used%20to,distributed%200ver%20different%20SPARQL%20endpoints
186 https://programminghistorian.org/en/lessons/retired/gdathbaseand SPARQL
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Explanation:

A We usePREFIX declarations to define namespaces for RDF properties (e.g., rdf, dc).
A TheSELECTclause retrieves the book titles.
A ThewHERElause combines data from both graphs:
o From Graph A, we retrieve book titles and authors.
o From Graph B, we retrieve authors and filter those born after 1980.
A The SeERVICE keyword specifies the named SPARQL endpoints for querying each
graph.

Try practicing with SPARQL queries wusing the Wikidata database here:
https://query.wikidata.org/

|IIHI|IH Wikidata Query Service £ Examples QHelp ~ £ More tools  ~ Query Builder XA English

1 #Number of humans in Wikidata
2 #title: Number of humans in Wikidata
3 SELECT (COUNT(*) AS ?count)
WHERE {
?item wdt:P31 wd:Q5 .

6}

~
(¥

iETabler @ 1 result in 1597 ms ¢/> Code & Download~ & Link~

count

| 11285731

Figure5.2. SPARQL query example on Wikidata

Using the folder icon, you can get some examples of queries and try them out. See how they
work, then try building your own queries!

Additional resources
For moreresources in this section please consider the following:

A https://[programminghistorian.org/en/lessons/retired/gdathbaseand
SPAROL#complexgueries

6.6 FederatedAnalytics

Federated analytics involves extraction of insights from data without the need for the
aggregation of data in one location. Conducting data analysis while it resides in multiple
datasets needs planning on how it can be best performed. One approachssu¢his to
aggregate the data into central locations such as the cloud. Alternatively one may conduct the
data analysis in a federated manner without the data leaving its original and secure location
while the research may span different databases. lldwgsathe data analyst to have access to
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a wide range of data as data owners are more likely to allow data analysis to be conducted on
their data if raw data never leaves its original location.

Thus federated analytics are conducted to extract knowledge while none of the data is being
stored in one location. Federation can be used to write codes/scripts f@andbtsis in a
research project once and run them in multiple locations that contain sensitive data. The
summary outputs are retrieved and combined to enhance global models and research outputs
after being assured not to contain sensitive data. This ershtimeehance of reproducibility

and validation of research findings. Personal Hedlthin (PHT) and European Medical
Information Framework (EMIF) are examples of federated analytics. The idea in PHT is to
send algorithms to where the datasets reside, rather than storing the data in a central repository
for analytics!®” EMIF integrates data from multiple European healthcare databases without
centralizing patient informatiotf® Both PHT and EMIF operate in a decentralized manner,
accessing data from various sources without centralizing it.

Federated analytics and federated learning work on decentralized data, hence they are similar
on the issue of federation and in their privacy preserving nature. Their difference lies in the
scope of the tasks performed.

6.7 FederatedLearning

Federated Learning is a machine learning approach that works on federated data. It refers to
the fact that machine learning can be done without the data leaving its residence. The term
federated learning was introduced by McMahan et al. in a landmark.}§a@wogle also

played a significant role in popularizing this concept in 2016, addressing challenges related to
centralized machine learning models, especially on mobile deVftitss a technology that

keeps data distributed and private while enabling training of machine learning models from
multiple sources. In federated learning the data owner remains in control of the data while
providing access. Access privileges are deflmethe data owner, making it secure and privacy
preserving. It is part of broader efforts to both improve privacy and open up access to new data
that would otherwise be out of reach when building machine learning models. Thus, there is a
lot of potentiallylifesaving information that can be extracted using artificial intelligence and
machine learning algorithms.

Heterogeneous and distributed networks create an enabling environment for developers to
establish applications that can be trained across devices. This avoids the need to centralize to a
cloud or local server. Leaving the cost of aggregating data asides dsn't usually feel
comfortable to share their data. A prominent example of federated learning included Android
Gboard and Messaging which does learning on the activities of mobile phone users. Those
systems were enhanced through federated trainingngpngdowerful word suggestions and

smart replay experiences possible. Predicting health events like heart attack risks from
wearable devices and adapting to pedestrian behavior in autonomous vehicles are also
examples of use cases of federated learning.

187 hitps://www.dtls.nl/fairdata/personahealthtrain/

18| ovestone, S., & EMIF Consortium. (2020). The European medical information framework: a novel ecosystem
for sharing healthcare data across Eur@earning health systemé4(2), e10214.

89 McMahan, B., Moore, E., Ramage, D., Hampson, S., & y Arcas, B. A. (2017, April). Communietftcent
learning of deep networks from decentralized dataArtificial intelligence and statisticpp. 12731282).

PMLR.

190 https://research.ibm.com/blog/whistfederatedearning?ref=spherenode.org
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The rise of federated learning is driven by factors such as the abundant data generated by
mobile phones, wearables, and UAVs. These devices now have increased computational
power, but privacy concerns hinder centralized data utilization. Federated deatiows

training machine learning algorithms on remote devices with local data storage. These
algorithms can share weights and statistics with a global model, addressing privacy and security
challenges. To advance federated learning, we need breakthroufirgescale machine
learning, privacy preservation, and distributed optimization. Meta is currently exploring
federated learning with differential privacy.

Federated analytics focuses on lightweight models for distributed intelligence, while federated
learning typically involves larger neural networks.

6.7.1 Differential Privacy

Many tech giants are trying to improve user experience based on their activity such as the
ability to predict words while typing, assessment of applications that drain battery, or to suggest
related products. This comes with the challenge of ensuringritreecy of personal data. A
solution to such a challenge is building a privpcgserving system that enforces local
differential privacy. It is a technique that enables machine learning algorithms to learn from
users' data without it leaving its sourceff@iential privacy is based on masking the user's
individual data using slightly biased statistical noise before it is actually shared. The
introduction of the bias allows for the data to be private, reducing the risk of identification.
Whenever the sameath is submitted by many people, the noise can be canceled out as it
averages out over a large number of data points, making emergence of meaningful information
possible.

In differential privacy users need to aptby deliberately choosing to share their data as a first

step with the aim of protection of privacy and provision of transparency. Local differential
privacy on the wuser 6s d e private ¢o ensure thahservefsdan's t s t
receive clear data by removing device identifiers from the data. Data transmission after
removing identifiers happens using encrypted channels. Aggregation is a final stage when
processing the relevant aggregate stafistsing the privatized data that are shared. Both stages

are done in a restricted access environment without making even the privatized data broadly
accessiblé

6.7.2 Types ofFederatedLearning

There are different aspects of federated learning to train models in a collaborative approach
using decentralized data sources. Based on
training, federated learning can be either cidesace federated learning or cresbo federated
learning.

6.7.2.1Crossdevice Federated Learning

In cross device federated learning, training of models is done across many devices, usually
smartphones. Cross device federated learning is one that is being primarily studied at the
moment. Through a suitable federation technique, learning takes plaatelseby updating a
central modet®?

191 https://www.apple.com/privacy/docs/Differential_Privacy Overview.pdf
192 https://blog.openmined.org/federatiedrningtypes/
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Smart Phones, Apps, loT, Edge
Devices, belonging to Organisation’s
users.

private data
compute
local model

Cross-
Device

Central Model primary model(s)

federation

mz 3 ngE

Figure 5.3. Single Organisation, Mod&lentric & CrossDevice Federated Learni®?

Il n Googl eds original Federated Learning use
model via use of FederatedSGD and averaging. Such Federated Learning solutions whose goal
is delivering better centrallyl-@Gdamimiicd.ered

6.7.2.2CrossSilo Federated Learning

In crosssilo, federated learning works on data from cliemsich are organizations or
companies with a small number of clients. Though many of the studies predominantly focus
on crossdevice federated learning, cresito federated learning also addresses the issue of
privacy preserving analytics. Data in cradsed federated learning is distributed across silos
with their respective trainer in an attempt to to retrieve the value of widely distributeld?data

D Storage & Compute belonging to each
by e Organisation.
(Cloud, hybrid, on-premises, edge)
N
F
R learn
« <\ —
' 1
\\ »
E c | b
O (I::) privatetdata
Cross- J u compas
CentralModel silo m m local model
G ST - M primary model(s)
== F federation

Figure 5.4. Multiple Organisations, Model Centric & CroSKilo Federated Learnigt®?

One may go for federated learning when there is a need for differential privacy to ensure
privacy of participants. Secure aggregation
in federated learning. When selecting a federated learning platfotcrmaty also look into the

need for training with a large number of samples or large models. Having a broad community
and good documentation that allows quick adaptation and issue tréskilsg imperative to

having a good federated learning platform petu

' 122 Rue Stevin 115 @ admin@eepa.be www.eepa.be

1000 Brussels admin@vodarafrica.be www.vodantotafrica.info



http://www.eepa.be/

CS4: Computer Science level 4
Study unit 5: Data visiting

6.7.3 OpenSourceSoftware for Federated Learning

The following are the most common federated learning open source softivare:

A FATE - Federated Al Technology Enabler

A Substra focused on the medical field

A PySyft + PyGrid- Python 3 based library by OpenMind

A OpenFL- Python 3 opersource project developed by Intel

A TensorFlow Federatedopensource framework for federated learning developed by
Google

A IBM Federated Learningprovides a basic fabric for FL on which advanced features
can be added

A NVIDIA Clara - an application framework designed for healthcare use cases

A Enterprise Federated Learningnterprisegrade Federated Learning Platforms

A Vantage6- open source priVAcy preserviNigderaTed leArninG infrastructurE for

Secure Insight eXchange

193 hitps://www.apheris.com/resources/blogiBppensourceframeworksfor-federatedearning
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Summaryof study unit 5

This chapter covered data visiting, through the premise that knowledge can be gained from one
or multiple databases without the data living its residence. Systems need to be interoperable to
utilize the power of data and information systems. Standzad@ syntactic interoperability

as well as meaninbased semantic interoperability were explained, with semantic
interoperability necessary to allow information to be exchanged and interpreted. Knowledge
representation frameworks on the semantic web, naniefy &d its query language named
SPARQL, were also covered. Remote data science concepts, tools and techniques were also
discussed in this unit. We looked at federated analytics as federated learning and privacy
insuring mechanisms such as differential @ciy. The steps involved making use of available
open source tools to conduct federated learning.
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Internet of FAIR
Data and Service

Preamble

FAIR Data and Services This unit study introduces the Internet of FAIR Data and
A Introduction to IEDS Services (IFDS). ltincludes brief discussions about the
< hourglass model of FAIR Data, the Fair Implementation
A Hourglass model of FAIF . o

Data Profile (FIP) and nanopublications

A FAIR Implementation
Profile

A Nanopublication Unit 6
Study unit duration

Introduction to Internet o

Learning outcomes of stud

Upon completion of this study unit, you
This study unit requrires @ should be able to:

minimum of 3 hours of forma

study time. 6.1Understand what thiaternet of

FAIR Data and Service is.
You may spend an addition . .
2-3 hours on revision. 6.2 Discussing the hourglass model of

FAIR Data.
6.3. Understand what a FAIR Data station is.

<

6.4.Explain what FIPs are.

6.5.Understand the concept of nanopublications.
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Acronyms

FAIR Findable Accessible, Interoperable, Reusable
FDO FAIR Digital Objects

FDP FAIR Data Point

FIP FAIR Implementation Profile

FTP File transfer protocol

HTTP Hypertext Transfer Protocol

IFDS Internet of FAIR Data and Service

MVP Minimum Viable Product

RDF Resource Description Framework

SMTP Simple Mail Transfer Protocol

SPARQL SPARQL Protocol and RDF Query Language
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7.1 Introduction to Internet of FAIR Data and Service

The Internet of FAIR Data and Service (IFDS) is an equivalent of the internet which enables a
scalable and transparent routing of data, tools and computing. The IFDS is being built on the
current Internet infrastructure. GO FAIR and other FAIR advocatimgneunities have been
developing components that build the IFIZ® FAIR has proposed the need to ensure a solid
and sustainable infrastructure which is based on multiple hourglass models comprising data,
tools, and service'$?

et of FAIR data ang ¢

(o ery;,
\"""e Cey
! J

M

Access control and security

l

FAIR principles and FAIRification process
Ontology

Raw data

Figure 6.1. FAIR Hourglass model as a framework for Data Stewardship training

The aimof IFDS is to establish an InterAldte ecosystem that creates machine and human
readable networks. This will be realized by applying the FAIR principles to make sure data and
other digital objects become Findable, Accessible, Interoperable, and Reusable

The classical hourglass model, Figér2, is an analogy used to describe the architecture of
communication networks, particularly the internet. Imagine an hourglass shape: wide at the
top, narrow in the middle, and wide again at the bottom. In this model, the top part represents
the diverse agjzation layer protocols, the narrow middle represents a common transport layer
(like IP), and the bottom part represents various physical network techndfSgies.

194 https://www.gefair.org/resources/interndair-dataservices/
195 Beck, M. (2019). On the hourglass modebmmunications of the AGM2(7), 4857.
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The wide top part of the hourglass represents the layers above the waist. These layers include
applicationspecific protocols (e.g., HTTP, FTP, SMTP) that serve different purposes (web
browsing, file transfer, email). Each application can choose its oatoqmi, allowing for
flexibility and innovation. The wide bottom part of the hourglass represents the layers below
the waist. These layers include various physical technologies (e.g., Ethersiat, dafiular

net wor ks). Her e, o different techrelogie$ carxcoexist. [The tharronhwaist e

in the middle is where IP resides. IP provides the essential protocols for communication across
the internet. IP at the waist allows for a balance between flexibility and standardization. It
enables interopabilityd different applications and devices can communicate using the same
core protocols.

TCP UDP SCTP
IP

Ethernet WiFi SONET

Figure 6.2. The Internet Hourgls$®

One of the GO FAIR mantras reads: 00nly set
support a wide variety of implementation choices for data, tools, and compute elements to
participate i n®Thisaouldbeanade pagsible ByDeévdraging the existing
internet infrastructure and building the IFDS on top of it.

FAIR Digital Objects (FDO) are defined as a sequence of bits that represents an informational
unit and follows the FAIR principle$® The FDO is the spanning layer of the FAIR hourglass
which is the narrow waist, the middle part of the model. Thus, the FDO serves as the bridge
between the lower and upper part of the hourglass. This prompt data interoperability and
provides communitiehe freedom to operate both below and above the waist of the hourglass
by adhering to the facets of FAIR principfés.

7.2 Hourglass Model of FAIR Data

The Hourglass Model of FAIR Data is a conceptual framework that emphasizes the balance
between flexibility and standardization in data management. The hourglass (seéBgure
below) narrows down in the middle, representing a critical point where various elements

19 https://fairdigitalobjectframework.org/

197 https://fairdo.org/
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converge. At the top, we have the raw data that can be generated using any preferred tools.
There are no strict standards and restrictions here. This part involves the FAIRIifaction process
of the raw data by harmonizing the data to adhere to the FAIRpésc

The FAIRIification process includes using schemas, data models, and controlled vocabularies
to structure the datdhe center of the hourglass represents FAd&dy data. It is similar to

the place where IP resides in Internet hourglass. This acts as a bridge between FAIRIification
and FAIR Orchestration as depicted in Fig6i@ FAIR-ready data complies with minimum
standards, e.g., FDO or nanopublications.

The bottom part focuses on FAIR orchestration which puts FA#gy (meta)data into action.
Various technologies such as VODAN MVP enable humans and machines to access and utilize
the FAIR data®

FAIR Hourglass

Raw Data

[freedom to operate] Creation of data & capture of

o 8 .III on
(m]
data-reuse consent choices made

by approprite stakeholders —w’\/\m /\

Extract, Transform, Load (ETL) SEMAPHO KA!

rocesses fOr ata consen
. o i CEDAR < SRDC

targeting domain-relevant machine-
readable vocabularies & schema Workbench

Dakscihatore FAIR Roudy N " s

i 2 Storage of data (distributed) and = i
[a minimal standard that is FAIR, consent as machine-actionable _ ....:." ] FDO Framework
open, and technology-independet] ez

FAIRification

units of information

......................................... Vel APl HATEOAS
FAIR

Wi
Exposure of FAIR metadata &

bl o
ra
gateways for ontology-based Linked Data Platform 1.0 C‘ Q y
Scimagine

FAIR oc]r’ls IOTICS®

Soluti

FAIR
Orchestration

access control

Automated FAIR services for indexing,
search, semantic resolution, data

Data |ntegration integration, object routing & workflow o CNEXT»
execution @ docker

Data SharingNisiting ................................................................... o

Data Ana|ytiCS High-level data use applications such V : DAN/\’ RICA
as data landscape surveys, data EURETOS

[freedom to operate]

visiting and data analytics 2 e - =
- HEALTH TRAIN
H —

Figure 6.3. The FAIR Hourglass as a framework for FAIR implement&tion

The freedom of choice may have contributed to the rapid and widespread adoption of the FAIR
principles by stakeholders encompassing scientists, publishers, funding agencies and policy
makers, however it has also brought the inherent risk of incompatiklgoss between
stakeholder communities.

198 hitps://www.gofair.foundation/hourglass

199 Schultes, E. (2023). The FAIR hourglass: A framework for FAIR implementd@in Connect 1(1), 1317.
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7.3 FAIR Data Point

A FAIR Data Point (FDP) is a service that helps dataers share or expose their FAIR dataset

to others. It also defines how data users can, in alignment with specific policies and regulations,
access the data that has been curated by the data owners. Metadata plays a vital role in defining
the process ofosing and accessing FAIR data from both owner and user side, respectively.

As a result, a data user is allowed to access at least the metadata if they cannot access the data
with a specified license condition. A usage scenario for data discovery, dats and data
publication are a prerequisite for the findability, accessibility, interoperability and reusability

of data.

Additional resources

For more resources in this section please consider the following:

A https://www.fairdatapoint.org/

7.4 FAIR Implementation Profile (FIP)

The FAIR Implementation Profile represents the implementation strategies of various
communities, and can be used as the basis to optimize the reuse of existingnaAliRg
resources and interoperation within and between domains. Readly and weltestel FAIR
Implementation Profiles created by trusted communities can find widespread reuse among
other communities, and vastly accelerate convergence onto-imffeegthed FAIR
implementations. Figure 6.4 shows the agnestionnaire which helps you create y&lP.

The implementation of FAIR is a soeiechnical problem in need of sodechnical solutions.
Therefore reducing the barrier to entry on FAIR implementation can be supported by FIPs.

FAIR principle Question FAIR enabling resource types Your answers

F1 What globally unique, persistent, resolvable identifiers do you use for metadata records? Identifier type e.g. PURL, DO/
F1 What globally unique, persistent, resolvable identifiers do you use for datasets? Identifier type

F2 Which metadata schemas do you use for findability? Metadata schema

F3 Whatis the that links th i identi f your data to the metadata description? Metadata-Data linking mechanism

F4 In which search engines are your meladata records indexed? Search engines

F4
Al
Al
Al2
Al2

A2

]

4]

12

12

3

13
R11
R11
R1.2
R1.2

In which search engines are your datasets indexed?

Which standardized communication protocol do you use for metadata records?

Which standardized communication protocol do you use for datasets?

Which ion & i do you use for metadata records?

Which ion & do you use for datasets?

Which metadata longevity plan do you use?

Which knowledge representation languages (allowing machine interoperation) do you use for metadata records?
Which knowledge representation languages (allowing machine interoperation) do you use for datasets?
Which structured vocabularies do you use to annotate your metadata records?

Which structured vocabularies do you use to encode your datasets?

Which madels, schemals) do you use for your metadata records?

Which madels, schema(s) do you use for your datasets?

Which usage license do you use for your metadata records?

Which usage license do you use for your datasets?

Which metadata schemas do you use for describing the provenance of your metadata records?

Which metadata schemas do you use for describing the provenance of your datasets?

Search engines
Communication protocol
Communication protocol

Authentication & authorisation technique
Authenfication & authorisation technique
Metadata longevity

Knowledge representalion language
Knowledge representation language
Structured vecabularies

Structured vocabularies

Metadata schema

Data schema

Dala usage license

Data usage license

Provenance model

Provenance model

Figure 6.4. FIP miniquestionnaire which will lead you through the creation of your own FAIR
Implementation Profif&°

The FAIR Convergence Matrix is an online platform that systematically guidesisetified
communities in the decision process leading to optimal FAIR implementations and practices.
FIPs propose strategies that encourage widespread adoption of imptemeiitet are helpful

to bring convergence. These suggestions include the use of doleiant community
standards (R1.3). Implementation choices are embedded in a data management plan to help

200 hitps://docs.google.com/spreadsheets/d/1yx8r2St6ha

ImQtg02Fvwu8nB21uWiTOMStLIgJ700E/edit?qid=127295437#gid=127295437
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translate decisions into practice that guide data stewahils.work is closely aligned with
FAIR maturity indicators, FAIR evaluation services, and eventual certification of FAIR
enabling resources.

7.5 Nanopublications

The smallest unit of publishable information about anything which is fully expressed in a
formal and machinéterpretable way is called a nanopublication. An example of a
nanopublication is the relation between a gene and a disease or an opinion devamy re
topic. The amount of scholarly communication makes it very challenging to find specific core
scientific statements and to connect it with other related concepts, and curate it. Often the core
concept of any finding such as the formula, model or coneept are the most important but

are wrapped in a big article in the classical publication sense. Nanopublications allow authors
to disseminate individual data as independent publications with or without an accompanying
research article. Nanopublicatiaras proposed by Concept Web Alliance as a core scientific
statement with associated conté&¥iThey areResource Description FramewoRF) graphs
representing the smallest units of publishable information extracted from literature. They can
be attributed and cited like any other scientific article. This creates an appetite for publication
as it provides incentives for researchers to makie diaga available in standard formats which

in turn drives data accessibility and interoperabfitfy

The following are different elements of a nanopublications:

A Assertion: small atomic unit of information which comprises of the main content of a
nanopublication

A Provenance describes how the assertion above came to be. This can include the
scientific methods that were used to generate the assertion, for example a reference to
the kind of study that was performed and its parameters

A Publication Info: This part contains metadata about the nanopublication as a whole,
such as when and by whom it was created and the license terms for its reuse

201 Groth, P., Gibson, A., & Velterop, J. (2010). The anatomy of a nanopublicatformation services & use
30(1-2), 5156.
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nanopublication

assertion
i

provenance

publication info
!

Figure 65. Basic elements danopublication€

RDFis currently being used to implement nanopublications. There are evolving ecosystems of
tools and systems that enable nanopublications to function in a decentralized manner. It entails
the need for a set of annotations that refer to the same statemeoingaids a minimum set

of communityagreed annotations. The federated approach and the fact that the publications
are stored in the form of a knowledge graph allow for queries to be easily done. The knowledge
graph can be queried using SPARQL remotergservice. The publication is accessible not

only for humans but it is also machine readable and machine actionable allowing algorithms to
access nanopublications. The publications can thus be queried, accessed, reused, and linked
with other nanepublicaions. Thus, the unified and semantic publication model based on
Nanopublications can enhance scientific communication.

202 hitps://fairworkflows.github.io/nanopub/gettirstarted/whaare nanopubs/
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Summary of study unit 6

With the aim ofunderstanding FAIR data and services, this chapter has covered relevant
concepts, tools and techniques that make it possible.

A

A

> >

The IFDS aims to create a scalable and transparent infrastructure for routing data, tools,
and compute resources.

The FAIR Data Hourglass is a conceptual framework that outlines the gradual
progression of data toward FAIRness with a minimal standard at the center of the
model.

FDP enables the routing of FAIR Digital Objects (data, algorithms) within the IFDS.
The FIP provides guidelines for implementing FAIR principles in specific contexts and
helps organizations and communities apply FAIR practices effectively.
Nanopublications are small, sebntained units of scientific knowledge and they
enhance data sharing and reproducibility.

Additional resources

For more resources in this section please consider the following:

A
o
A

https://nanopub.net/guidelines/working _draft/
https://nanopub.readthedocs.io/en/latest/gestagted/whatrenanopubs.html
Kuhn, T., MerofiePefiuela, A., Malic, A., Poelen, J. H., Hurlbert, A. H., Ortiz, E.
... & Dumontier, M. (2018, October). Nanopublications: a growing resourc
provenanceentric scientific linked data. In 2018 IEEE 14th Internatic
Conference on-&cience (eScience) (pp. 832). IEEE.
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| nt roduct |
VODANf riI c
moacmnovooma MIT N1 MU M Vi

MVP
A VODAN-A MVP P d t
Introduction r O u C
A Dashboard
A CEDAR Workbench Preamble
A Backup/Restore _ _ _ _
A AllegroGraph Thls module introduces the main toqlg used in the
A Interoperability with DHIS implementation of the VODAN Africa Minimum Viable

Product (VODAN MVP). It is a data pipeline that allows
Study unit duration for the production andisualization of FAIR data. It is a
plattorm on which federated queries, analytics and
federated machine learning can be performed. Based on the
initial architecture, this module discusses its components
and the software tools used to realize them. Thuss are
You may spend an addition either developed or localized by the community. The
2-3 hours on revision. module also discusses how the platform is interoperable
with other external systems such as DHIS2. This module is
thus a practice guide on how to use VODAN MVP, and a
guide to inspire you to degi your own system.

This study unit requrires
minimum of 3 hours of forma
study time.

Learning outcomes of stud

unit 7

Upon completion of this study unit, you
should be able to:

7.1. Demonstrate & use the VODAN .\
Africa MVP

72. Use the internal and external
dashboards

7.3. Work with CEDAR Workbench
7.4. Be ableto take Backup and Restore
7.5. Work with Triplestores (e.g., AllegroGraph)

7.6. Understandnteroperability of VODANAfrica MVP
with District health Information System 2 (DHIS2)
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Acronyms

Al Artifical Intelligence

ANC Antenatal Care Visit

API Application programming interface

CEDAR Center for Expanded Data Annotation and Retrieval
DHIS District Health Information Software

FAIR Findable, Accessible, Interoperable, Reusable

FIP FAIR Implementation Profile

HIS Health Information System

HIT Health Information Technology

HMIS Health Management Information System

JSON JavaScript Object Notation

MVP Minimum Viable Product

NCOD National Classification Of Disease

OLR Ownership, localisation and regulatory compliance
OPD Outpatient Department

OSF Open Science Framework

RDF Resource Description Framework

SPARQL SPARQL Protocol and RDF Query Language
Turtle Turtle Terse RDF Triple Language

VODAN Value-Driven Ownership of Data and Accessibility Network
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8.1 Introduction to VODAN

Value-Driven Ownership of Data and Accessibility Network (VODAN)a community that

helps health facilities in Africa leverage the value of data at point of care making the primary
data producers to be the primary data users. VODAN has created a FAIR based data pipeline
as a Minimum Viable Product (MVP). Health fadgés in countries involved in VODAN are

using the MVP for data production and analytics. This module guides the data stewards to
better assist the health facilities in data production andamseserves as an example how a
FAIR based data system can be implemeritesl also relevant to provide technical details on

how the system can be used. Each component of the overarching VODAN MVP architecture
(Figure7.1) is clearly noted and described for users to be familiarized with the applications.
VODANOGsSs MVP is a web application. Screenshot
needs to execute and clarify the steps follawed

0 .2.Nn
— —
‘ — Jo—
Input/Bulk S— C—
Input > — —_—
g Metadata Metadata
:z'b:f::":': ;of 'lo;uwch foo;:cucuh
University / roje Dashboard for data
CEDAR analytics within the
University
| PN
ipied 'i e 'i » Reachable address as a
= =) -_ — = CEDAR Data Point
— A A — A
= [=—1
...... v N
CEDAR - Center for Expanded
Data Annotation and
Retrieval
CEDAR University
Repository Repositories
VODAN Research
V DAN e
AFRICA VODAN-Africa Architecture: Research Data

(Van Reisen, Oladipo & Osigwe, 2021)

Figure 7.1. Overarching VODAN architecture

The architecture broadly specifies the input data sources, (meta)data stores, and the provision
of access to machireadable FAIR data formats and analytics of the data in the form of a
dashboard for the health workers in the health facilities. The ectinie ensures data
production and data use in a federated modality without the data losing its provenance and the
data being stored and held in residence. It also enables remote queries using SPARQL. The
components of the architecture, their functionaltyd what is required to make it fully
functional are subsequently discussed. This combines everything we have learned so far in this
course and shows a practical example of how a FAIR infrastructure with a practical purpose
can be set up. It describes tharney and the considerations to be taken into account when you
set up or work on your own data systems.

The architecture has components for (bulk)inputting of (meta)data, processing the data that
results in conversion of the data into a machine readable format and storing of data in a
metadata repository. The Center for Expanded Data Annotation and Re{@&RAR)
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platform, a computational ecosystem for development, evaluation, use, and refinement of
biomedical metadata, has been used as part of the architecture to produce machine actionable
data in VODAN. The architecture also enables providing output that isnpeesia the form

of analytic dashboards and a FAIR data point. Only one data entry editor is necessary that is
used for data input, which enables different automated anehutomated functions for
interoperability and reuse.

To adopt the MVP, the proposed design neededreation with stakeholders, including the
health facilities. Therefore, it was decided to opt for a maximum adaptability of design in order

to consider different scenarios in health facilities. Stakeholders wvolved in the design
process so that different aspects could be considered by the designers. This ensured simple
design approaches that help to solve important problems of the stakeholders and to work with
the technical team as a result build capegitn health facilities. In order to ensure that the
MVP can be deployed for real data production, it was decided to test it in a real environment
of health facilities. These were selected through fitting criteria ensuringfabitities at
different levels would be included (hospitals as well as rural dispensaries).

The work to design the MVP started in 2021, and was delivered for deployment in April 2022.
It followed a proof of concept that investigated the key features of the intended architecture,
namely that data could be visited using macfaogonable linked da stored in JSON or RDF,

held in federated repository and visited over the internet by SPARQL queries. This Proof of
Concept was successfully carried out in September 2022.

VODAN in the Federated Data Space

In nine African countries VODAN has been working to establish a federatesbdy/(FAIR)

data space. Initiated to tackle the data management challenges oflGaladia in Africa, it

has later expanded to include other clinical and research data. The main areas being Antenatal
Care Visit (ANC) and Outpatient Departme©PD) as well as Covid for clinical data.
Research data is also being converted to FAIR format to enhance datalusake informed
decision making. VODAN platform allows the creation afada space by being cognizant of

the value of data as a new gold. The predominant area is a health data space in which data is
curated in a federated manner. The systems are locally Owned, and Locally installed as well as
are compliant to each country'sgréatory frameworKOLR), which we call FAIROLR. The

platform allows for data visiting through remote queries, federated analytics and federated
learning which is also called remote data science. In VODAN each health facility is engaged
in FAIR data prodation at point of care. Existing research and clinical data is also converted

to FAIR by data producers. To help sustain the FAIRIfication process, it is the hospital nurses,
data management personnel such as the Health Information Tech@dldgyprofessionals

who do that data producti on. The fARO is FAI
reusability of data. In VODAN we promote the use anrdse of data for care and research.
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Infrastructure services Generic Data Capabilities - services

Data storage and hosting Federated data management

Regulatory Compliance, Data Visiting & Digital IT & Customer

Hosting & operations Hybrid in location & local cloud . X . e .
g &op y Privacy & Protection interoperability service

Data layer-single copy, machine actionable data creation

Machine-actionable and semantically linked clinical, operational & research data at point of creation
(produced for instance : in point of care, point of service, or at research data collection)

Figure 7.2. Federated Health Data Spdca proposed landscape

The figure shows the proposed health data space by VODAN Africa. With a bottom layer
showing one time data entry that produces machine readable and actionable data. The data is
also semantically linked data that is stored in a federated manner at aird.dervices such

as infrastructure and generatics data capabilities are built on top of these data layers. In the
upper layer which is the intelligence laygwhere advanced analytics using data science tools
and techniques is done. Use experientesied to enhance the data space. Using an APl access
other systems can be built by using the health data space infrastructure making it a platform for

others in the ecosystem to thrive.

Accessible
Interoperable
Reusable

BERTTVETS

Localisation

Figure 7.3. FAIROLR

The health data space follows The FAtRta Ownership Localization and Regulatory
compliance (FAIROLR) principlesNew insights generated at the intelligence layer are linked
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back at the data layer in the health facilities. This allows for the health facilities to benefit from
the output of the health data space.

82l ntroduction to VODANO6s MVP

The VODAN MVP comprises a set of tools that help in implementing data FAIRIfication. A
good entry point to the set of tools is a utility system that links all of the systems used by the
VODAN platform. All of the tools used are open source, hence can balamded,
customized, localized and deployed as needed.

You can download the code for the system from the repositories in VODAN Github account
(https://github.com/VODANA.2%2 The system is built using the Laravel framework which is
framework that helps build a web application with an expressive and elegant¥Qaxe

you download or clone the system, you need to adjust environment variables by opening a file
named fA.envo | ocated i n t hsettirgoimtheldatabasefdldeno r c |
need to also be adjusted like adding username and passwords to the installed databases in each
facility. To utilize MongoDB with Laravel you need to install the following PHP extension for
MongoDB. Run the following commarah Ubuntu:

sudo pecl install mongodb

You can follow this link to do the installation and configuratidiongodb Laravel
Integration?®

VODAN | Africa X S et X

<« (&) O D 127.00.181/login > O = B & a =
You have been successfully logged out.
Sign-In to start your session
Email =
Password '
[J Remember Me
Crete Account

Forgot Your Password?

Figure 7.4 VODANA MVP Login Form

203 https://github.com/VODANA/CEDAR bulk upload
204 hitps://laravel.com/

205 https://www.mongodb.com/compatibility/mongotiiravelintergration
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AFRICA =
v DAN « ASIA 2 Allegrograph ~

c CEDAR to AllegroGraph

c Bulk to AllegroGraph
Z RDF1o0 AllegroGraph

€ Dashboara

kbt imemal 22 pHIS2

k. External Setting

X ceoar ~ - Admin

E CEDAR Login 328 User

B Tempiate Creation = Role

m Bulk Upload / Permission
pl

& Backup/Restore

* Backup

’ Restore

Figure 7.5.VODANA tools: Dashboard, CEDAR related, Allegrograph related, and DHIS2
related

8.2.1 Dashbhoard

The MVP has an internal and external dashboard which provide aggregate statistics based on
the FAIR data that is collected using data elements defined in CEDAR teRiplate.

8.2.1.1Internal Dashboard

Displays aggregate statistics for selected, agreed upon indicators by respectiviatibidis
The internal dashboard is meant to provide statistics to the data producers themselves to
monitor their task. Data stewards need to login using the following screen to access the internal

dashboard.

206 hitps://metadatacenter.org/#about
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V. DAN-:rriCA

Sign in your account

Email

admin@vodana.com

Password

Figure 7.6. Login Page to the VODAN Africa Dashboard

Figure 7.7.Management of facility information such as their Template ID, URL and API Key

After logging into the internal dashboard, users can see statistics based on OPE,9CGowd

ANC registers. The stats are based on individual patient records and aggregates. Before users
are able to see the stats, user settings need to be setup esingitBy st em Set upo me
left. Access control settings and CEDAR parameters need to be filled in to define who can
access what and connect information to pull from CEDAR. The screenshot above shows the
parameters that need to be filled in to pull deden CEDAR. The CEDAR Template ID refers
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